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PREFACE

Copyright

This publication, including all photographs, illustrations and software, is
protected under international copyright laws, with all rights reserved. No
part of this manual may be reproduced, copied, translated or transmitted in
any form or by any means without the prior written consent from NEXCOM
International Co., Ltd.

Disclaimer

The information in this document is subject to change without prior notice
and does not represent commitment from NEXCOM International Co.,

Ltd. However, users may update their knowledge of any product in use by
constantly checking its manual posted on our website: http://www.nexcom.
com. NEXCOM shall not be liable for direct, indirect, special, incidental, or
consequential damages arising out of the use of any product, nor for any
infringements upon the rights of third parties, which may result from such
use. Any implied warranties of merchantability or fitness for any particular
purpose is also disclaimed.

Acknowledgements

iINAS 330 is a trademark of NEXCOM International Co., Ltd. All other
product names mentioned herein are registered trademarks of their
respective owners.

Declaration of Conformity

CE

The product(s) described in this manual complies with all applicable
European Union (CE) directives if it has a CE marking. For computer systems
to remain CE compliant, only CE-compliant parts may be used. Maintaining
CE compliance also requires proper cable and cabling techniques.

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. Vv Atlas User Manual
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NE{COM

RoHS Compliance

NEXCOM RoHS Environmental Policy and Status Update
NEXCOM is a global citizen for building the digital
infrastructure. We are committed to providing green
products and services, which are compliant with European
Union RoHS (Restriction on Use of Hazardous Substance in Electronic
Equipment) directive 2011/65/EU, to be your trusted green partner

and to protect our environment. RoHS restricts the use of Lead (Pb)

< 0.1% or 1,000ppm, Mercury (Hg) < 0.1% or 1,000ppm, Cadmium
(Cd) < 0.01% or 100ppm, Hexavalent Chromium (Cr6+) < 0.1% or
1,000ppm, Polybrominated biphenyls (PBB) < 0.1% or 1,000ppm, and
Polybrominateddiphenyl Ethers (PBDE) < 0.1% or 1,000ppm. In order

to meet the RoHS compliant directives, NEXCOM has established an
engineering and manufacturing task force to implement the introduction
of green products. The task force will ensure that we follow the standard
NEXCOM development procedure and that all the new RoHS components
and new manufacturing processes maintain the highest industry quality
levels for which NEXCOM are renowned.

Vi
RoHS

Compliant

The model selection criteria will be based on market demand. Vendors and
suppliers will ensure that all designed components will be RoHS compliant.

How to recognize NEXCOM RoHS Products?

For existing products where there are non-RoHS and RoHS versions, the
suffix “(LF)"” will be added to the compliant product name. All new product
models launched after January 2013 will be RoHS compliant. They will use
the usual NEXCOM naming convention.

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. Vi Atlas User Manual



Chapter 1: First Time Setup m

CHAPTER 1: FIRsT TIME SETUP

1.1 Accessing the NEXCOM Atlas OS

The NEXCOM Atlas OS is a user-friendly web-based graphical user interface
to manage and monitor the NAS system. The user interface can be accessed
through the Management (MGT) port on the front panel of the NAS system
using the following default IP address and login credentials:

* Management Port IP Address: 792.168.100.1
= Default login username: admin
= Default login password: admin

Using a web browser, type the IP address “192.168.100.1" into the address
bar to enter the login screen.

¢ | m 1921681001

1.2 Login Screen

iNAS330 Device Hostname

Username
Password

Forgot your password?

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 1 Atlas User Manual
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Enter Login Credentials
Use the username and password to sign into the system. The password will
be masked by asterisks.

iNAS330

Enter Atlas

- Log in Forgot your password?

e Note: If the login credentials are incorrect or the password is
\ forgotten, the following screen will be displayed.

iNAS330

userl

Enter your password

- Log in Forgot your password?

Please contact your administrator to assist you with recovering forgotten/
lost password.

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 2 Atlas User Manual
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Restoring Factory Settings to Reset Password (For Administrators)

In the event that the password cannot be retrieved, administrators can
restore the password and system settings to default by pressing and holding
the front panel reset button for 4 seconds.

iNAS330

Reset
Button

e Note: The reset button is a waterproof button. Please use a
\ thin object like a pin to press the button.

Please note that performing this procedure will clear all the
settings previously configured and restore the system to default
settings, including IP address of the management port. Please
use the default IP address to log into the system.

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 3 Atlas User Manual
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Save Login Credentials

To configure the login screen to remember your login username for
future logins, select the Remember me check box. If the web browser is
configured to store the password, the password will also be remembered.

iNAS330

Enter your password

Remember me [ JRemisizti

Forgot your password?

After successful login, a loading transition screen with pulsing background
colors will be displayed briefly.

iNAS330

]
[ | ]
Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 4 Atlas User Manual
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1.3 Introduction to the Atlas OS Main Desktop Screen

After logging in, you will be redirected to the main desktop screen of the
NAS web management interface (Atlas OS).

Quick Access
Toolbar

KBGEA

App Shortcuts Navigation Home Dashboard
Panel

The desktop includes shortcuts to Applications and the Navigation
Panel, which contains the Quick Access Toolbar, Home (orange) and
Dashboard (purple) menu bars. Clicking the Home menu bar will minimize
the configuration window and provide more desktop space to customize
shortcuts for apps and widgets.

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 5 Atlas User Manual
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1.3.1 Desktop Application Shortcuts

Default application shortcuts available on the desktop include Storage
Manager, Data Vault, Log Book and Software Center.

Clicking the application shortcuts on the desktop will open their respective
windows. The windows can be dragged and resized.

To check which app is opened currently and quickly toggle between the
app windows, move the mouse over the icons at the bottom of the desktop
and click on the respective app icon. Moreover, when an app window is
minimized, it can be restored by clicking on the corresponding icon.

@M
HH @ Bt

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 6 Atlas User Manual
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1.3.2 Navigation Panel

The Navigation Panel offers a configuration window for system settings,
application access and dashboard monitoring/configuration.

Quick Access Toolbar

Configuration
Window

L

Dashboard

Apps System Dashboard
Settings

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 7 Atlas User Manual
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1.3.2.1 Quick Access Toolbar

The Quick Access Toolbar provides notification information and quick access
to commonly used settings.

Help Network Notification Profile

Information

The following items are available:

= Help: Provides access to user manual information.

= Network: Displays current network information and settings.

= Information: Displays general system information and software version.
= Notification: Displays a record of recent event logs.

= Profile: Provides options to reboot, shutdown and logout the system, as
well as options to change login password and display language.

For more information on the Quick Access Toolbar, please refer to Chapter 2.

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 8 Atlas User Manual
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1.3.2.2 Applications
The Applications page displays all the apps available on the system.

o —

ﬁ " @} Dashboard

Apps

The following apps can be accessed:

= Storage Manager: Disk management app for creating and managing
RAID volumes.

= Data Vault: File manager app for managing files and folders on the
storage drives.

= Log Book: Event log app for accessing system log records.

» Software Center: Device management app for installing firmware and
software packages.

For more information on using the applications, please refer to Chapter 4.

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 9 Atlas User Manual
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1.3.2.3 System Settings

The System Settings page provides a variety of options to configure the NAS
system. To see the full name of a menu item, move the mouse over the icon.

—_——— System
) Dashboard Settings

* Files & Permissions

— File Sharing Services: Windows and FTP file sharing configurations.
— Users: Manage user accounts on the NAS system.

— Groups: Manage user groups on the NAS system.

— Permissions: Options for setting permission rights.

* Network & Connectivity
— Network Settings: Hostname description, DNS server 1 and 2 settings,
IP address settings for Management, LAN1 and LAN2 ports, as well as
NIC bonding settings for LANT and LAN2.
— Atlas Settings: Port number configuration for HTTP and HTTPS.
— SNMP: SNMP configuration for SNMPv1, SNMPv2 and SNMPv3.
— Security: Security configuration for uploading digital certificates.

= System & Devices
— Locale Date/Time: Automatic or manual configuration of locale date
and time.
— Notification: Email notification of log events.
— Power Management: LAN1 and LAN2 Wake-on-LAN configuration
and time-based scheduler for system power on/off.
— System Recovery: Restore factory default settings.

For more information on configuring system settings, please refer to Chapter 3.

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 10 Atlas User Manual
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1.3.2.4 Dashboard

The Dashboard page displays all the widgets currently configured for display
on the desktop.

Widget Panel

Click Widget Panel to see the list of widgets. The following widgets are
available:

= System Guardian: Widget for displaying hardware-related information.
= Network Surveillance: Widget for displaying network-related information.
= Storage Care: Widget for displaying storage-related information.

For more information on using the widgets, please refer to Chapter 5.

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 11 Atlas User Manual
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NE{COM

Note: When making changes to network-related settings or
updating firmware, a yellow pop-up notification will appear
on the upper-right corner of the desktop to notify the user to
restart the system for the changes to take effect.

Pop-up
Notification

The system settings have been changed.
Please restart the system to make the changes active.

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 12

Atlas User Manual
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CHAPTER 2: Quick Access TOOLBAR

2.1 Getting Familiar with the Quick Access Toolbar

The Quick Access Toolbar includes the following menus: Network, Information,
Notification and Profile.

Help Network Notification Profile

Information

2.1.1 Network: View Network Settings of the NAS System

Click & to see the connection information and status of the network
interfaces. The following information can be viewed on this page: IP address,
MAC address, connection speed and status of the network interface.

a KoM

®) DNS Primary 10.1.1.2

LAN1

e 2

Q Mb/s

)/1000

&
(:’ Mb/s

100/1000

-

Dashboard

necom [

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 13 Atlas User Manual
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[ [ | |
Interface Connection Speed and Default Gateway
The current interface connection speed, such as 10/100/1000, is shown
below the interface name on the left. The interface with default gateway
configured is shown under the interface name.
a & oM
) DNS Primary
(&t
10/100/1000
Default Gateway
Interface Connection
Speed
Dashboard
Network Status Icons
There are three types of network status, which are presented in graphical
icon format as follows:
Network interface is connected.
Network interface is establishing a connection.
Network interface is not connected.
NE{COM -

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 14 Atlas User Manual
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2.1.2 Information: View the NAS System Information

Click L@l to view the system information. The system information page is
categorized in the following 3 sections: General, Hardware and About Atlas.

2.1.2.1 General

The General page displays the hostname, model name, serial number and
uptime of the NAS system.

General

General Hardware ‘ About Atlas

9

Hostname iNAS330 Model name iNAS330

Uptime
o 0 00:15:56

SN N/A

since  2017-04-20 15:41:31

Dashboard

necom [

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 15 Atlas User Manual
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2.1.2.2 Hardware

The Hardware page displays hardware-related information such as CPU,
memory, devices connected to the SATA interfaces and the type of powered
devices (PD) connected to the PoE ports.

Hardware

General I Hardware About Atlas

AT e ———

B @0

ARMv7 Processor rev 1
{v71)

501.33 MiB

Dashboard

POET: 8023AT

necom [

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 16 Atlas User Manual
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2.1.2.3 About Atlas

The About Atlas page displays the information of the Atlas OS firmware
version and copyright owner.

u About Atlas
[

General Hardware About Atlas

Version Industrial NAS Series (Rev ) build 1.0.1( 2017-11-30 23:54:43 )

Copyright ® 2017 NEXCOM Inc. All rights reserved.

L
— .

Dashboard

necom [
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2.1.3 Notification: View System Generated Events

Click & to open the Notification page, which displays information of system
generated events beginning from the time of initial login. During this time,
each new event with a classification level higher than warning (warning and
error) will be labeled numerically in ascending order. Normal events with
lower classification will not be counted and labeled numerically. For example,
if there is a newly occurred event classified as warning or error, the icon will
show I, as shown below:

a & o M

Events that have not been viewed will be highlighted in green. Error and
warning events will be highlighted in red and orange respectively.

&M

[storage] [Volume 1] is damaged because the member [Disk... L!_E
[samba] Reload service successfully. L 13
[storage] [Volume 1] has been created successfully. _E

[storage] Find a free disk on /dev/sdal !E

&M

[storage] [Volume 3] is degraded because the member [Disk... [Il[§

Events that have been viewed will be highlighted in gray.

2] @GJE]H

£ lﬂmp]una,nmmﬁmzmﬁmwzﬂL o

“E l&h}hm“mmﬁm éll
192.168.1.100 successfully.

necom [
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2.1.4 Profile: Perform Administrative and Basic System Tasks

Click 1l to access the Profile page. The Profile page allows admin users

to perform administrative tasks and guest users to perform basic tasks. It
is categorized into the following 5 sections: Account, Language, Reboot,
Shutdown and Logout.

Certain menu sections may not be available depending on the type of
account used to log into the NAS system, as listed below:

Admin User Account: Account, Language, Reboot, Shutdown and Logout.
Guest User Account: Account, Language and Logout.

2.1.4.1 Account
The Account page provides options to reconfigure the login password.

e

= | © O [§»

Language i__ Reboot | Shutdown Logout

admin@atlas.nexcom.com.tw

@ @)

EEE # 7N  Dashboard

necom [

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 19 Atlas User Manual
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2.1.4.2 Language

The Language page provides the option to change the display language of
the NAS web management interface. The languages currently supported are
English, Traditional Chinese and Simplified Chinese.

& o 53

& © T—.f

Account Language Shutdown

Choose your Language

Dashboard

necom [

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 20 Atlas User Manual
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[ [ [ ]
2.1.4.3 Reboot
The Reboot page allows administrators to reboot the system. Settings made
to the system will take effect after rebooting.
B =@ o f
Account Language Reboot Shutdown Logout
Dashboard
necom "

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 21 Atlas User Manual
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2.1.4.4 Shutdown
The Shutdown page allows administrators to shut down the system.

= © @

Account Language Reboot Shutdown Logout

Dashboard

necom [

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 22 Atlas User Manual
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2.1.5 Logout
The Logout page allows users to log out from the current account.

A= ©O o K

-
Account Language Reboot Shutdown Logout

Dashboard

necom [
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CHAPTER 3: SYSTEM CONFIGURATION

3.1 Configuration Window for System Settings

The Configuration Window for System Settings provides options for
modifying configurations such as network settings, system time and system
recovery.

|___Configuration
Window

e

Dashboard

System
Settings

The System Settings menu is categorized into 3 main groups:

» Files & Permissions: Set up file sharing between NAS and client devices.

= Network & Connectivity: Configure network and security settings of
the NAS system.

= System & Devices: Configure system time settings, power management
schedule as well as option to perform system recovery.

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 24 Atlas User Manual



Chapter 3: System Configuration m

3.2 Files & Permissions

3.2.1 Enable File Sharing Services for Windows

SR

File Sharing Services Windows

Windows File Sharing

Enable [m]

ATIGTGITN WORKGROUP

MIX

Dashboard

Set up Windows File Sharing for Network Neighborhood

Go to the File Sharing Services > Windows tab and select the
Enable option. The following options can be configured:

= Enable: When selected, computers connected to the same network and
workgroup as the NAS system are able to view the NAS system in the
Windows network. If the hostname of the NAS system is already known
(for example, INAS330), users can access the NAS system through file
browsers by entering WINAS330\ in the address field. When deselected,
the file sharing service will be disabled and file browsers will not be able
to search the NAS system in the network.

= Workgroup: Specify the workgroup name. The default name is
WORKGROUP. After applying the settings, the SAMBA server can
be viewed from file browsers on systems that are in the workgroup
name specified in this field. (The workgroup name shown will
be the hostname of the NAS system, which can be configured in
Network & Connectivity > Network Settings.)

necom [
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3.2.2 Enable File Sharing Services for FTP

File Sharing Services

File Transfer Protocol

Enable [m]|

Port number

Enable secure FTP (FTPS) [m

MIX

Dashboard

Set up File Sharing for FTP Server

Go to the File Sharing Services > FTP tab and select the Enable
option. The following options can be configured:

= Enable: Enables or disables the FTP server.

= Port number: Configure the port number used by the FTP service for file
transfers.

= Enable Secure FTP: When selected, the FTP server will use TLS encryption
for file transfers. (This setting uses the default certificate installed on the
system. The certificate can be replaced in Configuration > Security.)

necom [
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3.2.3 Manage User Accounts

Role

Administrator  admin@examplecom  12/08/17 12:39

Usar 12/08/17 13:42

View User Accounts on the NAS System

Go to the Users menu to view all the available accounts on the NAS
system.

= The label on the upper-right shows the total number of accounts
on the NAS system. The maximum number of allowed user accounts is 300.

= Click to switch to the Add User page.

= The user list table can be sorted by column headings. The Email column
cannot be used for sorting.

Created time

12/08/17 13:42

Administrator  admin@example.com  12/08/17 13:39

= Click on the username account (the account is underlined, e.g., admin) to
switch to the Edit User page.

- Note: The NAS system comes with a default admin account with the username
“admin” and password “admin”.

NE{COM -
Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 27 Atlas User Manual
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Add User Accounts to the NAS System
1. Click to go to the Add User page.

o

Create a new user

Usemame
Only letters (a-zA-Z), numbers (0-9) and symbols {_@+-).
Email Address

Notification
Enable Email notification [ ]

United States

Description

You can add a description to this user.

2. Fill'in the required fields (marked by asterisks *) and press the
button. An error message will be displayed if invalid characters are entered.

necom [
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Restrictions for the Username Field

= Up to a maximum of 30 characters.

= The only characters allowed are letters (a-z, A-Z), numbers (0-9),
underscores (_), at sign (@), plus sign (+), periods and hyphens (-).

= The symbols mentioned above cannot be used as the first and last
character for the field.

» Uppercase characters will be converted to their lowercase forms
(username only contains lowercase letters).

Restrictions for the Email Field

= This field can be left blank.
= If an email is entered, the field will check whether or not the entered
format is valid.

Email Address
| aaa |
Please enter a valid email address.

Enable Email Notification of Log Events

Select the Enable Email notification check box to allow the NAS system
to automatically send log information related to the user through email.

= This option is only available when a valid email address is entered.

Set the User Role

Select the access role of the user account in the drop-down list. The
following access roles are available:

= User: User account with guest privileges.
= Administrator: User account with administrator privileges.

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 29 Atlas User Manual
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Configure User Password

Enter the user password in the Password and Confirm Password fields.

= The password must be 8-128 characters in length.
= There are no particular restrictions on the characters allowed.
= Confirm Password must be the same as Password.

Set the GUI Display Language for Users

The display language of the NAS web management interface can be
configured differently for different users. Select the display language that
will be used for the user in the drop-down list. The following languages are
available:

« B[E: Simplified Chinese
« &i&: Traditional Chinese
» United States: English

Country
United States

\ - Note: Only accounts with administrator privileges can log into the NAS
system and access the web management interface.

necom [
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Description of the Account

A description of the account can be entered in the Description field. The
description must be less than 256 characters in length.

56759012345678901234567890123456789012345678901
234567689012345678901234567890123456789012345678
90123456789012345678901234567590123456759012345

67590123456789012345678901234567890123456783012
34567890123456789012345675901234567890123456789
0123456789012345678901234567390

Save User Account Settings

To complete the user account setup, click the button. To go back
to the previous User List, click the icon.

United States

Description

You can add a description to this user.

Note: After the new user account is successfully created, a folder will be
-~ created in the <primary volume>/home directory with a folder name same
as the username. For more information on the access rights to this folder,

please refer to the Data Vault section in Chapter 4.

NE{COM -
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Edit User Accounts

To edit details of a user account, click on the underlined username account
to go to the Edit User page.

Created time

Usar 12/08/17 13:42

Administrator  admin@example.com  12/08/17 13:39

Edit user

Usemame
aaaa

Created time
2017/12/11 16:49:13

Last login time
2017/12/11 16:50:14

REMOVE THIS USER

Email Address

aaaa@nexcom.com.tw
-

s SAVE

Notification
Enable Email notification ]

Role

Administrator

CHANGE PASSWORD

Country
United States

Description

necom [
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The Edit User Interface

» The username cannot be modified.

= The time the account was created will be displayed.

= The last login session to the web management interface will be displayed.
If the user has never logged into the web management interface before,
N/A will be displayed.

= The account can be removed by clicking the button. Only
users with administrator privileges are able to remove user accounts.
— Users are not allowed to remove their own accounts.

You can not remove yourself account!

Change User Password

Press the button to access the input fields for assigning a

new password.

CHANGE PASSWORD

CANCEL CHANGE PASSWORD

To cancel assigning a new password, click the [CANCEL CHANGE PASSWORD) button
to close the input fields for assigning a new password.

with the user in the <primary volume>/home directory will not be removed in

\ | Note: After the user account is successfully removed, the folder associated
order to allow the administrator to recover data.

NE{COM -
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NE{COM

3.3 Network & Connectivity
3.3.1 Configure General Network Settings

% &Y g

Network Settings General

Hostname
DNS Server

DNS server address 1
DNS server address 2

Enable IPv6 [ |

Specify Hostname and DNS Server
The General tab page provides the following options:

» Hostname: Configure the hostname of the NAS system. The hostname is
used as a name-IP address mapping.

= DNS Server: Configure the DNS server for resolving domain names of
devices in the network (e.g., the address 8.8.8.8 is one of Google's DNS
servers.).

DNS Server

Note: Configurations made in this
section require a system restart for the
changes to take effect. After saving
the changes, the restart notification
will appear on the upper-right corner
of the desktop screen.
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= Enable IPv6: Enable IPv6 support for DNS server.

o

Network Settings General

Hostname INAS330

DNS Server

DMNS server address 1
DNMS server address 2

Enable IPvé [H|
DNSv6 Server

DMNSwE server address 1
DNSw6 server address 2

MIX

When IPv6 is enabled, the Interface tab will include additional IPv6 settings
for DHCP/Manual Mode, IPv6 Address, Prefix Length and IPve Gateway.

ot A

Network Settings R NIC Bonding

IPv6 (W] Manual
[ ] DHCP

pttengts I
oty I

Advanced Options (:E}

necom [
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NEXCOM

[ [ [ ]
= |IPv6 Default Gateway: The Default Gateway option can also be
configured in the Interface tab when IPv6 is enabled.
%t =Y %4
Network Settings [EREN Interface
[ ] Manual
"= DHCP
Default Gateway
IPvé [ ] Manual
(W] DHCP
M X
necom . [M
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' [

hS

3.3.2 Configure Network Interface Settings

2 &Y% §

Network Settings Interface

LULIEE 192.168.100.1
LRI ITEEY  255.255.255.0

Advanced Options @)

Configure the MGMT, LAN1 and LAN2 Interfaces
Go to the Network Settings > Interface tab and select the interface to
configure (MGMT, LAN1 or LAN2). The following options can be configured:

= Manual: Select this option to configure a static IP address for the
network interface selected.

Note: The MGMT interface is used to manage the NAS system. This
interface only accepts a static IP address, DHCP cannot be used to retrieve
an IP address.

» DHCP: Enable DHCP for automatic IP address retrieval. When enabled,
the IP address, subnet mask and network gateway information will be
assigned by the DHCP server. These fields will be grayed out and cannot
be modified when DHCP is selected. To view the newly assigned DHCP
address, please go to the Quick Access Toolbar > Network page.

= Address: The IP address of this interface. When Manual is selected, a
static IP address can be configured here (e.g., 192.168.0.50).

Note: Configurations made in the Interface tab are applied immediately.
System restart is not required for the changes to take effect.

necom [
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3.3.3 Configure Network Interface Settings Cont.

Network Settings Interface

IPv4 [ ] Manual
[ DHCP

SRR 255.255.255.0

Advanced Options ()

Ay

MIX

Dashboard

= Subnetwork Mask: The subnet mask address of this interface. When
Manual is selected, a subnet mask address can be configured here.
(For example, 255.255.255.0.)

= Gateway: The network gateway address of this interface. When Manual
is selected, a network gateway address can be configured here.
(For example, 255.255.255.0.)

When DHCP is enabled, the Address, Subnetwork Mask and Gateway fields
will be disabled and grayed out.

@ MGMT IPva [ ] Manual
(W] DHCP

@ LANT <

@ LAN2 &

Advanced Options (:):}

NE{COM -
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3.3.3.1 Configure Advanced Interface Settings
&6 nH

=YX 4

Network Settings Interface

@ e IPv4 [ Manual
wialyv E DHCP

@ LAN1

@ LAN2

Advanced Options ()

Enable Jumbo Frame [ |

MIX

Dashboard

Enable Jumbo Frame Support in Advanced Options

Go to the Network Settings > Interface tab and select the Advanced
Options menu. The following options can be configured:

= Enable Jumbo Frame: Enable jumbo frame support. This option
is disabled by default and enabling it may improve the transmission
performance of large files. (This feature requires the network interface
card on the receiving/sending end to have jumbo frame function enabled,
otherwise the feature will not work.)

= MTU (bytes): Default is 1500 bytes. This maximum value can be
increased when jumbo frame is enabled.

necom [
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3.3.3.2 Set Default Gateway

Hover the mouse over the diamond shaped icon next to the interface and
select IPv4 to set the default gateway.

2

e =

IPv4 [ ] Manual
(W] DHCP

Default Gateway

Advanced Options (5)

A

Once the setting is applied successfully, the diamond shaped icon will turn
blue.

o

Network Settings Interface

IPv4 [ ] Manual
[H] DHCP

Advanced Options {:}:‘a

necom [
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3.3.4 Configure Interfaces for NIC Bonding

The NIC Bonding tab is used to configure the network interfaces for link
aggregation. Depending on the link aggregation modes selected, aggregating
links can provide fault tolerance or increase network bandwidth.

Creating Bond Interface
1. Select the two interfaces that will be used for link aggregation.

o

Network Settings NIC Bonding

Configure Link Aggregation

LANT % |

2. Select the link aggregation mode.

Network Settings NIC Bonding

Configure Link Aggregation

LAN1T LANZ %

balance-m

ckup
balance-xor
broadcast

802.3ad

balance-tlb

balance-alb

necom [
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3. Confirm the selection and settings for NIC Bonding, and click the
NexT  button. The current page will switch to the Interface tab
page, prompting the user to confirm the BondO settings before finishing
the configuration.

o

Network Settings NIC Bonding

Configure Link Aggregation

LANT X LAN2 X

balance-m

Network Settings

IPv4 [ ] Manual
(W] DHCP

IPv6 ] Manual
(W] pHCP

MIIX

4. After confirming the Interface settings, click the ! icon to complete
the NIC Bonding configuration.

NE{COM -
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3 | Note:
» The default network setting for Bonding is DHCP IPv4, as well as DHCP
. IPv6 if IPv6 Enabled is selected.

= The settings in this page can be left unmodified, but users need to
confirm the settings by clicking the ! icon in order to continue.

= |If the user does not confirm the settings and continue without clicking
the ! icon, the user will be directed to this page when re-entering the
Network Settings page. (The original page with General, Interface and
NIC Bonding tabs will not be accessible.)

5. The newly created bond interface will be shown on the left panel.

o

Network Settings NIC Bonding

@ Bondo Configure Link Aggregation

LANT %  LAN2 %

balance-im

necom [
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[ [ [ ]
Configure the Aggregated Interface (Bond0)
After creating the bond interface, the network interfaces selected for link
aggregation will no longer be viewable in the Interface tab. The newly
created bond interface will be shown instead. To configure the network
settings for the bond interface, follow the same procedures used for
configuring network interfaces.
&6 n M
- Yo 5
Network Settings interface
@ McmT IPv4 [ ] Manual
[H] DHCP
@® Bondo <
Advanced Options ()
Dashboard
ncom [N
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[ [ | |
Deleting Bond Interface
1. Press the I: icon on the lower-left corner. Similar to configuring NIC
Bonding, the current page will switch to the Interface tab page, prompting
the user to confirm any of the LAN1 or LAN2 settings before proceeding.
Network Settings NIC Bonding
@ Bondo Configure Link Aggregation
LANT X LANZ %
balance-m
Network Settings
[ ] Manual
(m] pHCP
[ ] Manual
[H] pHCP
2. After confirming the Interface settings, click the ! icon to continue.
NE{COM -
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[ [ | ]
3. Select the bond interface to delete by pressing the G icon on the front
of the interface.
Network Settings NIC Bonding
4. After pressing the G icon the bond interface will be deleted.
Success.
necom . [M
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The LAN1T and LAN2 interfaces originally configured for bond0O will be
viewable again in the Interface tab.

oM

=Y %

Network Settings Interface

IPv4 [ Manual
[1DHCP

Subnetwork Mask JEEERLLERLEN]

Advanced Options ()

MIX

Dashboard

necom [
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3.3.5 Configure the Atlas Web Connection Settings
SOBHN

Y §

Atlas Settings

port Number - T

Secure Connection (HTTPS)

Enable []

MIX

St U

Dashboard

Configure the HTTP Port

HTTP is enabled by default. Go to Atlas Settings to configure the HTTP
port. The following options can be configured:

= Enable: Enables or disables the HTTP protocol.
= Port Number (HTTP): Configures the port number of HTTP.

Enable HTTPS Protocol

Users can enable or disable secure connection, configure port number and
force HTTPS. The following options can be configured:

= Enable: Select the check box to enable HTTPS.
= Port Number: Configures the port number of HTTPS.

= Force Secure Connection Only: Enables or disables force secure
connection option (HTTP will automatically redirect to HTTPS).

necom [
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3.3.6 Configure SNMP

SNMP

Name
Location
Contact
Service

SNMPv1/SNMPv2c enabled [ ]

SNMPv3 enabled [ ]

MIX

' Dashboard
Set up SNMPv1/SNMPv2c and SNMPv3

SNMP is disabled by default. Go to SNMP to configure SNMP. The following
options can be configured:

= Name: Enter a server name (optional but recommended).
= Location: Enter a description of the location (optional but recommended).

= Contact: Fill in contact information such as email or telephone number
(optional but recommended).

For SNMPv1 and SNMPv2c
= SNMPv1/SNMPv2c enabled: Enables or disables SNMPv1/SNMPv2c.

= Community: After enabling SNMPv1/SNMPv2c, specify a community
name here. Default is public.

For SNMPv3
= SNMPv3 enabled: Enables or disables SNMPv3.
= User: Enter the SNMPv3 username (required field).

= Password and Confirm Password: Enter the SNMPv3 password
(required fields).

necom [
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3.3.7 Install Security Certificates

Security

Certificates Upload

Private key
Certificate

CA Bundle (Optional)

MIX

. [;aslﬂi.board

Upload a New Security Certificate
Go to Security to install a new certificate. The system comes with a default

security certificate. Users can also upload a new security certificate and
replace the default one. The following options are available:
= Private key: Allows users to upload private key.

= Certificate: Allows users to upload security certificate.

= CA Bundle (Optional): Allows users to upload CA bundle.

necom [
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NEXCOM

3.4 System & Devices
3.4.1 Locale Date/Time

Locale Date/Time

Date & Time

Set date and time automatically [m]

Locale

Country Taiwan

Time zone Asia,/Taipei

£ e

MIX

Dashbon

Configure the Date & Time of the System

Go to System & Devices > Locale Date/Time to see the list of system
date and time options. The following options are available:

* Manual Date & Time: Allows users to set the date and time manually.

= Set date and time automatically: Enables or disables automatic time

synchronization with NTP server.

Locale Settings

= Country: Allows users to select the country region.

= Time Zone: Allows users to select the time zone.

necom [
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3.4.2 Email Notifications of Events

o

Notification Settings

Tool Selections

Not configured yet

Event Options

@ Log event
All

[] Power On/Off

Set up Email Notifications of Events

Go to System & Devices > Notification Settings and click the Not
configured yet text to open the configuration page for setting up email.

The email configuration page is used to set up an external mail server,
which requires an SMTP server.

o

Notification Settings

Sender Name

e.g., smtp.gmail.com

SMTP Port

User name length must be

necom [
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Using Gmail as an example, please refer to the information in https:/
support.google.com/a/answer/176600?hl=en to fill out the SMTP settings
required for sending email notifications.

The image below uses TLS secure connection with the port number 587 as
an example.

o

Notification Settings

smtp.gmail.com

SMTP Port
587

your_account

Security Type
TLS

TEST MAIL

After completing the email setup, click to test the email
connection. If the email setup was successful, will be shown.

o

Notification Settings

smtp.gmail.com

SMTP Port
587

your_account

Security Type
TLS

TEST PASSED

[ |
[ | ]
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[ [ [ ]
The E-mail check box can be selected after completing the email setup.
Notification Settings
Tool Selections
@ E-mail Settings
Event Options
@ Log event
All
[] Power On/Off
Specify the Type of Log Events for Notifications
The type of log events that will be notified through email can be selected
under the Log event drop-down list. The log events are classified as
follows:
= Critical: The highest classification level of log information.
= Warning: Includes log information from Critical.
= All: Includes all log information of every event. (Default setting)
Event Options
@] Log event
All
D Critical
Warning
necom . [M
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Include or Exclude Notification of System Power On/Off Event

Select the Power On/Off check box to allow the NAS system to send email
notifications of system power on/off events.

o

Notification Settings

Tool Selections

@ E-mail Settings

Event Options

(m] Log event

All

[] Power On/Off

Enable the Notification by Email Option for the User Account

After completing the settings for notification, each user needs to go to
Profile > Account to select whether or not they would like to receive
notification by email.

admin

R = O o [

Account Language Reboot Shutdown Logout

Submit

necom [
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[ ][]
3.4.3 Configure Wake-on-LAN
&HOEH
S ol = NG
Power Management Wake-on-Lan
- Note:
O e e Only in the same subnet, you
could wake up the system
after sending the magic
O LANZ2 packet.
00:11:22:33:44:99
M X
Dasﬁboafd
Enable Wake-on-LAN Function on the Network Interfaces
Go to the Power Management > Wake-on-LAN tab and select the LAN
port to enable the Wake-on-LAN function. The enabled port can receive
Wake-on-LAN magic packets from devices within the same network subnet.
P 1 Note: The Management (MGMT) port does not support Wake-on-LAN

\ - function.

necom [
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3.4.4 Set Startup and Shutdown Time with Power Scheduler

)3 @80

Power Management (Wake-on-Lan gty

D Action Day
l:‘ Startup +  Everyday

l:‘ Shutdown +  Everyday

Configure the Time and Day To Start and Shutdown the System

Go to the Power Management > Power Scheduler tab to enable
scheduled system startup and shutdown. The power scheduler page
provides a time slot for system startup and system shutdown. The following
options can be configured:

= Startup: Configures the day and time to power on the system. The day
can be set to daily or a particular day of the week.

= Shutdown: Configures the day and time to power off the system. The
day can be set to daily or a particular day of the week.

necom [
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3.4.5 Restore Default Settings

System Recovery

=)

Factory default

Sl x

DashBoar

Use System Recovery to Restore Factory Default Settings

Go to System Recovery and select Factory default. The Factory default
option will restore all the system settings to factory defaults. The system will
reboot after restoring to default settings.

\ ~ Note: Volumes created and data stored in the hard drives will not be erased.

System Recovery Confirmation Message

A warning message, notifying users that all settings will be reverted to
factory defaults, will be displayed before the factory restore takes place.
Please be certain before proceeding.

It will restore your system configurations back to factory defaults,
includes all settings which you can configure on Configuration
panel and all user profiles. All logs will be cleaned, too.

Your volumes and the data won't be affected by this.

The system will reboot automatically to make the changes active.
Are you sure you want to recover the system by factory defaults

now?

M X

necom [
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CHAPTER 4: MANAGE NAS wiTH BuiLT-IN APPLICATIONS

4.1 Using Storage Manager for Disk Management

Storage Manager is a built-in disk management application. With the
application, users can manage disk drives as well as create and manage
RAID volumes. The following information in this section provides detailed
explanation of each menu page in the application.

4.1.1 How to Create RAID Volumes

Go to the RAID information page and select any unused disk drives for
creating RAID volume.

Storage Manager

Create new volume

Select Disk Members

@ Selecied
W Flugged ) Free
_——wT Unplugged @ Unavadable

Select RAID Type
Unesed Space M Avallable Space [ Redundancy Overhaad

@ oestrose oo [ T
Manual Mode  (3)

[ Quick RAID “

= Select Disk Members: The disk drives installed on the NAS system will
be graphically represented here. Users can select which disk drives will be
members for configuration.

= Select RAID Type: Users can choose the type of RAID. There are two
modes that can be selected: Default and Manual.

— Default Mode: The system will automatically determine the optimal
setting based on the number of disks selected by the user.

necom [
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[ [ [ ]
— Manual Mode: Users can manually configure their preferred RAID level
and file system setup.
Storage Manager
Select Disk Members
& gselmd
———— .P‘U:ﬁ“gﬁ Olr.::neabk
S RCEEAN e Uensigd Space M Availabie Space Wl Redundancy Overhead
Default Mode 11.7 GB/ext4
@ Manual Mode
JEOD
] Quick RAID
= Quick RAID: Users can select this option to increase the RAID creation
speed. After completing the settings shown above, click Start to begin
the RAID creation.
necom . [M
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4.1.2 View and Manage Disk Drives

The Disk Information page provides configuration options and information
of all the disk drives installed on the NAS system. In addition, each disk
drive displayed here has various menu tabs for displaying basic information,
performing quick diagnostics and configuring advanced settings.

BEEEEERER

Disk Management

Disk Members W Good M Waming W Eror Busy

Profile Tab
Displays the device model, serial number, firmware version and type of disk
drive.

2o

Disk 1

& Advanced Options ()

necom [
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[ [ [ ]
Measurement
Displays the capacity, sector size, rotation speed and SATA version of the
disk drive.
% Capadity: 500.1 GB
Disk 2 Lw‘ Sector Size: 512 I:ﬂ‘iﬂs
Physical Sector Size: 4096 bytes
Rotation Rate: 7200 rpm
SATA Version: SATA 2.6, 6.0 Gb/s
SATA Speed: 6.0 Gb/s
{6 Advanced Options 3)
Temperature
Displays the current temperature of the disk drive. Celsius or Fahrenheit
display format can be selected.
& Advanced Optians ()
Quick Test
Performs a quick diagnostic test on the disk and displays the result.
e
SMART Result: Good
Last test time: N/A
Last full test time: N/A
{6 Advanced Options (3)
necom . [M
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4.1.3 Advanced Disk Drive Settings

Advanced disk drive settings can be accessed in the Advanced Option
menu. The following advanced settings are available:

Full Test
Performs a full diagnostic test on the disk drive and displays the result. This
full diagnostic test can check for bad sectors or abnormal errors.

{8} Advanced Options &)

Estimated completion time of full test: 93 minutes. Press the button below to continue.

Status: Good

Test Report
Detailed test report of the full diagnostic test result.

& Advanced Options ()

{[+] Antribute Valus Worst  Threshold Raw Value
Raw_Read_Error_Rate 100 100 &2 i} -

2 Throughput_Performance 100 00 40 o
3 Spin_Up_Time 122 112 13 1

Disk Wipe
Formats the disk drive. All data contents will be erased. Please proceed with
caution.

{8 Advanced Options &)

Disk format wipe:
This action will wipe the format on this disk, includes the information of partitions and RAID. The data stored in

the disk will be lost and can't be accessed again
Please ensure that you want to erase your disk format bafore applying.

] |understand.
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4.1.4 View RAID Information

After creating the RAID volume, the RAID information page will show RAID
information such as volume capacity and volume health.

rFEEEEA

Volume 1
Disk Members

Level: |BOD
File System: ext4
Last Check: Fri Mar 6 16:42:53 2015

@ bember
& Sper

Fauly

Unplugged () Mot Membar

Volume Capacity Volume Health

) ‘ Total Capacity: 300 GB

pyL Used: 66 GB
LLY Available: 300 GB

In addition, this page displays all the RAID lists currently available and their
corresponding information, which includes the following:

= Volume Name: Name of the RAID volume.

= Disk Members: A graphical image displaying which disk drives are used
for the RAID volume.

= Level: The type of configuration currently used for the RAID volume, such
as JBOD, RAID1 and RAIDS.

= File System: The file system of the RAID volume supports ext4.

= Last Check: The last time that the file system of RAID volume was
checked.

» Volume Capacity: The total capacity of the RAID volume and the current
used space.

» Volume Health: The current health status of the RAID volume. The
following states are available:
— Healthy: The RAID volume is in healthy condition. No abnormal errors

are detected.

necom [
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— Degraded: The RAID volume is degraded. This indicates that there
may be an abnormal condition or a failed disk drive. It is recommended
that the abnormal disk drive should be replaced and the RAID volume
should be rebuilt to avoid any potential data loss.

— Recovering: The RAID volume is currently being repaired. Please
wait for the repair process to complete before proceeding with other
operations.

— Damaged: The RAID volume is damaged and can no longer read or
write to the volume. Please contact your administrator for assistance.

4.1.5 How to Remove a RAID Volume

Click the Remove button on the upper-right corner of the window. A
pop-up confirmation window will appear asking the user to enter Yes (case
sensitive) to confirm removal. After entering Yes, click the Confirm button
to remove the RAID volume.

Please input "Yes” to confirm to remave this RAID.

CANCEL CONFIRM

necom [
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EEN

4.2 Using the Data Vault File Manager App

Data Vault is a built-in file manager application that allows users to manage

files on the NAS directly in the NAS web management interface.

Refresh —

f======= 0 Y el il n
1 1 1
[ 1 [
1 1 1
[ 1 [
1 1 [
[ 1 [
1 1 [
[ 1 [
1 1 [
1 1 1
[ 1 [
1 1 1
[ 1 [
1 1 [
[ 1 [
1 1 [
[ 1 [
1 1 [
1 1 1
L S L J

]

Volume List Content Pane
Item Description
Refresh Refreshes the page to show the most recent content.
Volume List Displays the volumes on the NAS in hierarchical tree
structure.
Content Pane The following information may be displayed,

depending on the user’s actions:

= The content of the current selected folder.
= The menu screen for creating new folders.
= The menu screen for editing folders.

= The preview screen for photos and videos.
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4.2.1 View Volume List
If no volumes exist in the NAS, the content pane will display the following
notification message: No volume exists, please create a new volume first.
Data Vault
c
Name Size Created Time
No volume exists, |'J|E&SE create a new volume first.
The content pane displays files within a selected folder and provides file
viewing. However, only certain file formats are supported for file viewing.
Expand & Collapse Folder
Click the folder icon to expand or collapse the folder.
Add Folder in Root Directory
Moving the mouse over the volume name will show the add “+" option.
(The root Volume folder cannot be removed.)
necom . [M
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EEN
Add & Remove Subfolder Options
Moving the mouse over the subfolder name will show the add “+" and
remove “-" options.
4.2.2 Edit/Create/Delete Files & Folders in the Content Pane
The content pane will display all the files of the current selected folder (does
not include hidden files).
Column e e e = )
Headings e e e e e e e e e e e e e e e e J

Column Headings
The column headings include the following: Name, Size, Created Time and
Shared.

Click the heading to sort the contents based on that heading. Please note
that the Size and Shared column are not available for files and folders
respectively.

The Shared column will display a E]:l Windows icon or FTP icon to show
whether the folder has enabled or disabled Windows or FTP file sharing.
Grayed out icons [J08] show that Windows and FTP file sharing are
disabled for that folder.
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[ [ [ ]
Right-click on the empty area of the content pane to bring up the Add new
folder option.
Name Siz Created Time Shared
B Cats 2017/12/1111:34:21 2@
B Dsc_1089.)rG 273.02 KiB 2017/1
B 8_IMG_13514302282634743.jpg 449.23 KiB
B 'MG_20141115_141111,jpg 1.72 MiB 201
B MOV_0508.mp4 77.28 MiB
B3 Personal -
‘ story_mapping.pdf 198.81 KiB
3 Travel -
Right-click on a folder to bring up the Edit and Remove folder options.
Right-click on a file to bring up the Display and Remove file options.
(Some file formats may not be supported for viewing.)
necom . [M
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4.2.3 Creating a New Folder

Enter a folder name for the new folder (required field). Please note that the
folder name is limited to 255 characters; it is not allowed to start with a dot
(.) and cannot contain any of the following special characters: “ # * +,/:;

<=>7?[\]]| %.

Data Vault

<

®© Volume 1
Document
Office
Photos

Qv 75 > Create

Folder name Please enter the folder name

home Sharing []
shares

B Volume 2

B Volume 3

oy * Folder name is limited to 255 characters; it is not allowed to start with dot(.) and can not contain
any of the following special characters: " #*+, /:; <=>7[\]|%

Select the Sharing check box to enable the file sharing options for Windows
and FTP.

When Sharing is selected, enter a share name for the shared folder (required
field when Sharing is enabled). Share name is case insensitive and limited to

80 characters; it is not allowed to start with a dot (.) and cannot contain any

of the following special characters: “ # * +,/:; <=>?[\]| %.

necom [
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Select the Read only check box to only allow read access (applies to both
Windows and FTP file sharing).

The Windows and FTP file sharing options can be separately or simultaneously
enabled by selecting their respective check boxes.

Sharing [H|

Enable [m]
Allow anonymous  []

Enable [m]

For Windows file sharing, the Allow anonymous check box can be selected
to allow users to access public shared folders without the need to provide
login username and password. Clearing this check box will require users to
input login username and password when accessing public shared folders.

Click the path name in green to return to the content pane of the folder one
level up.

@ Volume 1/Photos » Create

Path Name

necom [
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4.2.4 Editing Folders

The file sharing options and Share name of a folder can be edited in the edit
folder page. However, the folder name cannot be changed. For details on
how to set up file sharing and share name, please refer to section 4.2.3.

—-0Ox

Data Vault

© Volume 1
Document
Office
Photos

Q@ Volume 1/Photos > New > Edit

Folder name

home Sharing [m]

shares
B Volume 2

B Volume 3
Enable [m]

Allow anonymous

Enable [m]

oy Folder name is limited to 255 characters; it is not allowed to start with dot(.) and can not contain
any of the following special characters: " #* +, /:; <=>?[\]| %
® Share name is case insensitive and limited to 80 characters; it is not allowed to start with dot(.)
and can not contain any of the following special characters: "#* +, /:; <=>?[\]] %

RES|JRE

Click RESTORE to reset the folder settings back to default.

4.2.5 Deleting Files and Folders
To delete a file or folder, right-click the file or folder in the Volume List and
select Remove.

NE{COM -
Atlas User Manual
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4.2.6 Access Rights of Users’ Home Directory

Each user account created by the administrator will also create a folder with
the same name as the username in the <primary volume>/home directory
by default. In the example below, the user “test” has a folder named test
with the following pathname: Volume 1/home/test. (Refer to section 3.2.3
for more details on user account setup.)

ot

Create a new user

Username

Email Address

Notification
Enable Email notification [ |
Raole

User

Password

Confirm Password

—

This is a special folder in which file sharing is enabled for its associated user,
the owner of the folder. Users can access their home directory through FTP
or Samba, no additional file sharing setup is needed.

If the user wishes to share the folder to other users, please refer to section
4.2 .4 for instructions.

o Volume 1
B Document
B Office
B Photos
@ home

Q e > test > Edit

Folder name

Sharing [ ]
B admin
B test

B shares

o Volume 2
B Volume 3

necom [
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4.2.7 Previewing Images

Right-click on an image file in the Volume List and select Display to preview

the image. The image formats currently supported are BMP, JFIF, JPEG, GIF,
PNG and SVG.

Data Vault

o Volume 1
B3 Document
B Office
& Photos
9 Cats
B New
Personal
B3 Travel
B3 home
shares
B Volume 2
B Volume 3

Q@ Volume 1/Photos/Cats > IMG_0491JPG

necom [
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4.2.8 Previewing Videos

Right-click on a video file in the Volume List and select Display to preview
the video. The video format currently supported is MPEG4.

If the format of the image or video file selected is not supported, the
following message will be displayed: The file format is not supported yet.

Data Vault

The file format is not supperted yet.

necom [
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4.2.9 Limitations for Folder Name and Share Name
e ‘ Note: When naming the folder name and share name, please take note of

\ . the following limitations:

= Folders within the same directory level cannot share the same folder name
(lowercase and uppercase differences are allowed). However, subfolders
located in different directory levels can share the same folder name.

= Two or more folders cannot have the same share name, even if they are
located in different directory levels (lowercase and uppercase differences
are allowed).
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NEXCOM

4.3 Using Log Book to View Logged Events

The Log Book application is used to examine records in the log list of the
NAS system.

4.3.1 How to View the Log Record

Open the the Log Book app. The Logs page of the app allows users to browse
through all the log records. The toolbar on top of the Logs page shows the

available functions that can be executed. Pressing the Refresh button C will
refresh the log information.

O
0 o
O e
0 e
0 o
0 o
0 o
O e
0 e
0 o
1 e

i

Date Time

2017-05-15 10:33:07

2017-05-15 02:00:42

2017-05-12 20:16:02

2017-05-12 10:58:06

2017-05-11 09:13:27

2017-05-10 10:55:00

2017-05-09 17:34:35

2017-05-02 16:49:30

2017-05-09 11:43:09

2017-05-08 20:24:04

/805 3

Column Headings
The log table provides the following column headings:

user
system
user
user
user
user
system
user

user

Per page| 10

User

admin
admin
SYSTEM
admin
admin
admin
admin
SYSTEM
admin

admin

IP

10.10.1.148

10.10.7.148

127.0.0.1

10.5.1.140

10.10.1.176

10.10.1.172

10.10.1.152

127.0.0.1

10.10.1.141

10.10.1.148

Service

desktop
desktop
network
desktop
desktop
desktop
desktop
network
desktop

desktop

[ RE

A

Event

User admin logs in from...

User admin logs in from...

File not exists, error: /tm...

User admin logs in from...

User admin logs in from...

User admin logs in from...

User admin logs in from...

File not exists, error: /tm...

User admin logs in from..

User admin logs in from...

@ =028

-

*

Total: 8044

= Level: Severity level of the event. Classified into the following 3 categories:

0 Information, A Warning and 0 Error.
= Date Time: The date and time of the log event.

= Type: The classification of the event. The classifications include user type
and system type.

— User Type: Log event triggered by users, includes both admin and
guest users.

— System Type: Log event triggered by the NAS system.

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved.
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= User: Displays the type of user, which can include admin or guest users.
If the log event is triggered by the system, the label “system” will be
shown here.

= IP: If the log event is user type, this column will display the source IP
address of the user. If the log event is system type, this column will display
the IP address 127.0.0.1 (indicating that it originated from the NAS
system itself).

= Service: Indicates the type of service this log event originated from.
(Desktop, Network, Samba, etc.)

= Event: Detailed description of the log event.
— Click the arrow icon to expand and view the complete description, or to
collapse and hide the information.

Date Time Type User P Service Event

2017-05-15 10:33:07 user admin 10.10.1.148  desktop User admin logs in from...
2017-05-15 09:00:42 user admin 10.10.1.148 desktop User admin logs in from...
2017-05-12 20:16:02  system SYSTEM 127.0.0.1 network File not exists, error: /tm...

2017-05-12 10:58:06 user admin 10.9.1.140 desktop

User admin logs in from 10.9.1.140 successfully.

2017-05-11 09:13:27 user admin 10.10.1.176  desktop User admin logs in from...
2017-05-10 10:55:00 user admin 10.10.1.172  desktop User admin logs in from...
2017-05-09 17:34:35 user admin 10.10.1.152  desktop User admin logs in from...

2017-05-09 16:49:30  system SYSTEM 127.0.0.1 network File not exists, error: /tm...
»

-

1 | /805 > » Per page| 10 [< RE A @022 Torak 8044
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4.3.2 Using the Toolbar and Status Bar

The toolbar on the lower-left corner of the Logs page lists the display
options for browsing the log.

Date Time User P Service Event

i

2017-05-15 10:33:07 admin 10.10.1.148  desktop User admin logs in from...
2017-05-15 09:00:42 user admin 10.10.1.148  desktop User admin logs in from...
2017-05-12 20:16:02  system SYSTEM 127.0.0.1 network File not exists, error: /tm...
2017-05-12 10:58:06 user admin 10.9.1.140 desktop User admin logs in from...
2017-05-11 09:13:27 user admin 10.10.1.176  desktop User admin logs in from...
2017-05-10 10:55:00 user admin 10.10.1.172  desktop User admin logs in from...
2017-05-09 17:34:35 user admin 10.10.1.152  desktop User admin logs in from...
2017-05-09 16:49:30  system SYSTEM 127.0.0.1 network File not exists, error: /tm...

2017-05-09 11:43:09 user admin 10.10.1.141 desktop User admin logs in from...

0
0 o
0 o
e
0 o
L o
0 o
0 o
I <)
0 o
0 o

2017-05-08 20:24:04 user admin 10.10.1.148  desktop User admin logs in from...
»

-

Per page| 10 @0z Toal 8044
[

Item | Description

1 Go to the first page.

Go to the previous page.

Go to the next page.

2
3
4 Go to the last page.
5

Displays the current page and total number of pages.
Enter the page number in the current page field to navigate to
that page.

6 Drop-down list to select how many log entries will be shown in
one page. 10 or 20 entries can be selected.

7 The status bar on the lower-right corner of the Logs page lists
the sum of Error, Warning and Information logs, as well as the
total number of logs.
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4.4 Using Software Center to Manage System
Firmware and Software

The Software Center application allows users to update firmware for the
Atlas OS and install additional add-on packages. Depending on the type of
environment where the NAS system is implemented, add-on packages can
be installed through Software Center to enable additional functions.

4.4.1 How to Update the Atlas Firmware

1. Before updating the firmware, go to the OS page and check the current
firmware installed on the NAS sytem. The version is displayed as the title
text as shown below:

Software Center

System Upgrade - Current Version: NAS Series (Official) build 1.0.0

Image file:
Size:

System Upgrade - Current Version: NAS Series (Official) build 1.0.0

Image file:

Size:

NE{COM
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2. Click the @ button on the left and select the Atlas OS firmware file to
be uploaded to the NAS system.

System Upgrade - Current Version: NAS Series (Official) build 1.0.0

Image file:
@ Size:

3. After the firmware file has been selected, the filename and file size will
be displayed in the text box on the right.

System Upgrade - Current Version: NAS Series (Official) build 1.0.0

Image file: openwrt-mvebu-armada-inas330-initramfs
@ Size: 100.91 MiB

4. Press the Start button to begin uploading the file to the server. A
progress bar will display the upload status in percentage.

Software Center

System Upgrade - Current Version: NAS Series (Official) build 1.0.0

Image file: openwrt-mvebu-armada-inas320-initramfs
Size: 100.91 MiB

Cancel (82%)

necom [
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| | [ |
5. Once the upload completes the NAS system will verify if the file is valid
and then automatically begin the update process.
Software Center
System Upgrade - Current Version: NAS Series (Official) build 1.0.0
Image file: openwrt-mvebu-armada-inas330-initramfs
Size: 100.91 MiB
If the upload fails or the format of the file is incorrect, a failure message will
be shown.
Software Center
System Upgrade - Current Version: NAS Series (Official) build 1.0.0
Image file: openwrt-mvebu-armada-inas330-initramfs
Size: 100.91 MiB
necom [
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If the update is successful, a message will be shown to notify users to
reboot the NAS system to complete the update process.
Software Center
System Upgrade - Current Version: NAS Series (Official) build 1.0.0
Image file: openwrt-mvebu-armada-inas330-initramfs
Sizez 100.91 MiB
necom . [M
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4.4.2 How to Install and Remove Software Packages

The Package page displays the packages installed on the system and
packages that have been uploaded but have not been installed yet. Users can
install or remove software packages in this page.

Software Center

Packages

— -
& 0 2
Storage Manager Data Vault System Guardian
[vpgrace

Types of Packages
Packages are currently classified into 2 categories:

= Built-in Packages: These are pre-installed in the system by default and
cannot be removed. Therefore no uninstallation option is available (e.g.,
Storage Manager, Data Vault, Log Book, etc.).

= Custom Packages: Custom packages based on the users' requirements
can be uploaded and installed (e.g., Live Watcher).

necom [
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4.4.3 Examples of Different Package Types
Different types of packages provide different types of allowable operations.

Built-in Packages
Built-in packages that can be updated to newer versions but cannot be
removed.

Uploaded Custom Packages
Packages that have been uploaded but have not been installed yet.

necom [

Copyright © 2017 NEXCOM International Co., Ltd. All Rights Reserved. 85 Atlas User Manual



Chapter 4: Manage NAS with Built-in Applications m

[ ] | ]
Installed Custom Packages
Additional packages that have been installed. These can be removed from
the system.
Installed Custom Packages with Available Updates
Installed packages with available updates. These can be removed from the
system.

ncom [N
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CHAPTER 5: How 10 Use WIDGETS

5.1 Dashboard Widget Panel

In the Dashboard Widget panel, there are three built-in widgets: System
Guardian, Network Surveillance and Storage Care.

Widget Panel

Enable and Disable Widgets on the Desktop Screen

Moving the mouse over the widgets will display their names and clicking
the widgets will toggle them on and off from the desktop.

|._ System Guardian l

Normal )
Aillls

Systemn State cPU RAM Thermal

]
[ | ]
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[ [ [ ]
Users can also hover the mouse over the widget and click the () button to
close the window.
| Sy Close Window
System State CPU LA Thermal
necom . [M
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5.2 Monitor Hardware with System Guardian Widget

The System Guardian widget displays an overview of the hardware status of
the NAS system. The widget provides four categories of monitoring: System
State, CPU, RAM and Thermal. (Information in this widget is refreshed every
few seconds.)

5.2.1 System State Page

The System State page is the default page when System Guardian is
opened. It displays the current health status of the NAS system, based on
the conditions of the CPU, RAM and system thermals.

| System Guardian

Normal

dillh

System State CPU RAM Tharmal

The health status is indicated by the following levels:

= Good: The system is in good condition. (The system is operating within
normal temperature range with low CPU and RAM usage. This is a
possible indication that the system is idle and currently not being used.)

* Normal: The system is in normal condition. (All the system health
parameters are within normal range. This is a possible indication that the
system is in normal use.)

= Warning: The system is in busy state. (The system is operating slightly
above the temperature range with high CPU and RAM usage. This is a
possible indication that the system is under heavy load.

= Bad: The system is in critical condition. (The system is overheating
excessively and experiencing OOM (Out of Memory) errors with the CPU
usage reaching close to 100%. When this occurs, the system may not
continue to function properly. It is recommended that the system should
be restarted or inspected for repairs.
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5.2.2 CPU Page
The CPU page displays information on the utilization of processor cores.

em l'_-nuardlan

Normal

"10 3%

ferage Utilization

System State VAN Thermal

Average Processor Utilization
The icon in the center displays average utilization across the processor cores.

Individual Processor Core Utilization
The icons on the right display the utilization of each processor core, while the
arrows can be used to scroll down or up to see additional processor cores.

necom [
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5.2.3 RAM Page
The RAM page contains two display areas for RAM information.

\. S L/ * Total Memaory

# 501.32 MiB
=Y ¥ Free Memory

145,71 MIB

= k Total Swap

|
':F.-" 0 byte
%/  ®FreeSwap
LV

System State RAM Thermal

RAM Status and Average Utilization
Information on the left displays the following:

= The length of the circular bar around the icon indicates the average
utilization of system memory and system swap file in percentage.

= The text in the center of the circle icon describes the RAM usage status.
The following descriptions are available: Good, Over Half, Full and OOM.

Detailed Information of System Memory and System Swap Usage
Information on the right displays the following:

= Total Memory: Total amount of physical memory in the system.
= Free Memory: Total amount of free physical memory.

= Total Swap: Total size of the system swap.

= Free Swap: Total size of the available system swap.

necom [
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5.2.4 Thermal Page
The Thermal page provides temperature monitoring of system hardware.
| System Guardian
CPU System
H Fanless
System State CPU Ram Thermal

CPU, System and HDD Monitoring

The types of information monitored include the following:

= CPU, System and HDD temperature readings.

= Each item features a circular bar showing current temperature and a fan
icon showing current fan status. (“Fanless” will be displayed if the NAS
system is a fanless model.)

= The arrows can be used to scroll left or right to see other monitored
items.

= The fan status includes the following: Normal, Slow, Fast, Error, Broken
and Fanless.

= The and " icons allow switching between Celsius and Fahrenheit
temperature readings.

necom . [M
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5.3 Monitor Network Traffic with Network Surveillance

The Network Surveillance widget is a tool used to monitor the network
traffic between the NAS system and network devices. The widget contains
three types of network statistics: Quality Analysis, Upload/Download and
Connections. (Information in this widget is refreshed every few seconds.)

5.3.1 Quality Analysis Page

The Quality Analysis page provides information on the connection status
and network packets. This is the default page when the widget is opened.

| Metwork Surveillance |

Quality Analysis  Upload/Download Connections

Connection Status and Packet Statistics

= Information on the right includes network statistics of dropped packets
and CRC error packets.

= Information on the upper-right corner displays 4 different levels of
warning messages, based on the network statistics obtained. The 4 levels
of warning messages include Good, Warning, Bad and Error.

necom [
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5.3.2 Upload/Download Page
The Upload/Download page provides a network traffic graph that displays
the upload and download speeds.

| Network Surveillance

ABG S b A A AAANAR BA B

Quality Analysis  Upload/Download  Connections
Navigating the Graph
= The left and right arrow buttons on the upper-right corner allow users to

switch between different types of connections including LAN, WAN and

Total (the total sum of all connections).
- The 7. button on the left indicates that the information displayed here is

in real-time and refreshed every 5 seconds.
= The white line indicates the download (write) speed, which is also

equivalent to the upload speed of users sending data (write) to the NAS

system.
= The yellow line indicates the upload (read) speed, which is also equivalent

to the download speed of users accessing data (read) from the NAS

system.
Moving the mouse over the line in the graph will show the download and
upload speed at that time (x axis).

Download: 138.29 KiB
Upload: 165.58 KiB
MAMAMALALAAALALLLLL
necom . [M
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5.3.3 Connections Page

The Connections page displays details of all the current client connections
to the NAS system.

| MNetwork Surveillance |

Source IP ::ffff:10.11.1.61
Port 23

Source IP 10.11.1.61
Port &0

Source IF 10.11.1.40
Port 20

Source IP 10.1.1.167
139

Connections

View Details of Client Connections

= Four types of information are shown for each connection: User, Service,
Source IP and Port.

= If an anonymous user is logged into the system with no user account,
“nobody” will be shown.

necom [
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5.4 Monitor Storage Devices with Storage Care

The Storage Care widget monitors and displays storage information and
health status of the storage devices in the NAS system. The widget provides
three categories of monitoring: Summary, Volume and Disk.

5.4.1 Summary Page

The Summary page shows the current volume status and disk status of the
storage devices.

The volume status and disk status are indicated by the following levels:

» Good: All the volumes and disk drives are in good condition.

= Warning: One of the volumes or disk drives is in warning state but not in
any of the error states.

= Error: One of the volumes or disk drives is in error state.

When a volume or disk drive is in warning or error state, the corresponding
button will light up orange or red respectively. Users can click the button to
go to the respective page.
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5.4.2 Volume Page
The Volume page displays information on the volume usage and status.

i!. Storage Care | il Storage Care |

Haalthy

i!- Storage Care |

60 GB

Volume Information and Volume Status
The volume information and volume status contain the following details:

Total storage capacity and the percentage of used storage space.

The size of the used storage space.

The current volume status. The volume status includes the following:
Healthy, Degraded, Damaged and Recovering.

= The volume name.
The RAID level.

necom [
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5.4.3 Disk Page
The Disk page provides status information of the disk drives in the system.
!.- Storage Care | j Storage Care |
Last test Disk 1 Last test
12/08/17 14:49 B /A
Good | Dik2 '
Summary Vaolume Disk Summary Valume Disk
i!. Storage Care |
Disk 3 II::“: test Testing... 10%
Summary Volume Disk
Disk Status and Time of Last File System Check
The disk information includes the following details:
= The current disk status. The disk status includes the following: Good,
Warning, Error and Busy.
= The tray number of where the storage drive is installed in the NAS system.
= The date and time of last file system check.
ncom [N
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