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Preface

PREFACE

NexAloT loT Studio is a web-based configuration tool designed to develop
loT applications with or without coding. Through simple click-through or
drag-and-drop actions, NexAloT loT Studio turns your ideas into reality.

Disclaimer

The information in this document is subject to change without prior notice
and does not represent commitment from NexAloT Co., Ltd. However, users
may update their knowledge of any product in use by constantly checking
its manual posted on our website: https://www.nexaiot.com. NexAloT

shall not be liable for direct, indirect, special, incidental, or consequential
damages arising out of the use of any product, nor for any infringements
upon the rights of third parties, which may result from such use. Any
implied warranties of merchantability or fitness for any particular purpose is
also disclaimed.

Acknowledgements

The loT Studio is a trademark of NexAloT Co., Ltd. All other product names
mentioned herein are registered trademarks of their respective owners.

Revision History

Version Date Description
v2.0 March 2019 | Initial release
1. Released loT Studio version 2.20.035.
2. Added mysgl node, one-click deploy to
v2.1 September 2019 |  edge server & one-click deploy to cloud.
3. Added SOP for creating a virtual machine
for Google / Azure / AWS Cloud.

ot
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Chapter 1: Using loT Studio m

CHAPTER 1: Using loT StubpIO

This chapter will guide you through on how to launch loT Studio and loT
Studio Dashboard.

1.1 Launching loT Studio

For Windows:

1. Launch loT Studio, input the password in the respective field, and
click OK.

2. Click the Start button on the right of loT Studio Operation: if
the status shown in Status: is not running.

3. Right click on the URL after loT Studio: and select Go to... as
shown.

4. The login page of loT Studio will launch in the browser. The default
username and password are both “admin”.

loT Studio Utility

b~ Status
f%} Show the status of IoT Studio.

Status  Configuration  License

IoT Studio Status

Status: Running

IoT Studio:  hitp:/f4063-A1 FXCHEN: 1830/
Copy

Dashboard:  http:/f4063+
Go to..

Information

MNode.,Js Yersion: vB.11.1

IoT Studio Folder:  €:\loT Studio'2.00.013Y

IoT Studio Operation: Restart Start

oK Cancel Apply

ot
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Chapter 1: Using loT Studio m

EEN
For HyperX:
1. Log onto the main page of NexAloT HyperX system.
2. Click on the loT Studio icon as shown.
3. The login page of IoT Studio will launch in the browser. The
default username and password are “admin” and " 12345678"
respectively.
HyperX System
= =

Copyright © 2019 NexAloT Co., Ltd. All Rights Reserved. 3 loT Studio User Manual



Chapter 1: Using loT Studio m

1.2 Launching loT Studio Dashboard

For Windows:

1. Launch loT Studio, input the password in the respective field, and
click OK.

2. Click the Start button on the right of loT Studio Operation: if
the status shown in Status: is not running.

3. Right click on the URL after Dashboard: and select Go to... as
shown.

4. The login page of Dashboard will launch in the browser. The
default username and password are both “admin”.

loT Studio Utility

Status
(6 Show the status of IoT Studio.

Status  Configuration License

IoT Studio Status

Status: Running
IoT Studio:  hitp://4063-ALEXCHEN: 1380/
Dashboard: http:'frfqosa_ Al EVOER 1290 (d=ek (4

Copy
Go to...

Mode. Js Version: v8.1L1

Information

IoT Studio Folder:  C:V\IoT Studio)2.00.019%

IoT Studio Operation: Restart Start Stop

oK. Cancel Apply

ot
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Chapter 1: Using loT Studio m

For HyperX:

1. Log onto the main page of NexAloT HyperX system.

2. Click on the Dashboard icon as shown.

3. The login page of Dashboard will launch in the browser. The
default username and password are “admin” and " 12345678"
respectively.

ot

Copyright © 2019 NexAloT Co., Ltd. All Rights Reserved. 5 loT Studio User Manual



Chapter 2: loT Studio Basics m

CHAPTER 2: loT StuDpIO BAsics

This chapter introduces the user interface and the basic operation of NexAloT
loT Studio. Once you log onto NexAloT loT Studio with your browser, you will
see the page as shown below.

a 1 4
i

1) s 9,
=T
TH N &
10 !
T
L commrt
T rmprnat
D] prnet
3w
m '\ e
Item Description Item Description

1 Nodes 6 Input port of the node, received

from a connected node.
2 Workspace 7 Node title
3 Information 3 Output port of the node, delivered

to other node.

Debug message when debugging 9 | Status of the node.

a flow.
5 Press to deploy your flow to the
server.
neqoT ... [M

Copyright © 2019 NexAloT Co., Ltd. All Rights Reserved. 6 loT Studio User Manual



Chapter 2: loT Studio Basics

2.1 Basic Operations

The icons on the left side of the page are nodes corresponding to different
needs. You can drag and drop any of them to the workspace. Click on the
Info tab on the upper right to view the information of the node selected.

2, loT Studio

o

<
5
°
"

»

Flow 1 Flow 2 + info debug

Type inject

1D "dc@7c9e.6d29F38"

show more

Information

Injects a message into a flow either manually
or at regular intervals. The message payload
can be a variely of types, including strings,
JavaScript objects or the current time.

~ Qutputs

payload various

The configured payload of the message.

topic string

5 An optional property that can be
v |4 3 configured in the node -

2.1.1 Drag and Drop

You can drag multiple nodes onto a sheet and make them a flow
based on the functions and connections. Please note that due to the
nature of the different nodes, some of them have both the input and
the output ports while the others have either one of the ports.

You can make as many connections as you like between your start
and end nodes. Furthermore, you can connect one output port to

different input nodes. Once the connection is set, you can code up
the flow.

ot
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Chapter 2: loT Studio Basics m

2.1.2 Code Up Your Flow

Double click on the inject node, and the edit dialogue should pop up.
Select string in the drop-down menu next to Payload, fill the next
field with hello, and click Ok.

Edit inject node

Delete Cancel m

~ node properties

% Payload v % hello

&= Topic

C' Repeat none v
Inject once at start?

¥ Name

Note: "interval between times" and "at a specific time" will use cron.
See info box for details.

ot
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Chapter 2: loT Studio Basics m

HEE
Double click on the second node, and name it world. Write some
codes to the node in the function field and click Ok.
Edit function node
Delete Cancel m
v node properties
W Name world i) ~
#~ Function
1 msg.payload += "world™;
2 return msg;
3G Qutputs 1 :
See the Info tab for help writing functions.
QAIOT -
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Chapter 2: loT Studio Basics m

HEE
Double click on the third node, and name it . Write some codes to
the node in the function field as shown below and click Ok.
Edit function node
Delete Cancel
~ node properties
¥ Name ‘ ] ‘ &~
#~ Function
1 msg.payload += "!1";
2 return msg;
3G Outputs 1 =
See the Info tab for help writing functions.
AIOT an
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Chapter 2: loT Studio Basics m

Then, click the Deploy button on the upper right side to deploy your
flow.

P |+ info debug

Y all nodes i

When you can read the message Successfully deployed on the top,
the deployment is complete.

Click the button on the left side of the inject node to see the result in
the debug tab.

info debug

B

T all nodes

2018/5M17 FH3:55:34 node: =z -
f3e1bDaa Sfhac
msg.payload : string[12]

"helloworld!!"

ot
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Chapter 2: loT Studio Basics

[ [ [ ]
2.2 1oT Studio Administrations
You can share the codes by selecting your node, and then choose
Export from the menu on the upper right corner either by copying
the codes or exporting them to a file directly.
2.2.1 Import
To import the codes, you can choose Import from the menu on the
upper right corner and paste the codes to the clipboard or select a file
to import.
4 View
Clipboard Import
4 Library
4 Examples
Search flows
Configuration nodes
Flows
Click Deploy to execute the code in the flow.
2.2.2 Export
To export your codes, select the node and choose Export from the
menu on the upper right corner.
You can copy the code or export the code to a file directly.
Export nodes to clipboard
Export to clipboard | selected nodes
"name™. ™, -
Et;;\;’?rw server
"porf': =
"datamode™ "stream”,
"datatype": "buffer”, bt
pact | formatted
negooT [N
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Chapter 2: loT Studio Basics

2.2.3 Grid
You can turn on grid to better organize nodes in the workspace.

To turn on grid, choose Settings from the menu on the upper right
corner, and check Show grid.

User Settings

View Grid

¥ Show grid

2.2.4 Version

To check the release note of your current NexAloT loT Studio, choose
the version number from the menu on the upper right corner as shown
below, and you can find details of the release note in the Info tab.

View

Import

Search flows
Configuration nodes
Flows

Subflows

Manage palette

Settings

Cne click configuration

Keyboard shoricuts
Node-RED wel

vZ2_20.0:35 Professional

loT Studio Dashboard

Note: Version number varies from the license.

ot
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Chapter 2: loT Studio Basics

2.2.5 Dashboard

You can launch loT Studio Dashboard with a simple click. To do so,
choose loT Studio Dashboard from the menu on the upper right
corner, and the Dashboard page will launch in the browser.

View

Import

Search flows

Configuration nodes
Flows

Subflows

Manage palette

Settings

One click configuration

Keyboard shoricuts
Node-RED website

v2.20.035 Professional

loT Studio Dashboard

ot
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Chapter 3: loT Studio Notes

CHAPTER 3: loT Stubpio NoTES

3.1 Input Nodes

Input nodes load data from various interfaces and transfer to their next

stops.

3.1.1 inject
Pressing the button on the left of the node allows a message on a

topic to be injected into the flow.

Item Option Description
flow The flow variable.
global The global variable.
string The string (character type).
Payload number The number.
boolean false/true
JSON The json format.
timestamp The current time in milliseconds since
1970.
Topic The string used to filter messages.
none
Repeat Interval : The repeat function allgws the payload
Interval between times | to be sent on the required schedule.
at a specific time
This option actually waits a short interval
Inject once at start? before firing to give other nodes a
chance to instantiate properly.
Name The name of the node.
e Note:

e “Interval between times” and “at a specific time” use cron job
. (crontab). This means that 20 minutes will be at the next hour:
at the 20 minute-mark, another 40 minutes is needed to reach 1
hour, not in 20 minutes time. If you want every 20 minutes from
now, use the “interval” option.
e All string input is escaped. To add a carriage return to a string you
should use a following function.

ot
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Chapter 3: loT Studio Notes m

3.1.2 catch

The catch node catches errors thrown by nodes on the same tab.

If a node throws an error whilst handling a message, the flow will
typically halt. This node can be used to catch those errors and handle
them with a dedicated flow. The node will catch errors thrown by
nodes on the same tab. If there are multiple catch nodes on a tab, the
nodes will all get triggered.

If an error is thrown within a subflow, the error will get handled
by any catch nodes within the subflow. If none exists, the error is
propagated up to the tab the subflow instance is on.

The message sent by this node will be the original message if the
node that threw the error provided it. The message will have an error
property with the following attributes:.

message: The error message.

source.id: The id of the node that threw the error.

source.type: The type of the node that threw the error.
source.name: The name, if set, of the node that threw the error.

If the message already had an error property, it is copied to error.

Example: Use catch node to problematic nodes.

Step Description Screenshot

Add and connect 1 inject

node, 1 function node, 1

1 catch node, and 2 debug
nodes to the workspace as
shown.

Edit the inject node by
setting msg.payload to be
a string wrong and click
Done.

ot
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[ [ ]| |
Example: Use catch node to problematic nodes.
Step Description Screenshot
Edit function node
~ node properties
B Name calch tesl &~
# Function
1 wvar output;
2- if{msg.payload == o
. . 3 output = "Hello arld!l”;
Edit the function node as A itk
. . 5 msg.playload = out;
3 shown and click Ok. Notice 6 return msg;
that there is an error in the
code on purpose.
22 Qutputs 1 f
See the Info tab for help writing functions.
Deploy your flow and click info debug
the button on the left ——
of the inject node. The
2018/6/8 F4F5:13:38 node: 16cb3999 eabads =
user shall see the debug meg.payioad : stingis]
4 information as shown. "urang”
The message in red is the 2018/6/3 F4F5:13:40 node: 16¢b3999.ea6ag6
msg.payload : string[5]
message that the catch s
node throws to indicate
there is a problem with
“wrong” node.

3.1.3 status
The status node sends status message from other nodes on the same

tab.

Example: Get the status of the URL www.google.com.

ot
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[ [ [ ]
3.1.4 link
The link input node can be connected to any link out node that
exists on any tab. Once connected, they behave as if they were wired
together. The wires between link nodes are only displayed when a link
node is selected. If there are any wires to other tabs, a virtual node
will be shown and can be clicked on to jump to the appropriate tab.
Links cannot be created going into, or out of, a subflow.
Click on the node to select which link out node it will connect to. Check
the checkbox of the node to connect to, and click Done when finished.
Edit link in node
Delete Cancel m
~ node properties
¥ Name
name - flow
« baB5abc0.78e478 Flow 7
3.1.5 mqtt
The mqtt input node connects to a broker and subscribes to the
specified topic. The topic may contain MQTT wildcards. Outputs and
object called msg contain the following:
msg.topic
msg.payload
msg.qos
msg.retain
msg.payload is usually a string, but can be a binary buffer.
Edit mgtt in node
~ node properties
Q@ Server ‘ Add new mgtt-broker... v t4
= Topic ‘ ‘
& Qos > v
¥ Name
neqoT ... [M
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Chapter 3: loT Studio Notes m

Item Option Description
Server The MQTT broker that is currently used.

The string used by the broker to filter messages.

A topic consists of one or more topic levels. Each
topic level is separated by a forward slash (topic level
separator).

Topic

The Quality of Service (QoS) level is an agreement between sender
and receiver of a message regarding the guarantees of delivering a
message.

The message is delivered at most once, or it is not
delivered at all. Its delivery across the network is

0 (default) | not acknowledged. The message is not stored. The
message might be lost if the client is disconnected,
or if the MQTT broker fails.

QoS The message is always delivered at least once. If the
sender does not receive an acknowledgement, the
message is sent again with the DUP flag set until
an acknowledgement is received. As a result, the
receiver can be sent the same message multiple
times, and might process it multiple times.

The message is always delivered exactly once. The
2 message must be stored locally at the sender and
receiver until it is processed.

Name The name of the node.

ot
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HEN
Add new maqtt-broker config node
el Add
¥ Name |
Connection Security Birth Message Will Message
@ Server | Port 1883
Enable secure (SSLITLS) connection
% Client ID
@ Keep alive time () | 60 # Use clean session
#| Use legacy MQTT 3.1 support
Category Item Description
Server The URL or the IP address of MQTT broker.
The network port listening to publish/
Port subscribe, requests with the default value
1883.
Enable
secure Enable or disable SSL/TTS security.
session
Connection With the unigue Client ID, the broker can
. recognize when a client reconnects and close
Client ID . .
an old potentially half-open TCP connection
for the client.
After a period of inactivity, client will send a
Keep alive request and expect the broker to respond. The
time setting sets how often should clients check
connection.
Securit Username The broker refuses the anonymous connection
y Password by setting “allow_anonymous false”.
Whenever a client is connected, the client just connected will
Birth Message | send a birth message to the topic to notify a new connected
client.
Whenever a client is ungracefully disconnected, it sends a
Will Message | last message (aka will message) to the topic to notify an
ungracefully disconnected client.
QI0T =.

Copyright © 2019 NexAloT Co., Ltd. All Rights Reserved.
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[ [ [ |
Example: Build up an mqtt connection scenario.
Step Description Screenshot
Add and connect 3 inject P
nodes, 1 mqtt input node,
1 1 mqtt output node,
and 1 debug node to the 7] dames
workspace as shown.
Edit mqtt in node
~ node properties
Set the mqtt input node
2 Wlth your mqtt broker Q Server Incalhost 1383 v| £
details and click Ok. = Topie test
@ QoS 2 v
W Mamea
Edit inject node
~ node properties
Edit an inject node. Select —
R i = Payload » % | halowaorld
string in Payload. Enter .
3 | helloworld in the Payload | =™ e
field, and enter test in the C Repeat ione =
Topic f|e|d Inject once at start?
¥ Namo
Nota: “intarval batwean times” and "at a spacific time" will usa cron
Sea nfo box for detals
Edit the other nodes.
Select string in Payload.
4 Enter James and David
respectively in the Payload
field of each node.

I =

Copyright © 2019 NexAloT Co., Ltd. All Rights Reserved.
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| | [ |
Example: Build up an mqtt connection scenario.
Step Description Screenshot
Edit magtt out node
~ noda propertias
Set the mqtt output node @ Server localhost: 1883 v|| #
5 | with your mqtt broker & Topic test
details click Ok. . v e =
W Name
Tip. Leave topic, gos or relan blank if you wanl lo sel them via msg
properbes
info debug
Y all nodes L]
Deploy the flow and click 2018/6/8 F45:23:16 node: 4i8bSb6c.ebScf4
the button on the left of test - msg.payload - string[10]
6 the three inject nodes, and "helloworld”
three messages will show 2018/6/3 T4F5:23:18 node: 478b5b6c.ebScid
up in the debug tab as test - msg.payload - string[5]
shown. “James”
2018/6/8 52318 node: 4f8h5b6e ebScfs
test - msg.payload : string[5]
"David"

ot
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L[ [
3.1.6 http
The http input node allows the creation of simple web services. This
node does not send any response to the http request. This should be
done with a subsequent HTTP Response node.
Method GET/POST/PUT/DELETE/PATCH
URL
Example: Create a HTTP request and return a page with “Hello World!”.
Step Description Screenshot
Add and connect 1 http
node, 1 template node,
1 |and 1 hitp response | (NG —— SN — SIS
node to the workspace as
shown.
Edit http in node
~ node proparties
Edit http node, set URL to
2 . = Methad GET
/hello and click Ok.
@ URL hallo
% MName
Edit template node
MNone
~ node properties
% Name I a8~
[# Saet proparty = msq. payload
Ed|‘t template node' add fpmrmat Mustache template
3 <h1>He"° World!</h1> : Tlcmpj:llcmpnn Worldl</hil> e i
in template node and
click Ok.
= Qulpul as Plain text
neqoT ... [M
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L[ [
Example: Create a HTTP request and return a page with “Hello World!”.
Step Description Screenshot
Confirm the changes on the
4 | nodes shown on the right | (SRR — SHIINE — 3D
and deploy the flow.
Open a new tab on local web | I & 2700 i8eomelo  x
browser with the address G © 127.0.0:1:1880/hello
5 | http://device IP:1880/ S e . - norcscmemnd
hello, and the result willbe | Hello World!
as shown.
neqoT ... [M
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3.1.7 websocket

The websocket input node provides a duplex TCP connection
designed to allow web browsers and servers to maintain a
“backchannel” that could be used to augment traditional HTTP
interactions, allowing servers to update web pages without the client
making a new pull request.

It features input and output function that allow users to listen for
incoming data or to send output data on a websocket. The output
version is designed to check to see if the output payload is originated
at a websocket in a node, in which case it responds to the original
sender. Otherwise, it will broadcast the payload to all connected
websockets. Furthermore, both input and output websocket nodes
can be configured as either a server listening on a URL or a client
connecting to a specified IP address.

~ node properties

@ Type Listen on v

A Path Add new websocket-listener. . || &

¥ Name

Item Option Description

Listen on Creates a path and awaits a remote device to connect.

Type
Connect to | Connect to the target websocket.

Path Only available on type “Listen on”.

Path/URL

URL Only available on type “Connect to”.

Name | The name of the node.

ot
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A Path ‘

Send/Receive payload v

By default, payload will contain the data to be sent over, or received
from a websocket. The listener can be configured to send or receive the
entire message object as a JSON formatted string.

Add new websocket-listener config (Listen on)

Item Option Description

Path The path of websocket.

Send/ | Payload Will only send/receive msg.payload.
Receive | Entire message | Will send the entire msg labeled message.

M URL ‘

Send/Receive payload v

URL should use ws:// or wss:// scheme and point to an existing
websocket listenar,

By default, payload will contain the data to be sent over, or received
from a websacket. The client can be configured to send or receive the
entire message object as a JSON formatted string.

Add new websocket-listener config (Connect to)

Item Option Description
The target websocket URL,
URL “ws://[IPaddr]/path” for unsecured connections

and “wss://[IRaddr]/path” for secured connections.

Send/ | Payload Will only send/receive msg.payload.
Receive | Entire message | Will send the entire msg labeled message.

]
QI0T -
loT Studio User Manual
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3.1.8 Watch

The watch node monitors the changes of a directory or a file. Multiple
targets are allowed by using a list of comma separated directories
and/or files. Putting quotes “..." around any that have spaces is
required.

Example: Continue to monitor the changes of a file called /tmp/watch.txt.

Step Description Screenshot

Add and connect a watch

1 | node and a debug node to _— ‘msg.payloac

the workspace as shown.

Edit watch node

~ node propertiss

Input the target file
2 | name with full path for
monitoring.

& File(s) tmpwalch
Watch sub-directories recursively

W MName

On Windows you must use double back-slashes \\ in any directory
names.

Deploy the flow and switch

to the CLI mode. Execute info debug

3 the command touch on E
the target file, then the Valnodes jj &
result will be shown in the 2018/6/8 F4F5:37:38 node: 80eid38c.aal1s
debug tab. .{._fimphwatch_txt - msg.payload : string[14]

"/tmp/watch.txt"

ot
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| [ [ |
3.1.9 tcp
The tcp input node is used to accept incoming TCP requests on a
specified port or to connect to a remote TCP port.
Edit tcp in node
Delete Cancel m
~ node properties
@ Type Listen on v port‘ | ‘
® Output stream of v | Buffer v | payload(s)
= Topic
¥ Name
Item Option Description
Listen on ] ]
The heart of publish/subscribe protocol.
Type Connect to
Port The service port number.
Stream of _ _
: The consecutive data structure/single output.
Single
Output Buffer
String The custom data structure/the string/compressed data
Based64 string.
String
The example below shows you how to send TCP requests using the tcp
node. In this case you will need to make an HTTP request that follows
the specifications in (http:/tools.ietf.org/html/rfc2616#section-5.1.2).
= =
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3.1.10 udp

The udp input node is used to accept incoming UDP packets (or
multicast packets) on a specified port.

Edit udp in node

Delete Cance m

~ hnode properties

%) Listen for udp messages ».
%] on Port ‘ ‘ using | ipv4 v

= Output a Buffer X
¥ Name

Tip: Make sure your firewall will allow the data in.

Ports already in use:

Item Option Description
Udp messages
multicast The heart of publish/subscribe protocol.
. messages
Listen for :
Port The service port number.

The type of protocol this communication is

Using ipv4/ipv6 using.

Buffer
Output | String
Based64 String
Name | The name of the node.

The custom data structure/the string/
compressed data string.

ot
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3.1.11 email in

The email in node retrieves emails from an email server. For security
concerns, SSL over IMAP on port 993 is enabled by default.

Edit e-mail in node

(]

Delete

v node properties

C Refresh 300 seconds

Protocol IMAP b

& Use SSL? v

@ Server imap.gmail.com

24 Port 993

& Userid

& Password

& Folder INBOX

1 Disposition None v
¥ Name

ot
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3.1.12 serial
The serial input node reads from a serial port on the local device.
It can wait for a "split" character (default \n). It also accepts hex
notation (0x0a), wait for a timeout in milliseconds for the first
character received, or wait to fill a fixed sized buffer.
Next, it outputs msg.payload as either a UTF8 ASCII string or a
binary Buffer object. If no split character is specified, or a timeout or
buffer size of 0, then a stream of single characters is sent, again either
as ASCII characters or size 1 binary buffers.
Example: Use R$232 COM port to perform a loopback test.
Step Description Screenshot
Add and connect 1 inject | pEEEEEEET—E)
node, 1 serial input 1 gerrt sttt ot ety st
1 node, 1 serlal.output OEEE _m
node, 1 function node
and 1 debug node to the C Xl ddalinted 1
workspace. (K — ~~=0
enal in = Edit serial-port node
Cancel
3¢ Serial Port | /devittyS0 Q
. . . # Settings Baud Rate Data Bits  Parity Stop Bits
Configure the serial input e 8 vl none ¥|[1
2 | and output node as
ShOWﬂ. 1 Input
Splitinput | after a timeout of v 10 ms
and deliver | ascii strings i
Tip: In timeout mode timeout starts from arrival of first character.
Edit function node
Delete Cancel m
~ node properties
¥ Name serial port testing
&~
Edit the function node as
3 # Function
ShOWﬂ 1 wvar today=new Date();
2 wvar testStr="Serial port testing..."+today;
3  msg.payload=testStr;
4  return msg;
G Outputs 1 :
QI0T =.
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Example: Use R$232 COM port to perform a loopback test.
Step Description Screenshot

info debug
T current flow i

2019/213 EF11:58:51 node
Addacctd. 4da29

Deploy your flow and any msg.payload - string[&1]

4 | message received will show "Serial port testing...Wed Feb 13
up in the debug tab. 2819 11:58:31 GMT+aede (UTC)"
2019/213 £F11:58:56 node
Bddaccds. 4da29

msg.payload ;- string[61)

"Serial port testing...Wed Feb 13
281% 11:58:38 GMT+@e8e (UTC)"

ot
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3.2 Output Nodes

Output nodes disclose information from services or debug messages.

3.2.1 debug

The debug node can connect to the output of any node displaying
any message property in the debug tab of the sidebar. The default is
to display msg.payload. Each message will also display the timestamp,
msg.topic, and the property chosen to output. Access the sidebar
under the options drop-down menu on the top right corner. The
button to the right of the node will toggle its output on and off so
you can de-clutter the debug window. If the payload is an object

or buffer, it will be stringified first for display and indicate that by
saying “(Object)” or “(Buffer)”. Selecting any particular message will
highlight (in red) the debug node that reported it, which is useful if
you wire up multiple debug nodes. Other than optionally showing
the complete msg object, any calls to node.warn or node.error will
appear here in the debug node.

3.2.2 link

The link output node can be connected to any link in node that

exists on any tab. Once connected, they behave as if they were wired
together. The wires between link nodes are only displayed when a link
node is selected. If there are any wires to other tabs, a virtual node is
shown, which can be clicked on to jump to the appropriate tab. Links
cannot be created going into, or out of, a subflow.

Click on the node to select which link out node it will connect to. Check
the checkbox of the node to connect to, and click Done when finished.

Edit link out node

Delete Cancel m

v~ node properties

¥ Name

name » flow

¥/ dbilebf4c.969b5 Flow 4

ot
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3.2.3 mqtt

The mqtt output node connects to a MQTT broker and publishes msg.
payload either to the msg.topic or to the topic specified in the edit
window. The value in the edit window has precedence. Likewise QoS
and/or retain values in the edit panel will overwrite msg.qos and msg.
retain properties. If nothing is set, the default value is 0 and false
respectively. If msg.payload contains an object, it will be converted
into a string before being sent.

Edit mgtt out node

(4]

~ node properties

@ Server 123.192.131.26:1883 ri| #
= Topic NEXCOMMQTT
@ Q05 v | 9D Retain v

¥ Name

Tip: Leave topic, gos or retain blank if you want to set them via msg
properties.

Item Option Description
Server | The MQTT broker that is currently used.

The string used by the broker to filter messages. A topic consists of
Topic one or more topic levels. Each topic level is separated by a forward
slash (topic level separator).

The Quality of Service (QoS) level is an agreement between sender
and receiver of a message regarding the guarantees of delivering a
message.

QoS The message is delivered at most once, or it is not
delivered at all. Its delivery across the network is

0 (default) | not acknowledged. The message is not stored. The
message might be lost if the client is disconnected, or
if the MQTT broker fails.

ot
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Item

Option

Description

QoS

The message is always delivered at least once. If the
sender does not receive an acknowledgement, the
message is sent again with the DUP flag set until an
acknowledgement is received. As a result, the receiver
can be sent the same message multiple times, and
might process it multiple times.

The message is always delivered exactly once. The
message must be stored locally at the sender and
receiver until it is processed.

Retain

A retained message is a normal MQTT message with the retained
flag set to true. The broker will store the last retained message and
the corresponding QoS for that topic. Each client that subscribes to a
topic pattern, which matches the topic of the retained message, will
receive the message immediately after subscribing. The broker will
store one retained message only for each topic.

Name

The name of the node.

3.2.4 http response

The http response output node sends responses back to http requests
received from an http input node.

ot
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3.2.5 websocket

By default, msg.payload will be sent over the websocket. The socket
can be configured to encode the entire msg object as a JSON string
and send that over the websocket. If the message arriving at this
node started at a websocket input node, the message will be sent
back to the client that triggered the flow. Otherwise, the message
will be broadcasted to all connected clients. If you want to broadcast
a message that started at a websocket input node, you should delete
the msg._session property within the flow.

~ node properties

® Type Listen on v

A Path Add new websocket-listener .. v|| #

¥ Name

Item Option Description
Listen on Creates a path and awaits a remote device to connect.

Type
Connect to | Connect to target websocket.

Path Only available on type “Listen on”.

Path/URL

URL Only available on type “Connect to".

Name | The name of the node.

ot
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Cance Add

A Fath ‘

Send/Receive payload v

By default, payload will contain the data to be sent over, or received
from a websocket. The listener can be configured to send or receive the
entire message object as a JSON formatted string.

Item Option Description

Path The path of websocket.

Send/ |Payload Will only send/receive msg.payload.
Receive | Entire message | Will send the entire msg labeled message.

cancel Add

R URL \

Send/Receive payload v

URL should use ws:/f or wss:// scheme and point to an existing
websocket listener,

By default, payload will contain the data to be sent over, or received
from a websocket. The client can be configured to send or receive the
entire message object as a JSON formatted string.

Item Option Description
The target websocket URL,
URL “ws://[IPaddr]/path” for unsecured connections

and “wss://[IPaddr]/path” for secured connections.

Send/ | Payload Will only send/receive msg.payload.
Receive | Entire message | Will send the entire msg labeled message.

ot
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HEN
3.2.6 tcp
The tcp output node provides a choice of TCP outputs to connect to
a remote TCP port, accept incoming connections, or reply to message
received from the tcp input node.
© Type Connect to v port [ ‘
at host |
Close connection after each message is sent?
Decode Base6d message?
¥ Name
Item Option Description
Listen on Creates a port and awaits others’ connection.
Type Connect to | Send the message to target host and port.
Reply to .
TCP Reply message to the input TCP.
Port Send message through target port, available on Type Listen
on/Connect to.
Host Send message to target host, available on Type Connect to.
Close connection . . .
Close connection with the target after the message is sent.
after each , _
. Message may be stacked if remain unchecked.
message is sent
Decode Base64
Decode Base64 message and sent decrypted message.
message
Name The name of the node.
negooT [N
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HEE
The example below shows you how to send TCP requests using the tcp
node. In this case, users can establish a TCP connection to the target
unit/port for sending out the data and the structure of the data as well
as not expecting the response data is sent back by the target unit.
Example: Send TCP requests.
Step Description Screenshot
Add and connect 1 inject
1 node, 1 tcp output node, _
1 tcp input node, and 1 Eloeatwroign ~
debug node as shown.
Edit inject node
~ nods proparties
= Payload » % greatwroldin
= Topic
Edit the inject node to add
. C Repeat nong
a string “greatwrold\n”.
Inyect onee al starl?
Edit the tcp output node ol
2 tO Set Type tO con nect Nota: "intarval batween times" and "at a specific tima”™ will use cron
to, port to 5000’ and at See info box for delails
host to localhost. Check Edit tep outnode
the checkbox before Close oy i
connection after each ; -
. ~ node properties
message is sent?
@ Type Connact to » port 5000
athost jocalhost
# Close connection aller each message 1s sent?
Decode Baseb4 message?
% Name
Edit tep in node
Edit the tcp input node SEENEE
and Select Listen on aﬂd @ Type Listen on v | port 5000
3 | set the port to 5000. Set
[ Oulpul straam of v || Siring v | payload(s)
Output to stream of
String and click Ok. R
== Topic
B MName
QI0T =.
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Example: Send TCP requests.

Step Description Screenshot

info debug

T all nodes it
Deploy your flow and any

4 message received will show 2018/6/8 TF1:29:11 node: 12c48186.c5f32e
up in the debug tab. msg.payload : string[12]
"greatwrold\n”

ot
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3.2.7 udp
The udp output node sends msg.payload to the designated UDP host
and port and supports multicast. You may also use msg.ip and msg.
port to set the destination values, but the statically configured values
have precedence. Set the address to the local broadcast IP address for
broadcast.
Edit udp out node
~ node properties
Send a udp message v 1o port
= Address ipvd v
bind to random local port v
Decode Base64 encoded payload?
¥ Name
Tip: leave address and port blank if you want to set using msg.ip and
msg.port .
Item Option Description
d
uap Send payload to target IP.
message
M Broadcast
essage roadcas Send payload to broadcast IP.
Type message
Multicast .
utticas Send payload message to a multicast IP.
message
Port The service protocol.
Address The destination IP address.
Ipv4/lpv6 The protocol this communication is using.
Outport The port which is going to publish message. Only available when
bind to local port is true.
Decod . .
B:::G: If the payload is encoded to Base64, set this as true to send
payload? decoded message.
Name The name of the node.
\ Note: On some systems, you may need to be root to use ports below
1024 and/or broadcast.
[ NEXAIOT -
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3.2.8 email out

The email out node sends emails through an email server. For security
concerns, SSL over SMTP on port 465 is enabled by default.

Edit e-mail node

Delete Cancel m

v node properties

= To

@ Server smtp.gmail.com
¢ Port 465

& Userid

& Password

¥ Name

3.2.9 serial

The serial output port provides a connection to an outbound serial
port. Only the msg.payload is sent. The new line character used to
split the input can be appended to every message sent out to the
serial port optionally.

ot
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3.3 Function Nodes

Function nodes manipulate data on demands.

3.3.1 exec

The exec node calls out to a system command and gets a callback on
completion, returning the complete result in one message, along with
any errors. The optional append gets added to the command after
msg.payload, so you can do things like pipe the result to another
command. Parameters with spaces should be enclosed in quotes.

3.3.2 function

The function node is a versatile utility that you can use when there is
no existing node dedicated to the task. It is great for doing specialized
data processing or formatting. As the name implies, a function node
exposes a single JavaScript function. Using the function node, your
JavaScript code can run against the messages passed in the returns
zero or more messages to downstream nodes for further processing.

3.3.3 template

The template node is able to create a new message based on the
provided template.

Format Mustache template Mustache is a simple web template system,
described as a “logic-less” system because
it lacks any explicit control flow statements,
like “if and else” conditions or “for loops”;
however, both looping and conditional
evaluation can be achieved using section tags
processing lists and lambdas. Furthermore, it
is named “Mustache” because of heavy use
of curly braces, {}, that resemble a sideways
mustache.

Plain text The plain text shows the raw content in char.

ot
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3.3.4 delay
The delay node introduces a delay into a flow or rate limits messages.
Default delay time is 5 seconds and rate limit of 1 msg/second, but
both can be configured.
Example: Write a message “Hello World!!" and make it to delay for 5 seconds.
Step Description Screenshot
Add and connect 1 inject
1 node, 1 delay node, and
1 debug nodes to the
workspace as shown.
Edit the inject node to
2 set the payload to string
"Hello World!!"” and click
Ok.
info debug
Deploy the flow and click
the button on the left of Vallnodes | W
3 the inject node, and the 2018/6/3 F4F1:48:31 node: d6a058e0.c3778 =
message will be displayed msg payload - string[13]
after 5 seconds in the "Hello World!!"
debug tab.
negooT [N
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3.3.5 trigger
The trigger node creates two payloads on the output separated by a
timeout whenever any message arrives on the input. The two output
states can be specified as the duration of the timer, and either one
can be set to a value or a template from the inbound message using
the mustache syntax, “the payload is {{payload}}".
Example: Set the original value to 1 and change the value to 0 in 3 seconds.
Step Description Screenshot
Connect 1 inject node,
1 1 trigger node, and
1 debug node to the
workspace as shown.
Edit trigger node
~ node properties
Send i-— .
Double click the trigger then wal for
2 | node and set the time to 3 T —
Seconds.
extend delay if new message armives
then send 4L 0
Reset the tigger if: = msgoreset is set
+ msg payload equals
¥ Nama
info debug
Deploy the flow and click oy -
the button on the left of e
the inject node, and two 2018/6/8 T4 1:52:23 node: 5c29a437 985ace
3 | messages will show up in msg.payload : siring[1]
the debug tab. Value 1 will gt
show up followed by value || 201z F415226 node: 5c20a437.985acc 3
0 after 3 seconds. msg.payload : string[1]
“g" >[I
3.3.6 comment
The comment adds simple description or documentation about nodes
or flow. Anything you write in the Body will be rendered in the info
tab.
negooT [N
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[ [ [ ]
3.3.7 http request
The http request provides a node for making http request.
Edit http request node
Delete Cancel
v node properties
= Method . GET v
@ URL
Enable secure (SSL/TLS) connection
Use basic authentication
€ Retumn a UTF-8 string v
¥ Name
3.3.8 tcp request
The tcp request node sends the msg.payload to a server tcp port and
expects a response. Connects, sends the “request”, and reads the
“response”. It can either count a number of returned characters into
a fixed buffer, match a specified character before returning, wait a
fixed timeout from first reply and then return, or just sit and wait for
data.
The example below shows you how to send TCP requests using the
tcp node. In this case, users can establish a TCP connection to target
unit/port for sending out the data and the structure of data as well as
expecting the response data is sent back by the target unit.
Example: Send TCP requests and expects a response.
Step Description Screenshot
Add and connect 1 inject
1 node, 1 tcp request node,
and 1 tcp input node as
shown.
neqoT ... [M
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Example: Send TCP requests and expects a response.
Step Description Screenshot

Edit the inject node to add o e
the string “greatworld\n”. | = e concel | [

~ node properties

Payload l ~ % |greatworld\n |
= Topic
C' Repeat none ¥

Inject once at start?
% Name

2 Note: "interval between times" and "at a specific time" will use cron
See info box for details

Edit the tcp request node | "y iep request node

to connect to localhost . o
at port 5000 and choose
never — keep connection

~ node properties

Open. @ Server Incalhost port | 5000
® Return never - keep conneclion open *( 4
W Nama

Edit tcp in node

~ node properties

Edit the tcp input node to

3 | choose Listen on at port - tekmonv) 0
5000 and stream of with ErOutpnt stsamal. ] Sting v |payioad(s)
String. delimitad by
& Topic
W Nama
info debug

T current flow @
Deploy your flow and any
4 | message received will show | 2019/2/13 F1:32:54 node:
up in the debug tab. 177beB83 E6beba?
msg.payload ;- string[12]

“greatworldin®

ot
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3.3.9 switch
The switch routes messages based on their properties. When a
message arrives, the selected property is evaluated against each of
the pre-defined rules. The message is then sent to the output of all
rules that pass.
' . .
\ Note: The otherwise rule applies as a “not any of” the rules
‘ preceding it.
Example: Make a switch determine if the message received matches with the
rule. If it does, go first route, otherwise go second route.
Step Description Screenshot
Add and connect 1 inject
node, 1 function node, __
1 1 switch node, and
1 debug node to the —3E
workspace as shown.
Edit function node
~ node properties
¥ Name | 1st|route |
2 Edit the function node as -
shown and click Ok. ——
1 msg.paylead = "1st route”;
2 return msg;
Edit switch node
~ node properties
% Name
Property * msQ. payload
v o+ b groule -1 %
3 Edit the switch node as
shown, and click Ok. i B R
chocking all rules
negooT [N
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Example: Make a switch determine if the message received matches with the
rule. If it does, go first route, otherwise go second route.

Step Description Screenshot

Note: If the msg.payload is equal to “1st route”, go first route;
otherwise, go second route. Notice here, after you click Ok, the switch
node now has two “out” ports for you to connect two routes.

Add a function node o
a and a debug node to the :
workspace and connect -
them as shown.

Edit function node

Delete Cance Done

~ node properties
Edit the second function ol 2nd route
5 node as shown and click
Ok 4 Function

1 msg.paylead = "2nd route";
2 return msg;

B~

info debug

Deploy the flow and click Yallnodes | | 1
the button on the left of
6 | theinject node, and the
result will be shown in the
debug tab.

2018/6/8 TF2:10:33 node: edcOfbob2.4f6c18
msg.payload : string[9]

"lst route”

ot
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3.3.10 change
The change node sets, changes, or deletes properties of a message. It
can specify multiple rules that apply to the message in turn.

Rule Set Set a property. The target property can either be a string
value or reference another message property by name, for
example: msg.topic.

Change  Search and replace parts of the property. If regular
expressions are enabled, the replace with property can
include capture groups, for example $1.

Delete Delete a property.

Move Move or rename a property.

Example: Change a value message from 1 to 2.

Step Description Screenshot

Add and connect 1 inject
node, 1 function node, Elimsang | — 07 message 1 ©
1 | 1 change node, and /
1 debug node to the O samsggareas * - mgsatees |5
workspace as shown.
Edit function node
Delete Cance
~ node properties
% Name message 1
2 Edit the function node as 8-
shown and click Ok.  Function
1 msg.payload = 1;
2 return msg;
negooT [N
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Example: Change a value message from 1 to 2.
Step Description Screenshot
Edit change node
~ node properties
% Name
= Rules
Sot v = msg. payload
. o |«% 4
3 Edit the change node as
shown and click Ok.
info debug
. Y all nodes L]
Deploy the flow and click
the button on the left of 2018/6/8 FF2:16:50 node: eec02aa.2a271 =
4 | the inject node, and the msg payload - string[1]

result will be shown in the e
debug tab. 2018/6/8 F9F2:16:54 node: efec02aa.2a271

msg.payload : string[1]

i

ot
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3.3.11 range

The range node maps numeric input values to another scale linearly.
' . . .
\ Note: This only operates on numbers. Anything else will be converted

‘ into a number and rejected if fails.
The scale node has three options set by the action field:
Action 1. "scale msg.payload” The result might be outside the given ranges
scale according to the mapping given.

2. Scale and limit to The result will never be outside the range
target range specified within the result range.

3. Scale and wrap The result will essentially be a “modulo-
within the target style” wrap-around within the result range.
range

Example: Map value 20 in the range of 10 to 50 to another value in the scale
of 1to 5.
Step Description Screenshot
Add and connect 1 inject
1 node, 1 range node, and
1 debug node to the
workspace as shown.
Edit inject node
~ node properties
= Payloed lv |20
2 Edit the inject node as = Topic
shown and click Ok.
C Repaat nong
Inject once at start?
W Name
Note: "interval between times” and "at a specific time" will usa cron
See info box for details
negooT [N
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Example: Map value 20 in the range of 10 to 50 to another value in the scale
of 1to 5.

Step Description Screenshot

Edit range node

Done

~ node properties
@ Action Scala msq payload v

= Map the npul range

Edit the range node as fiom. 10 0. 50
shown and click Ok.

= o Lhe resull range

from' 14 i

£

Round result to the nearest intagar?

% Name

Tip: This node ONLY works with numbers.

info debug

T all nodes il
Deploy the flow and click

the button on the |Eft Of 2018/6/8 T-F2:39:44 node: cd1bf2a.4d0ag1
4 | theinject node, and the g bat

result will be shown in the
debug tab. 2018/6/8 TF2:39:45 node: cd1bf2a.4d0as1
msg.payload - number

2

2

3.3.12 split

The split node splits an input into multiple outputs based on the
provided configuration.

ot
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3.3.13 join
The join node joins a sequence of messages into a single message.
Example: Join a sequence of messages into a single message and split it into
multiple outputs.
Step Description Screenshot
Add and connect 2 inject
nodes, 1 join node, 1 _‘/\_u E
1 split node, and 2 debug _i /
nodes to the workspace as £o: T =
shown.
Edit inject node
~ node properties
= Payload - ",“ El tomate
2 Edit the first inject node as | =
shown and click Done.
C Repeat none B
¥ Injact ance at start?
% Name
Nota: “interval betwean times” and "at a specific tima" will usa cron
Sae info box for details
Edit inject node
~ noda propartias
. . = Payload j no es una frule
Edit the second inject S
3 | node as shown and click Ao
Done. C Rapeat none v
# Inject once at start?
B Name
Note: "inlerval between limes” and "al a speafic ime” will use cron,
Sea info box for details
QI0T En
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Example: Join a sequence of messages into a single message and split it into
multiple outputs.

Step Description Screenshot

Edit join node

Delels Done

~ noda propeartias

Mode manual ¥

Ed|t the jOin node and Set Combine each msg, payload
a After a fixed number of p— S =

messages: to 2 as shown
and click Done.

Jorsesd using » % 'n
Send the message:
= After a number ol massage parls 2

= After a timeout following the first message

= Afler a message wilth the msg.complete property sel
W Nama
info debug

T all nodes L]

2018/6/8 F42:49:23 node: 1100c0a6.c2ee3

msqg.payload : string[9]

Deploy the flow and click
the button on the left of R
the first inject node and 2018/6/8 F4F2:49:23 node: 1100c0ab.c2ee3
the following second node. | = ™sg-payioad:stingl15]
The result will be shown in it
the debug tab. 2018/6/8 F<F2:49:23 node: 7d008b9.aces28
msqg.payload : string[25]
vstring[25]

EI tomate

no es una fruta

ot
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3.3.14 csv
The csv node parses the msg.payload to convert csv to/from a
JavaScript object and places the result in the payload. The source
may be a string, a file, a buffer, or a readable stream. The columns
template should contain an ordered list of column headers. For
csv input, these become the property names. For csv output, these
specify the properties to extract from the object and the order for the
CSV.
Example: Output the content of “user.csv” file as string messages.
Step Description Screenshot
Create a user.csv file
1 under the folder ../tmp/
on the device as shown.
Connect 1 inject node, 1
2 file in node, 1 csv node,
and 1 debug node to the
workspace as shown.
Edit file in node
Edit the file in the node to | ~ "o Prorertes
assign the file named user. | Erwwme s
3 csv under ../tmp/, and
. ® Output @ single utf string
give the node the name
. Send message on error (legacy mode)
user.csv then click Ok.
W% Name user.csy
Tip: The filename should be an absolute path, otherwise it will be
relative to the working directory of the Node-RED process
negooT [N
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Example: Output the content of “user.csv” file as string messages.

Step Description Screenshot

Edit cav node

Dona

~ noda propartias

= Columns |
T Separator comma v
. W Name
a Edit the csv node as shown
and click Ok.
CSV to Object options
+] Input 2 first row contains column names
[ Oulpul A MAEsSSAQE PAr row v
Dbject to CSY options
=) Cutput include column name row
Newhne  Linux {\n) v
info debug
Y all nodes ]
2018/6/8 F43:02:32 node: 80c05812 e6e228 - =
Deploy the flow and click meg.payload: Object
the button on the Ieft Of [3 { ID: 1, NAME: "Userl™ }

3 the lnje(.:t nOde' and the 2018/6/8 F<F3:02:32 node: 80c05812 e6e228
result will be shown in the A —
debug tab. »{ ID: 2, NAME: "User2™ }

2018/6/8 T93:02:32 node: 80c05812. 268228
msqg.payload - Object

»{ ID: 3, NAME: "User3™ }

ot
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3.3.15 html
The html node extracts elements from an html document held in
msg.payload using a selector that uses Cheerio with the CSS selector
syntax. The result can be either a single message with a payload
containing an array of the matched elements, or multiple messages
that each contains a matched element.
Edit html node
Delete Cancel m
v node properties
Y Selector ‘ H1 ‘
= Output the html content of the elements v
as a single message containing an array v
¥ Name
Selector The name of header of element.
AIOT -
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3.3.16 json
The json node parses the msg.payload to convert a json string to/from
a JavaScript object and place the result back into the payload.
Example: Output a string “start” and the json string.
Step Description Screenshot
Add and connect 1 inject
node, 1 function node, 1 o 2
1 |json node, and 2 debug
nodes to the workspace as :_:E
shown.
Edit inject node
~ noda propartias
& Payload - % star|
2 Edit the inject node to = Topic
insert a string start.
C Repeat nona
Injact once at start?
% Mame
Note: "interval between times" and "at a specific time" will use cron.
Sea info box for details
negooT [N
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Example: Output a string “start” and the json string.
Step Description Screenshot
Edit function node
Dalate
. . ~ node properties
Edit the function node
to add a set of JavaScript ® Name ftter star] a-
codes as shown. o
1 wvar +ilteredStores g
2= for(var idx=0 ; idx mhg.pdyluul_l.i- idxae )
var filteredStores = [; : }"3'}iﬂ.r-:gtg:i.s%sg'paylf:ﬂig?"_s al.speci Fiedst
for(var idx=0 ; idx < msg.payload.length 5 3 filteredStores.push{currStore);
3 s idx++){ o ==
var currStore = msg.payload]idx]; . ',“T,,pf“,},n;d iSRS Raress
if (currStore.STATE === context. § Z
global.specifiedState){
filteredStores.push(currStore);
}
}
msg.payload = filteredStores;
€ Outpuls 1 5
Sea the Info tab for help writing functions
info debug
. T all nodes il
Deploy the flow and click
the button on the left of 2018/6/8 F4F3:08:46 node: be7ab8a0 256888 -
4 | theinject node and the o iy -
result will be shown in the f[UsTL T MAT e
debug tab. 2018/6/8 F4F3:08:46 node: bb66e8ys.081178
msg.payload : aray[5]
k[ "s"y TET; "aty "ty it ]

I =
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3.3.17 xml
The xml node parses the msg.payload to convert xml to/from a
JavaScript object, and places the result in the payload.
Example: Generate an xml file for an object.
Step Description Screenshot
Add and connect 1 inject
node, 1 function node, 1
1 | xml node, and 1 debug N 7N — ¥
node to the workspace as
shown.
Edit function node
~ noda propartias
W MName &
Edit the function node  Function
and add the codes as I nxg-payload
shown below. he
:
2
msg.payload = {
a:" <div>Hello</div>",
b: " <div>World</div>"
L
return msg;
22 Outputs 1 =
See the Info tab for help wnting functions
info debug
. Y all nodes i
Deploy the flow and click
the button on the left of 2018/6/8 FF3:11:28 node: 5196a36.754175¢
3 | theinject node and the msg.payload : siring[138]
result will be shown in the “¢2xml version="1.8" encoding="UTF-8"
standalone="yes" ?»<root>»
debug tab. <a>&lt;divagt;Hello&lt; /divgt;</a>
<b»&1t;divAgt;World&lt; /divégt;</b>
</root>”
QI0T =.
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3.3.18 yaml
The yaml node parses the msg.payload to convert yaml to/from a
JavaScript object, and places the result in the payload.
Example: Generate an xml file for an object.
Step Description Screenshot
Add and connect 1 inject
node, 1 function node, 1
1 | yami node, and 1 debug | EREEE - ZHNNE - S - W)
node to the workspace as
shown.
Edit function node
~ node properties
Edit the function node Wi -~
and add the codes as o
ShOWﬂ belOW 1~ msg.payload = {
B Employee: ["Alex", "Teresa"]
38 13
2 4  return msg;
msg.payload = {
Employee: [“Alex”, “Teresa”]
I3
return msg;
3G Qutputs 1 :
See the Info tab for help writing functions.
info debug
T all nodes i
Deploy the flow and click R et
/517 5:45:0 de:
the button on the left of fQJ ta s vne
3 | theinject node and the o a_a" X v
result will be shown in the msg.payload - string[30)
debug tab ':t."ln_f,'l"3£lj
Employee:
- Alex
- Teresa
QI0T =.
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3.3.19 aws thing

A thing shadow (sometimes referred to as a device shadow) is a JSON
document that is used to store and retrieve current state information
for a thing (device, app, and so on). The Thing Shadows service
maintains a thing shadow for each thing you connect to AWS loT.
You can use thing shadows to get and set the state of a thing over
MQTT or HTTP, regardless of whether the thing is connected to the
Internet. Each thing shadow is uniquely identified by its name.

The input pin accepts a msg.payload with JSON format following the
structure of AWS ThingShadow document for UPDATE.

Device  Add new aws-iot-device...
Name The name of the device to be connected.
Type MQTT Broker/Thing Shadow.
Client ID The name of the device.
Endpoint The Rest APl Endpoint of the device.

AWS Certs The path where the certificate files of
the device is located.

Method GET/UPDATE/DELETE

ot
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3.4 Data Process Nodes

Data process nodes provide functions for information manipulations.

3.4.1 boundary

The boundary node triggers the alarm since the value of object is out
of the range of setting.

Edit boundary node

Delete Cancel m

~ node properties

W Name
W Alert
Frequency 3
temp max v 20 .
temp min v |10 w
+ Add

Example: Monitor a value in a preset range and trigger alarms if not in the
range.

Step Description Screenshot

Add and connect 1 inject
node, 1 function node,

1 1 boundary node, and

1 debug node to the
workspace as shown.

QI0T =.
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Example: Monitor a value in a preset range and trigger alarms if not in the
range.
Step Description Screenshot
Edit function node
~ noda propartias
B Name temp valug e~
# Function
1 msg.payload - {temp : {value:3@}};
2  return msg;
Edit the function node. :
2 Add msg.payload =
{temp : {value:30}} in
Function field as shown.
3¢ Outputs 1 b
Sea the Info tab for help wrting functions
Edit boundary node
~ noda propartias
W Name
¥ Alert
. Fi 3
Edit the boundary node. i
Set the values as shown, = " 2
emp max v 20
3 |° if the value is greater
than 20 or less than 10, temp min r|[10 -
then the node triggers the
alarm.
+ Add

ot
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Example: Monitor a value in a preset range and trigger alarms if not in the

range.

Step Description Screenshot
Deploy the flow and click i g
the button on the left of Yalinodes | | @
the inject node. The result
WI” be ShOWn in the debug 2018/6/3 F3:26:28 node: 3cc038ec 65b746 - -~
tab msg.payload : Object

4 . ~object

Notice the boundary node RIESBEABIERE

. max: "28"
in the workspace prompt .
. min: "18@"
warnings.
value: 3@

unusual: 3

EXERL, — s s — ]

Warning 10

ot
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3.4.2 merge

The merge node merges two objects into one object for specific data

processing.

Example: Merge two columns, users and ages into one object for data

to the workspace as
shown.

processing.
Step Description Screenshot
Connect 1 inject node, 2
function nodes, 1 merge fm
1 node, and 1 debug node 1 } | moge —

Edit both the function
nodes and create two

2 | objects named “users”
and “ages” respectively as
shown.

Edit function node

~ noda propartias

¥ Name usars

# Function

1 msg.merge - ‘users’;

2 msg.payload
3 return msg;
4

€ Oulputs 1

sers’;
{users : ‘apple'};

Edit function node

~ noda propartias

¥ Name ages

# Function
1 msg.merge
2 msg.payload
3 return msg;
4

% Oulpuls 1

ages’;

Dona

fages : 56};

T e T
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Example: Merge two columns, users and ages into one object for data

Deploy the flow and click
the button on the left of
4 | the inject node, and the
result will be shown in the
debug tab.

processing.
Step Description Screenshot
Edit merge node
~ node properties
® Name |
¥ Oupput Send every npul b
. usears x
Edit the merge node.
3 | Input the subject of each ages %
object with user and ages.
+ Add
info debug
Y all nodes L]
2018/6/8 TF3:38:30 node: b8d4758c.cal2ct e

msg.payload : Object
vobject
wusers: object
users: "apple”
vages: object
empty
2018/6/8 F43:38:30 node: b8d4758c cal2cs -
msg payload - Object
vobject
wusers: object
users: "apple" Sl I
wages: object

ages: 56

3.4.3 cypher

The cypher node encrypts or decrypts the data stream to and from
input source based on base64 or 3DES algorithm.

ENE | e 4 ]

ot
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3.4.4 critical section
The critical section nodes guarantee the first-in & first-out in a task
pipeline. Applying both critical section begin and critical section end
nodes concurrently to your flow will ensure the job gets done in sync
without hassles. You can have more than one pair of critical section in
your flow. Make sure the corresponding pair shares the same mutex.
Example: Set up a critical section to force the one second interval request
to wait for 5 seconds for output.
Step Description Screenshot
Connect 1 inject node,
1 critical section begin
1 node, 1 trigger node, 1 u M) {
critical section end node, <1 cotmatsectontegn > €1 ] ot sechon end
and 1 debug node to the
workspace as shown.
Edit inject node
~ noda propartias
2 Edit the injec.t node as siokss BB
shown and click Done.
=8 Topic
C Rapaat interval
avery 1 " || seconds
Edit critical section begin node
Click on the critical section | S
begin node and click -
~ node properties
Input m1 in the Mutex @ hiutex m1 o[
3 field. Click Update when S
done.
critical section begin = Edit mutex node
Click Done to exit editing elete Cancel
node.
¥ Mutex ml
nSgor T
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Example: Set up a critical section to force the one second interval request
to wait for 5 seconds for output.
Step Description Screenshot
Edit trigger node
Dalate
~ node properties
4 Edrt the trigger node as Send :- the existing msq objact
shown and click Done. then el G .
5 Seconds v
extend delay if new message armives
then send - L 1
Edit critical section end node
Click on the critical
)
section end node and
5 | select m1 from the Mutex | = "eeePreperes
drop-down menu. Click OMidax o m|
Done when finished.
% Name
info debug
Deploy the flow and click Yalinodes | | @
the button on the left of 2012/6/2 FF3:56:12 node: b454208.5a6ca2
6 | theinject node, and the msg.payload - string[1]
result will be shown in the oy
debug tab' 2018/6/8 TF3:56:13 node: bd54e08.5a6ca2
msg.payload : string[1]
e

3.4.5 HWInfo

The HWInfo node reveals hardware information of the host installed
with Xcare.

ot
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3.5 OPC UA Nodes
3.5.1 OpcUA Item
The OpcUA Item node defines the OPC UA item, type, and value to
represent the connection to data sources within the server.
= Item
£ Type v
W Value
¥ Name
Item Description
Item The item block should contain OPC UA item address.
Type The data type of the chosen item.
The value would be written to the chosen item, if it isn‘t filled, the
Value
node sends payload.
Name The name of the node.
fnEQMQOT
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3.5.2 OpcUA Client
Use this node to interact with an OpcUa Server. The value to write
should be injected by an OpcUA Item. The value is written as json in
msg.payload.
£ Endpoint Add new OpcUa-Endpoint. .. v|| &
= Action READ d
E Path to
centificates
E Name
Item Option Description
Endpoint The OPC UA endpoint.
Read Read data of the target item.
Write Write data to the target item.
Browse Browse and get information of the target item.
. Subscribe Sgbsc.rlbe gnd check changes of the target item
Action with fixed interval.
Unsubscribe | Unsubscribe item.
Subscribe to the target item’s event with fixed
Event .
interval.
Info Get info of the target item.
Path to . .
et The data path of certificates in order to proceed.
certificates
Name The name of the node.
[ NEXAIOT -
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Endpoint | ‘
SecurityPolicy | MNone v
SecurityMode None v
v use credentials
A User
Password
Item Option Description
Endpoint The path of the OPC UA endpoint.
None
Basic128
Security Policy | Basic128Rsa15 | Enable/Disable security policies.
Basic256
Basic256Sha256
None
Security Mode | Sign Enable/Disable security mode.
Sign & Encrypt
use credentials | Enable log in to OPC UA.
User/Password | Only available when credentials enabled.

Example: Write a value to an OPC UA server & read a value from an OPC
UA server.

Screenshot

/ a0 a0

{J OPC UA Item (=] QPC UA Client [}
Connect 2 inject nodes,

2 OPC UA Item nodes, :

1 2 OPC UA Client nodes,

and 2 debug nodes to the _‘-
workspace as shown. / a0 .o
{J OPC UA Item L=}

OPC UA Client L ‘.;

AlOT .
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Example: Write a value to an OPC UA server & read a value from an OPC
UA server.
Step Description Screenshot
Edit inject node
~ nods propartias
2 Edit the first inject node as -
ayload » % 3
shown and click Done. d :
8 Topic
C Ropeat none
Edit the first OPC UA Item =
node. Fill the Item value o o st
for your OPC UA server
3 | and choose the data type SRR Er
in the Type drop'down = ltem ns=2;5=AlarmsMoNodesXML ExclusivelLevelAlam
menu. Click Done when
.. = Type Doubile
finished.
Repeat the above to edit the second OPC UA item node with the same
Item value.
Edit OpcUa-Client node
Edit the first OPC UA Client
4  |node.Click toadda ol b
new OPC UA endeint. = Fndpaint Add new Opclia Endpoint -i P
= Action READ
! = Add new OpcUa-Endpoint config node
Fill the Endpoint address 40
from your OPC UA server. =
Endpaint |
Click Add when finished. :
SacurityPalicy None
Edit OpcUa-Client node
Set Action to Write and o at proberits
click Done. )
= Endpoint Add new OpcUa-Endpoint || #
=| Action WRITE
Repeat the above to edit the second OPC UA Client node with the same
Endpoint address but set Action to Read.
(nGQoT ™
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Example: Write a value to an OPC UA server & read a value from an OPC

the first inject node, and
the result will be shown in
the debug tab. This means
that the value had been
injected to your OPC UA
server. You can use the
OPC UA client software to
verify the injection.

UA server.

Step Description Screenshot
Deploy the flow and click
the button on the left of o debug

Y all nodes il

2018/6/8 F44:21:38 node: bba%66c2.19aa38
ns=2:s=AlarmsMNoModesXML ExclusivelLevel AlarmTriggerXML
- msg.payload : number

35

Click the button on the

left of the second inject
node, and the result will be
shown in the debug tab.
This means that the value
had been retrieved from
your OPC UA server.

info debug

T all nodes L]

2018/6/83 T44:24:16 node: bbad66c2.19aa3s
ns=2;s=AlarmsMNoNodesXML.ExclusiveLevelAlarmTriggerXML
- msg.payload : number

35

2018/6/3 T 4:24.16 node: bba966c2.19aa3s
ns=2;s=AlarmsMoNodesXML_Exclusivel evelAlarmTriggerxXhL
- msg.payload : number

35

2018/6/8 T°F4:24:17 node: bba966¢c2.19aa38
ns=2;s=AlarmsMoNodesXML_Exclusivel evelAlarmTriggerxXhL
- msg.payload : number

35

ot
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3.5.3 OpcUA Browser

Use it with an inject node of a timestamp or fill topic of msg object to
browse the OPC UA item.

A Endpoint ‘ Add new OpcUa-Endpaint... X

Q Topic

Endpoint  The path of OPC UA endpoint.
Topic Browse the target topic. msg.topic can also be used instead.

Example: Write a value to an OPC UA server & read a value from an OPC
UA server.

Step Description Screenshot

0 Prepare an OPC UA server.

Connect 1 inject node, 1

OPC UA Browser node, a0
1 = rowser =
and 1 debug node to the _ i

workspace as shown.

Edit the OPC UA Browser | =&

[ oo |
2 | node. Click toadd a * nads propertes
new OPC UA endpoint and | mewsen | as oo osctis o [P
the topic to browse. a s
Fill the Endpoint address peli Browsor > Add new OpeUa-Endpoint config node
from your OPC UA server.

Click Add when finished.

Endpaint |

Click Done to exit node
editing.

SecurityPolicy MNone

ot
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Example: Write a value to an OPC UA server & read a value from an OPC

Deploy the flow and click
the button on the left of
the first inject node, and
the result will be shown in

2018/6/8 F-F4:29:2T7 node: ce718132.35001
msqg.payload - amay[4]
varray[4]
v@: object
vitem: object
referenceTypeld: "ns=@&;i=48"
isForward: true
nodeId: “ns=6;i=2368"
» browseName: object
» displayName: object > | Iy
nodeClass: "WariableType™

typeDefinition: "ns=8;i=8"

UA server.
Step Description Screenshot
info debug
Y all nodes i}

the debug tab. i

vitem: object

: object

referenceTypeld: "ns=8;i=456"
isForward: true

nodeld:
"ns=2;s=AlarmsNoMNodesXML.Exclusive

» browseName: object
» displayName: object
nodeClass: "Variable”
typeDefinition: "ns=8;i-68"

» 2: object

»3: object

ot
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3.6 Cloud Nodes

NexAloT loT Studio practices cloud applications via MQTT messaging
protocol. The information on the gateway will be published to the brokers
on the clouds such as IBM Bluemix, Microsoft Azure, or Amazon AWS,

so end users can subscribe the information via MQTT from the brokers as

shown.

publish subscribe

gateway End User

Be sure to apply your own cloud account before using cloud nodes.

3.6.1 azureioteventhub

The azureioteventhub node receives the message payloads from a
designated Azure loT device.

Edit azureioteventhub node

elete Cancel Done

5
L

¥ Name Azure 10T Event Hub| |
A Connection
String

Name The name of the node.

Connection String  The given string as a key to link to the Azure™ loT Hub.

ot
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3.6.2 azureiothub

The azureiothub node sends field data to the Azure loT Hub for live
monitoring, field data extraction, device management, and so on. It
supports multiple communication protocols including HTTP, MQTT,
AMQP and AMQPWS.

Edit azureiothub node

Delete Cancel m

v node properties

¥ Name Azure loT Huf ‘

% Protocol amgp v

A Connection
String

Name The name of the node.

Connection String The given string as a key to link to the designated device of
the Azure loT Hub.

3.6.3 azureiothubsend

The azureiothubsend node sends the message payloads to a
designated Azure |oT device.

Edit azureiothubsend node

Delete Cancel Done

~ node properties

W Name Azure 10T Hub Send (C2D) |

A Connection
String

Name The name of the node.
Connection String The given string as a key to link to the Azure loT Hub.

ot

Copyright © 2019 NexAloT Co., Ltd. All Rights Reserved. 79 loT Studio User Manual



Chapter 3: loT Studio Notes

| [ [ |
Example: Send a random value in the payload via the azureiothubsend
node to the designated Azure loT service.
Step Description Screenshot
Add and connect 1 inject
node, 1 function node,
1 Azure loT Hub Send : °
{ 1o | Azure 10T Hub I—E
1 (C2D) node, 1 Azure loT _{_ e —— o
hub node, and 1 debug ‘ e
node to the workspace as
shown.
Edit azureiothub node
Edit the azureiothub node. | “*“* corces [
Input the connection string | ~ node properties
2 | to the designated device of
. % Name Azure loT Hub| ‘
the Azure loT Hub and click
Done % Protocol amgp v
W Connection
String [ [ ] [ & ] =
Edit function node
Delete Cancel m
. . e L rti
Edit the function node as o i
3 .
shown and click Done. % Name [ || @~
#~ Function
1 msg.deviceld = "aaa";
2 msg.payload = Math.random();
3 return msg;
Ed|t the azureiothubsend Edit azureiothubsend node
node_ Delete Cancel
a Input the connection string | ~ node properties
to the Azure loT Hub and
. % Name Azure loT Hub Send (G2D)| ‘
click Done.
M Connection
String - - = =
info debug
. Y current flow o
Deploy the flow and click -
the button on the left of 2018/5/18 F2F2:50:47 node: ab77b22b.0f376
5 the inject node, and the mesg.payload - string[29]
result will be shown in the "Received @.5899180897114845"
debug tab. 2018/5/18 F4F2:50:47 node: ab77b22b.0RTE +
azureiothub : msg payload : string[20]
"Sent 1526626263251" > |y

I =
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3.6.4 aws mqtt output
The aws matt output node writes to the Amazon Web Services AWS
loT as a publisher.
Item Option Description
Add new aws-iot-device...
Name The name of the device to be connected.
Type MQTT Broker/Thing Shadow.
Device Client ID The name of the device.
Endpoint The Rest API Endpoint of the device.
AWS Certs L:\si f:’itshl\cl)vck;iz j[he certificate files of the
The string used by the broker to filter
Topic messages. A topic cqnsists of one or more
topic levels. Each topic level is separated
by a forward slash (topic level separator).
An agreement regarding the guarantees
QoS 0/1 of delivering a message based on its
network reliability and application logic.
Example: Send a random value in the payload via the aws mqtt node to
Amazon’s AWS loT service.
Step Description Screenshot
Add and connect 1 inject
node, 1 function node,
1 |and 1 aws mqtt output _—_—@
node to the workspace as
shown.
Edit function node
2 Edit the function node as B
shown and click Done. Whame || | &~
# Function
e T —
Edit aws-matt out node
Edit the aws mqtt node. Delete cancer [
3 Sele.ct Add new aws-iot- e -
device... and click the . :
pencil icon. @ Topic
@ Qos 0 v
negooT [N
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Example: Send a random value in the payload via the aws mqtt node to
Amazon'’s AWS loT service.

Step Description Screenshot
Enter the name of your
device in the Name and
Client field. p— S
Select MQTT Broker |n the s-mqit oul > Add new aws-iot-device config node
Type drop-down menu. Coree | IS
Enter the Rest APl Endpoint | ... [ |
of your device in the ' '
4 . . ¥ Type v
Endpoint field.
Specify the path where % Ciient ID
the certificate files of your % Endpoint
device will be placed in the T
AWS Certs field. o
Click Add to finish editing
the node.
Set a string for the s gt cbriods
subscribers to the broker in | newe carcel [
5 the Topic field. . .
Set your desire QoS level in | @7 Ak newansotdence. G
the QoS drop-down menu. | @«
Click Done when finished. ® Qos 0 .
6 | Deploy the flow and log onto your AWS loT service to view the result.

Example: Subscribe to Amazon’s AWS loT service via the aws mqtt node.

Step

Description

Screenshot

Add and connect 1 aws
mqtt output node and
1 debug node to the
workspace as shown.

).

aws-mgtt | =——
I i

Edit the aws mqtt node.
Select Add new aws-iot-
device... and click the
pencil icon.

Edit aws-mqtt in node

Device Add new aws-iot-device

% Topic

ot
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Example: Subscribe to Amazon’s AWS loT service via the aws mqtt node.
Step Description Screenshot
Enter the name of your
device in the Name and
Client field.
. s-mait out > Add new aws-iot-device config node
Select MQTT Broker in the
Add
Type drop-down menu.
Enter the Rest API Endpoint | ... [ ‘
3 of your device in the
Endpoint field. o i
Specify the path where % Client ID
the certificate files of your % Endpoint
device will be placed in the
. W AWS Certs | /root/.agenticerts
AWS Certs field.
Click Add to finish editing
the node.
Set a string for the . o
subscribers to the broker in i
the Topic field. (=]
4 . .
Set your desire QoS level in e [T—— A,
the QoS drop-down menu. e
Click Done when finished. "
5 Deploy your flow and the subscribed messages from your AWS |oT service
will show up in the debug tab.
3.6.5 aws mqtt input
The aws matt input node reads from the Amazon Web Services AWS
loT as a publisher.
Item Option Description
Add new aws-iot-device...
Name The name of the device to be connected.
Type MQTT Broker/Thing Shadow.
Device Client ID The name of the device.
Endpoint The Rest APl Endpoint of the device.
AWS Certs The. pa’Fh where the certificate files of the
device is located.
The string used by the broker to filter messages. A topic
Topic consists of one or more topic levels. Each topic level is
separated by a forward slash (topic level separator).
[ NEXAIOT -
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3.6.6 Watson loT input

The Watson loT input node receives device commands from the IBM
Watson Internet of Things Platform. The node can connect as either a
Device or Gateway:

Item Option Description
. Configured to either receive all commands
Device - .
or a specific command for the Device.
Connect as Configured to receive commands for all
Gateway devices connected through the gateway,

or to select a subset of them.

Add new wiotp-credentials

Organization The organization the device belongs to.
Credentials Device Type The type of device.

Device ID The ID of the device.

Auth Token The authorized token of the device.
Command specify command/all commands

An agreement regarding the guarantees
QoS 0/1/2 of delivering a message based on its
network reliability and application logic.

Name The name of the node.

ot
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3.6.7 Watson loT output
The Watson loT output node sends device events to the IBM Watson
Internet of Things Platform. The node can connect as either a Device
or Gateway in Registered mode or using Quickstart service.
Item Option Description
Device Configured to send events to the Device.
Connect as Configured to send events to all devices
Gateway connected through the gateway, or to
select a subset of them.
Add new wiotp-credentials
Organization The organization the device belongs to.
Credentials Device Type The type of device.
Device ID The ID of the device.
Auth Token The authorized token of the device.
Event type The type of event.
An agreement regarding the guarantees
QoS 0/1/2 of delivering a message based on its
network reliability and application logic.
Name The name of the node.
negooT [N
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3.6.8 ibmiot output
The ibmiot output node can be used with Watson loT Platform to
send a command to a device or send an event on behalf of a device.
Item Option Description
Use the Input Type property to configure
Quickstart this node to receive Events sent by loT
Authentication Devices, Status Messages referring to loT
API Key Devices, or Status Messages referring to
loT Applications.
Add new ibmiot...
API Key API Key The API key to the device.
API Token The authentication token of the API key.
Output Type Device Event/Device Command
Device Type The type of device.
Device ID The ID of the device.
Event The event type.
Format The format type.
An agreement regarding the guarantees
QoS 0/1/2 of delivering a message based on its
network reliability and application logic.
Name The name of the node.
negooT [N
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3.6.9 ibmiot input
The ibmiot input node can be used with Watson loT Platform to
receive events sent from devices, receive commands sent to devices,
or receive status updates concerning devices or applications.
Item Option Description
Use the Input Type property to configure
Quickstart this node to receive Events sent by loT
Authentication Devices, Status Messages referring to loT
API Key Devices, or Status Messages referring to
loT Applications.
Add new ibmiot...
APl Key API Key The API key to the device.
API Token The authentication token of the API key.
Input Type Devise E.vent/Device Command/Device Status/
Application Status
Device Type The type of device.
Device ID The ID of the device.
Event The event type.
Format The format type.
An agreement regarding the guarantees
QoS 0/1/2 of delivering a message based on its
network reliability and application logic.
Name The name of the node.
negooT [N
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3.7 Storage Nodes
Storage nodes initiate file transactions at the local host.
3.7.1 tail
The tail node displays the last information appended into the file.
\ Note: This node is not available in Windows.
3.7.2 filein
The file in node reads the content of specific file in a UTF8 string/a
buffer as msg.payload and the filename as msg.filename which
can be configured in the node. If the filename is left blank, it should
be set in an incoming message.
Example: Save a message to a file named “hello” on the gateway device
and read the message from the file just saved.
Step Description Screenshot
Add and connect 2 inject e
nodes, 1 file in node, » — e
1 1 file out node and [ resstone
1 debug node to the >
workspace as shown.
Edit inject node
~ noda propartias
Edit the inject node. Set
. = Payload » % Hello World 1|
the payload to string Hello
2 | World!!, the message e
saved to the file, and click € Repsat none
Ok Inject once at start?
B MName
Note: "mlerval between imes” and "al a speahc me” will use cron
Sea info box for details
negooT [N
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Example: Save a message to a file named “hello” on the gateway device
and read the message from the file just saved.
Step Description Screenshot
Edit the file out node. Ei i nace
Put hello in the Filename
field. In Action row, select | - nodspropsrties
overwrite file and check =
3 | the checkbox before Add rieneme. |2
newline (\n) to each & Action avierwrito file
payload?, Put Write file ¥ Add newhing (\n) lo each payload?
in the Name f|e|d and Click Creale directory if il doesn'l exist?
Ok W Name write file
Edit file in node
Edit the file in node.
Put hello in the Filename -
field. Select a utf8 string SRR
4 in the field next to Output i Filename nailg
PUt read file in the Name [ Chilpul a single utfd string
field and click Ok. : :
Sand massage on enmor (legacy mode)
B Name read fila
info debug
Deploy the flow and click
the button on the left of Vallnodes | | @
> the injeCt node and the 2018/6/8 FF4:43:02 node: 3eb5d01e 623d5
result will be shown in the S S
debug tab. » "Hello World !1<”
3.7.3 file out
The file out node writes msg.payload to the specified file, for example
to create a log. You can configure the filename in the node. The
filename shall be set in an incoming message on msg.filename if
blank. A newline is added to every message, but this can be turned
off if required, for example, to allow binary files to be written. The
default behavior of the node is to append to the file, and this can be
changed to overwrite the file each time, for example if you want to
output a “static” web page or report, or to delete a file if required.
NS0T =
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3.7.4 iot datasource
The iot datasource node provides the data as Dashboard data inputs.
Edit iot-datasource node
Delete Cancel m
v node properties
¥ Name ‘ | ‘
Disable subcomponent discovery
Timestamp Field
msg.payload.
Data Field
msg.payload.
Item Description
If checked, the iot datasource node does not
attempt to look inside the data field and split it into
subfields. Example of discover enabled and data
format is shown as below.
msg.payload = {
tstamp: 1438637644868,
data: {
. FeiE S [ B
Disable subcomponent y: 1.41,
discovery z: 6.02
I3
}
lot datasource node goes inside msg.payload.data
and finds the fields x, y, and z, and presents them
to the Dashboard as separate data points. Once
disabled, the Dashboard will receive the entire JSON
object msg.payload.data as one data point.
A line chart might need the data split up so it can chart the data
points separately, but a 3D scattered plot would need the data intact
since the entire object would represent just one data point on the
plot.
neqoT ... [M
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3.7.5 mysql
The mysgl node allows basic access to a MySQL database. This node uses
the query operation against the configured database and allows both
INSERT and DELETE. Before using the node, please make sure you've
downloaded MySQL to your device.
e Note:
\ The MySQL Server version must be under 8.0.
Example: Access MySQL database
Step Description Screenshot
Step 1: Set Up the Database
Launch MySQL
Workbench and create a — Premroom - - @ x
new connection. .= R —
o Connection Name: any || S =" i i i
letters or numbers powrwee: (7001 o 38 st pidom ol A o
e Hostname: MySQL 1l By 2 TR
1-1 Server’s IP address ok [——— ek s i
e Port: the default port is
3306
e Username
e Password
Confoure Server Narsgement., Test Commacten o | [ ]
Click OK.
12 Connect to the database. o
(MyDB in this example.)
negooT [N
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Example: Access MySQL database
Step Description Screenshot
B MysQL Workbench
@&  Localinstance MySQLET %
File Edit WView CQuery Datebaze Server Tool
i e SE&EEH B &
Right-click sys > Tables to SCHEMAS ® i
1-3 | the left of the page and % s e |
. 13 sakila
click Create Table. v & sys
w [ Tabl S—
» B syl Creats Table.. |
» 5 Views Create Table Like... b
[ 3 @ Storec
> @ Ecli Search Table Data. ..
[ 2 world Table Data Import Wizard
Refresh All
Fill in the following e
information:
¢ Table Name: the name
14 of the table
e Column Name
e Datatype —
Click Apply. -
e ===
Apaly QL Seript o Database B
Review the SOL Script to be Applied on the Database
Qrbrng DOL
Mgonthe: Belouit s ack Trpes Defasit
Review the SQL script and
15 click Apply to create.
Then click Finish when the
application is complete.
B MysQLWorkbench
#&  Localinstance MySQL57 x
File  Edit View Query Dmbase Tools  Seripting  Help
@@Q@ Sel.werSfatus
Client Connections
: N ]
1-6 NaVIgate to S?ryer > e SHh e Sy Narabls hew_table
Users and Privileges. afflerdiet | pmgm =
> [ sakils Dioto Import Y -
¥ & sys i —
V@;blas 3 Startnp/hutiown
=! new_table SCverLa
: sys_config e
» B views Options File Datatype
» B Stored Procedures Disshboard TG
» B Functions e DATETIME

I =
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Example: Access MySQL database
Step Description Screenshot
[} =g |
17 Click Add Account to
Create a new account.
- ==
Frpr— - @ x
% (-l ="y |
Fill in Login Name, Limit I
to Hosts Matching % R
1-8 | (enter % to let external IP | == e 5
connect), Password, and e ':?I;‘.".’::."
Confirm Password. - e
— Sewt | [ ]
Select the Administrative
1-9 | Roles tab. Check the DBA
box and click Apply.
neqoT ... [M
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Example: Access MySQL database
Step Description ‘ Screenshot
Step 2: loT Studio Settings
Add and connect 3
inject nodes, 3 function [ s
2-1 | nodes, 1 mysql node, 17 tmesamp
and 1 debug node to the ety
workspace as shown.
Edit function node
Edit one of the function i Cexd m
nodes, input MYSQL_ “ node properties
2-2 | Delete Data as the name,
and edit the function code e bl it | @
as shown. £ Function
1 msg.topic = "DELETE FROM new_table WHERE Value!="'";
2 return msg;
Edit function node
Delete Cancel
Edit another function )
. ~ node properties
23 node, input MYSQL_Read
as the name, and edit the Wi MYSQL Read ‘ -
function code as shown.
& Function
1 var msg;
2 msg.topic = "SELECT * FROM new_table”;
3 return msg;
Edit function node
Delete Cancel m
Edit the final function ~ node properties
2.4 node, input MYSQL_Write
as the name, and edit the e MYSQL_write] | &~
function code as shown. £ Function
1 var sql_name = "Voltage";
2 var sgl_value = Math.random()*38;
3 msg.topic = "INSERT INTO new_table (Mame, DateTime, Ve
4  return msg;
Edit mysql node
. Delete Cancel
Edit the mysql node.
~ node properties
2-5 | Click to set server
information. Enatmbase | sys | -
¥ Name

I =
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Example: Access MySQL database
Step Description Screenshot

mysql = Edit MySQLdatabase node

Delete Cancel

@ Host 127.0.01
Fill in the Host, Port, User, | s pon 3305
2-6 | Password, and Database
fields as shown. Airey LB
& Password | ........(

£ Database s5ys

@ Timezone

sk

Click Deploy in the upper-
right corner to deploy the
flow and then click each
inject button.

2-7

ot
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Example: Access MySQL database

Step Description Screenshot

- 2019/4M17 £F9:46:16 node: 4f745d7 BcTabad -
SELECT * FROM new_table : msg.payload . array|

warray[7]
~8: object
"Voltage"
DateTime: "2019-84-17T61:45:40.0007"
Value: 26.98

i

~1: object

-24-17T01:45:40.000L"
Value: 7.24

Mame: "Voltage"
DateTime: "2019-24-17T01:45:41.000Z"
Value: 27.54

~3: object
Mame: "Voltage"

DateTime: "2019-24-17T01:45:41.000Z"
Value: 8.79

~4: object

"Voltage"

DateTime: "2019-24-17T01:45:41.000Z"

Name

Value: 28.83
~5: object

"Voltage"

DateTime: "2019-24-17701:45:41.0002"

Name :

Value: 28.1

~6: object

You can see the data that
has been written to, read
from, and deleted in the
database.

Mame: "Voltage"

me: "2819-84-17781:45:42.0082"

Da
Value: 2.33

2019/4/17 £0:41:37 node: 47745d7.8c7alad
DELETE FROM new_table WHERE Value!=": msg.payload
: OkPacket

“[object Object]”

ot
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3.8 Modbus TCP/RTU Commander Node
Modbus TCP/RTU Commander node is a simple node that manages multiple
Modbus TCP or Serial requests on one communication configuration.
You can read coils/inputs/registers at the rate of the incoming message, and
write coils/registers on each incoming message.
modbus-commander
A simple node that manages I'I"lLIl'[iDIE Modbus
TCP or Senal I'EQLIESTS on one communication
configuration.
The node is triggered manually by a specific payload message.
msg.enabled=true;.
Send the following payload message to stop the flow.
msg.enabled=false;
The function codes currently supported include the following:
e FC 1: Read Coil Status
e FC 2: Read Input Status
e FC 3: Read Holding Registers
e FC 4: Read Input Registers
e FC 5: Force Single Coll
e FC 6: Preset Single Register
e FC 15: Force Multiple Coils
e FC 16: Preset Multiple Registers
negooT [N
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Input parameter for connecting Modbus

Edit modbus-TCP-RTU-commander node

~ node properties

Settings Commands

W Name

@ Server Add new modbus-client... vi|#

C Repeat Infinite v

@ Delay(ms) 100

e Server: Configure a Modbus TCP or Serial communication.

e Repeat: (Infinite | Once) — Select Infinite to set up a polling rate or
select Once to just run once.

e Delay(ms): Time to wait before sending the next transmission.

Set up one or more Modbus request(s) and give a name for each request
Edit modbus-TCP-RTU-commander node

~ node properties

Settings Commands

Function Address Quantity Name

+ Add

e Function: fc (1]2|3|4/5|6/15|16)

e Address: Start address (0:65535)

e Quantity: (1:65535) Quantity of coils/inputs/registers to be read or
written from the start address.

e Name: Must be defined. The tag of the connection is callable by other
nodes.
Note: Leaving this field blank will keep other nodes from transporting
values.

ot
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Sample flow

e To import the sample flow, you can choose Import from the menu
on the upper right corner and select modbus_commander from the
Examples->node red-nexcom-modbus option in the sub-menu of
Import.

info

debug

Information I
Clipboard

A simple node that manages multiple | JREEEMERY

4 ibm wats 4 Examples

4 modbus Beific payload message

D b msg.enabled=true;

dbus-Fle> In tumn, send the following payload message to stop flow

dbus-HTTP Subflows

msg.enabled=false;
Function codes currently supported include Manage palette
FC 1: Read Coil Status
= FC 2. Read Input Status Settings
« FC 3: Read Holding Registers
« FC 4: Read Input Registers

« FC 5: Force Single Coil

« FC 6: Preset Single Register
FC 15: Force Multiple Coils ; Professional
FC 16: Preset Multiple Registers

Input parameter for connecting Modbus loT Studio Dashboard

ot

Copyright © 2019 NexAloT Co., Ltd. All Rights Reserved. 99 loT Studio User Manual



Chapter 3: loT Studio Notes

3.8.1 Modbus RTU

Use the modbus commander node to send the msg.payload to a
serial interface and expect a response. The response will be output in
the msg.payload as a buffer, so users may need to use “.toString()”
for conversion.

Edit modbus-commander node

~ node properties

v

Add new modbus-client config node

Settings Commands
W Name
@ Server modbus-serial@/dev/ttyUSB:9600
C Repeat Infinite
@ Delay(ms) 100
W Name
R Type Serial v

G Serial port 'devittyUSB

M Serial type RTU-BUFFERD

M Baud rate 9600

A Unit-1d

® Timeout (ms) 1000

Item

Description

Serial Port

The local interface of serial input.

Settings

Baud Rate, Data Bits, Parity, Stop Bits:
57600, 8, None, 1

ot
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Edit modbus-TCP-RTU-commander node

~ node properties

Settings Commands

Function Address Quantity Name

v ®

[FC 1] Read Cails

[FC 2] Read Discrete Inputs
[FC 3] Read Holding Registers
[FC 4] Read Input Registers
[FC 5] Write Coil(s)

[FC 15] Write Coil(s)

[FC 6] Write Register(s)

[FC 16] Write Register(s)

Edit modbus-commander node

~ node properties

Settings Commands
Function Address Quantity Name
| [FC1)ReadCc v || 1 5 ADDRA1-fc1 x
[FC2]Read Dic || 10 3 ADDR10-fc2 x
[FC3]Read Hc v || 20 30 ADDR20-c3 x
[FC4]ReadIny v || 60 10 ADDR&0-Tc4 x
[FC 16] Write F v || 160 10 ADDR160-c1 x -
+ Add
Item Option Description

Read single bit. This command reads
Read Coils the ON/OFF status of coils (Ox reference
address) in the slave/server.

. R ingle bit. Thi h
Read Discrete ead single bit. This command reads the

FC Inputs ON/OFF status of discrete inputs in the
(Function Code) slave/server.
Read 16-bit word. This command reads

the binary contents of holding registers

Read Holding

Registers (4x reference address) in the slave device.
Read 16-bit word. This command reads

Read Input the binary contents of input registers (3x

Registers ! " .

reference address) in the slave device.

ot
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Item Option Description
Write a single bit. Simultaneously forces a
Write Coil(s) series of coils (Ox reference address) either
ON/OFF.
Write a 16-bit word. This command
FC presets a single holding register (4x
(Function Code) reference address) to a specific value. The
Write Preset Multiple Registers normal response
Register(s) message returns the slave address,
function code, starting register reference,
and the number of registers preset, after
the register contents have been preset.
Address The value from 0 to 65535.
Quantity The value from 0 to 65535.
The tag of the connection callable by other nodes.
Name Note: Leaving this field blank will keep other nodes from
transporting values.
[ NEXAIOT -
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HEE
3.8.2 Modbus TCP
Use the modbus commander node to send the payload to a Modbus
TCP port and expect a response. The response will be output in
msg.payload as a buffer, so you may need to use “.toString()” for
conversion.
Edit modbus-commander node
~ node properties
Settings Commands
© Name
@ Server modbus-tcp@192.168.11.149:502
C Repeat Once v
@ Delay(ms) 100
Edit modbus-client node
W Name
A Type TCP
M Host 127.0.0.1
R Port 502
M TCP Type DEFAULT v
A Unit-ld 1
© Timeout (ms) 1000
Item Description
Host The IP address to access.
Port The port number of the IP address to access.
QI0T =.
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3.9 One Click Deploy
3.9.1 One-Click Deploy to Edge Server

Edge Server

Local Datasources and Data

T

e g ey

- - - -

Local Datasources and Data

Prerequisites

e Prepare a gateway and edge server with either the HyperX or IoT
Studio application installed. A Standard License is required for loT
Studio.

Restrictions

e A flow that has already been deployed cannot be deployed again
to another device/cloud.

e The deployed node (iotdatasource) from the gateway can
be reused by the edge server. However, the node which was
additionally added by the edge server on the deployed flow will be
overwritten when the gateway deploys again.

ot
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Step Description Screenshot

Prepare data flow and
1 dashboard in your local

gateway.
View
Import
Name
1D
Search flows
Status
. - . Configuration nodes
Click One dick configuration Inform =
2 from the triple bar menu = T

in the upper-right corner.
Manage palette

One click configuration

Keyboard shortcuts

loT Studio Dashboard

ot
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Step Description Screenshot
Fill in the fO”OWiﬂg One click configuration
information:
e Choose NexAloT Edge 22 Deploy to NexAloT Edge Server
Server under the Deploy —
to drop-down list Remote loT Studio Settings
3 e Enter the edge server Eh
URL for the loT Studio sariaa
Url.
e Fillin Username and Fest
Password for the
remote loT Studio.
e Click Save. Canee m
R
-
Jct cost_pie labe
Expand the Deploy menu | #eesteis2 Modified Flows
by clicking the inverted ict cost_pie Iabe
a triangle and then click BEas P S
Cloud Deploy to push the ]
ict cost_pie labe
data sources and dashboard
to the edge server. — ‘
9 Cloud Deploy py fiow 1o
Flo
Cloud Dashboard
& Cl d Link
info debug
Information
If deployment is successful, IUTStU#' 0
5 |You will see this screen =)
shown in the information b
field.
Synchronizing configurations.
Successfully configure.
Now you can click cloud dashboard button
and link to remote loT-Studio.

ot
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Step Description Screenshot
Go to the loT Studio ]
dashboard of the edge S o=
server. You'll see that the = s
data sources have been — — =
6 deployed. __ o
|» B M
Note: The deployed flow ——
is named after the local —— S
device MAC ID’s last 6 = _ s
digits.
3.9.2 One-Click Deploy to Cloud
FAN 2 aws
Azure Google Cloud J
e =
e e e e e e e e e e e i ]
NexAloT Server
& - I s o s s s e e S ! B S S 4
Edgze Server Edge Server
Local Datasources and Data Local Datasources and Data
W 5, 'Q |g |g U
L L L. LR

Prerequisites

e Prepare a gateway or edge server with either the HyperX or loT Studio
application installed. A Professional License is required for loT Studio.

Restrictions

e A flow that has already been deployed cannot be deployed again to
another device/cloud.

e The deployed node (iotdatasource) from the gateway can be reused by
the edge server. However, the node which was additionally added by the
edge server on the deployed flow will be overwritten when the gateway
deploys again.

neqoT ... [M
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Step Description Screenshot
Create a VM for loT Studio in Target Cloud.
Depending on the cloud you use, please refer to the following appendix to create
1 the virtual machine.
e For Google — Appendix A “Create a Virtual Machine for loT Studio in Google Cloud”
e For Azure — Appendix B “Create a Virtual Machine for loT Studio in Azure Cloud”
e For AWS — Appendix C “Create a Virtual Machine for loT Studio in AWS Cloud”
S ————————————
s — '
[ e
[ r——
[0 == 1N
[8 5Ly N
(o2 ul IN
et N
LT ]
- :
[4 =) —
- —
Prepare data flow and :
2 | dashboard in your local
gateway.
View
Import
Name
1D
Search fic
Status
Click One dlick Configuration Informa E;:T“ram” roses
3 | from the triple bar menu = S
in the upper-right corner.
Manage palette
5
One click configuration
Keyboard shortcuts
Node-RED website
5 Professional
10T Studio Dashboard
neqoT ... [M
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Step Description Screenshot
One click configuration
28 Deploy to Cloud v
$5H Settings to Access Virtual Machine
IP/Hostname port
Usemame
Fill in the following information: ® Password O SSH Private Key
e Choose Cloud under the Passward
Deploy to drop-down list.
e Fillin the IP/Hostname of
the VM you created in step 1. Car
¢ Type in the Username
of the VM. Here are the e Username
corresponding usernames for | Azure
each cloud’s VM:
- AWS: always “ubuntu” ST ETES
— Azure: the one that the
user chose when creating
VM
4

— Google Cloud: the key
comment the user chose
when generating SSH key

e For authentication, you can
choose from typing the
password directly or choosing
the SSH private key to log
in. If you use the SSH private
key, please upload the private
key (.ppk) file.

e (lick Save to store the

configuration and construct
loT Studio in the VM.

ALARNITTRATE

Google Cloud
5’ PUTTY Key Generator 7 X
File Key Conversions Help

Key

Public key for pasting into OpenS5SH authorized_keys file:

sshrsa ~
AAAABINzaC lyc2EAAAABIQAAAGEAw Xwuory 8in00ceVDwn 2t Ve L Tq7nP URSqUu
CtMNWORDhAk jzgv 2FBGhr5)4e Y 2FgCpy AA+95b A 5g 12FLiSJm/AvDThQOHeGIR
+RMIDHz6B Yuv9Pain hid VY 1AFhLMSIZGU2Ep YSWL4ZKCUgVE

+XLddgOCNtakhpech Z0HvijSaE35IP56i3mEm 7cr 795 TmZZ6gt BA/BNKFIXLbDH2vaE v

Key fingermprint ssh¥sa 2048 1b:22:3b:0b:24:01:4a:ea:3b:c1:6a:01: 1c:da:45:51
Key comment:

usemame|

Key passphrase:

Confimm passphrase: | |

Actions

Load an existing private key file Load

Generate a public/private key pair

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
®RsA ODsA

Number of bits in a generated key:

(ECDSA (EDE513 () SSH-1(RSA)

2048

ot
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Step Description Screenshot

¢ Authentication
Use password

Use SSH key
Password @ SSH Private Key
Private Key Lupload

info debug
After completing the last Information
step, the One-Click-Service-
Suite will start constructing loT Studio
loT Studio in the cloud's VM. O mepom

Please wait about 5 to 10
5 | minutes (depending on VM
specification and Internet
|- status - SSH successtully connectea. |
speed) to complete. You can | | sarime 2019611 T =1 1007
. « endtime: -
view the current progress i
from the information board
on the right of the page. Please wailitg ’

Building cloud environment

Building status

info debug

Information

SR

After you finish building
6 |the environment, you will O e
see this information.

Building cloud environment
Successfully built.

Now you can click cloud deploy button and deploy flow to
cloud.

ot
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Step Description Screenshot
-
1ct cost_pie labe G —ELiE
Ctcost pie2 i
Expand the Deploy menu by — sl
clicking on the inverted triangle i |
7 | and then click Cloud Deploy | *F=
to push the data sources and 5L
dashboard to the cloud. st ot
info debug
Information
loT Studio
If deployment is successful, you L
8 | will see this screen shown in the P o
information field.
Synchronizing configurations.
Successfully configure.
Mow you can click cloud dashboard button
and link to remote loT-Studio.
NEQ 0T 2n
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Step Description Screenshot
Modified Flows
Go to the cloud’s dashboard by
9 | clicking Cloud Dashboard in Modified Nodes
the Deploy menu.
Dashboard
Link
10 The username and password
should both be “admin”.
[ NEXAIOT -
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CHAPTER 4: DASHBOARD

This chapter introduces the user interface and the basic operation of NexAloT
loT Studio Dashboard. Once you log onto NexAloT loT Studio Dashboard with
your browser, you will see the page as shown below.

Dashboard ~ + Dashboard (C»Logout A& admin

po

4.1 Create Your Dashboard

1. Click EalPEENEIE| on the top right of the page.
2. Fill a desired name in the Name field, and click Done.

New Dashboard

Name

Cancel Done +

ot
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4.2 Select Your Dashboard
Once you have created a dashboard, you can select the dashboard anytime
in the same web page.
1. Click on the top left of the page.
2. Click on the name in the drop-down list for your desired dashboard.
Dashboard ~
7
0K
4.3 Edit Your Dashboard
In your dashboard, click (RE®IETMMEN on the top right of the page to
switch on or off the sidebars of available charts and information of the
charts. Refer to the next section for more information about the charts.
e Click ﬂ to keep your dashboard from being altered. Click E to unlock.
e Click I} to abandon the current dashboard.
e Click m to return to the main page.
& Chart List
Rl * DataSource *
_ The DataSource example.
o
| durow Mk .
CoEen
| CideGauge
| DwaTibe
L em * Shape *
“ There are two types for aler shage
o e oe
| cuome
e
g
neqoT ... [M
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4.4 Available Charts

Simply drag and drop your desired chart into the workspace, and the chart
will appear on the top left of the workspace.

Select and drag the black square at the bottom right of the chart to resize
it. Select and drag the title at the top of the plug to move it to anywhere in

the workspace.

e (Click Il to abandon the chart.

e Click to set the name of the chart and assign its data source.

As the window pops up, refer to the steps below:

1. Fill a desired name in the Name field.

2. Select a datasource from the Datasources drop-down menu. You should
see the name of the loT datasource nodes you created in your flow.

3. Click Done and you should see the chart that reflects with your

datasource.
e Click Iﬂ to duplicate the chart.

Click and drag a rectangle around the desired charts to select multiple
charts at the same time. When multiple charts are selected, on the top of
the dashboard, you can perform the following:

Click E to align the charts to the left.

Click E to align the charts to the bottom.

Click E to align the charts to the vertical
center.

Click to set equal spacings among
charts horizontally.

Click ﬂ to align the charts to the right.

Click H to set equal spacings among
charts vertically.

Click ﬁ to align the charts to the top.

Click E to set charts equally large.

Click E to align the charts to the
horizontal center.

Click ﬂ to set charts equally small.

ot
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4.4.1 Basic
4.4.1.1 3D Bar Chart
Use a 3D bar chart to measure your data off in a stereoscopic front.
s
loT Dataflow
Elesw 1
To use a 3D bar chart in the var data = [
dashboard, make sure the elements ‘ " w e A
] ] i category": "USA",
of the variable in the data object are "z0ne1": Math.round(Math.random() * 10),
set as Shown before Sending to the "zone2": Math.round(Math.random() * 10),
iot dat q "zone3": Math.round(Math.random() * 10),
Iot datasource noae. "zone4": Math.round(Math.random() * 10),
"zone5": Math.round(Math.random() * 10)
. h{
| Note: "category": "UK",
\ e The value after “category” will "zonel": Math.round(Math.random() * 10),
. . "zone2": Math.round(Math.random() * 10),
apply to Tool TIP n Edlf C”hart. B "zone3": Math.round(Math.random() * 10),
e The value after “zone 1", “zone2”, "zone4": Math.round(Math.random() * 10),
and so on will present in colors as "zone5": Math.round(Math.random() * 10)
set in Value Colors in Edit Chart b { o "
category": "Canada",
separated by colons. "zone1": Math.round(Math.random() * 10),
"zone2": Math.round(Math.random() * 10),
"zone3": Math.round(Math.random() * 10),
"zone4": Math.round(Math.random() * 10),
"zone5": Math.round(Math.random() * 10)
0
msg.payload = {
tstamp: new Date().getTime(),
data: data
I3
return msg;
ot %
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You can configure fields as shown below while selecting their data source.
Name: The title of the chart.

Show: Check to show the title on the dashboard.
Title: The name to measure the Y axis.

Configuration

Position: The direction for measurement. | Depth 3D: The thickness of the bars.

Unit: The unit of measurement. Angle: The inclination to the front face and

the left face of the bars.

Tool Tip: The tags presented on the bars Column Opacity: The level of transparency
with the respective definitions and given of the bars.

values.

Text Color: The html color codes for the Column Width: The width of the bars.
display texts.

Value Colors: The html color codes for the | Legend: Check to show the legend.
respective bars separated by colons.

Axis Color: The html color code for the Value Maximum: The maximum value
axis. available on Y axis.

Grid Color: The html color code for the Value Minimum: The minimum value

grid. available on Y axis.

Rotate: Check to set the bars horizontal

and uncheck to set the bars vertical.

[ NEXAIOT -
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4.41.2 Alert
You can show an alert sign based on the data source.
Disabled Enabled
loT Dataflow
To enable an alert in the dashboard, =~ mss.payload ={
. tstamp: new Date(),
in msg.payload, make sure that data: {
the data type of a variable is set to // “ok” to turn on alert,
character and stored with “ok"” as eSS LT Gl el
type: “ok”
shown before sending to the iot }
3
datasource node. return msg;
To disable an alert in the dashboard, mstgétpaar:,]l;?:a:ejv{oate(),
in msg.payload, make sure that data: {
. . // “ok” to turn on alert,
the data type of a varla.ble is set.to 77 other values are turm off alert
character and stored with anything type: “ko”
but “ok” as shown before sending to },}
the iot datasource node. return msg;
You can configure fields as shown below while selecting their data source.
Name: The title of the chart.
Show: Check to show the title on the dashboard.
negooT [N
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4.4.1.3 Arrow Mask
Use an arrow mask to measure your data off in a bar from a preferred
direction.
Arrow Mask
- - —
?
&l
loT Dataflow
O T — (|
msg.payload = {
tstamp: new Date(),
data: {
switch : “on”,
color : “#0000FF”,
opacity : “0.3”,
duration : “2s”
}
k
return msg;
You can configure fields as shown below while selecting their data source.
Name: The title of the chart.
Show: Check to show the title on the dashboard.
Datasources: Assign one or multiple data sources as the target nodes
for data reception. No message payload is required to send to the iot
datasource node for use with the arrow mask.
Type: The direction of the arrow mask Mask Duration: The time the arrow mask
moves. spends on the chart. The bigger the value
is, the slower the arrow mask moves.
Mask Color: The html color code for the Mask Width: The width of the arrow
arrow mask. mask. The bigger the value is, the larger
the arrow mask is.
Mask Opacity: The level of transparency of
the arrow mask. For a value between 0 and
1 with decimal point, the bigger the value
is, the more opaque the arrow mask is.
negooT [N
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4.4.1.4 Button
Use a button to trigger actions after the data sources.
Rectangle Round
loT Dataflow
button
To use a button as a trigger in the
dashboard, assign a data source in its
Edit Chart, and connect the other
nodes, which are the actions you will
trigger, to the right end of the data
source in loT Studio workspace as
shown above.
You can configure the fields as shown while assigning their data source.
Name: The title of the chart. Round Button: Check to select the round
button or uncheck to select the rectangular
button.
Show: Check to show the title on the Extend Style: Define your own applicable
dashboard. CSS styling here.
Text: The content to be shown on the Type: Choose from Button/Flat Area/
button. Hyperlink. If set to Flat Area, no action
will take place while the button is pressed.
Font Size: The size of the content. Hyperlink: Input the URL to launch in the
browser once the button is pressed.
negooT [N
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4.4.1.5 Circle Gauge
Use a circle gauge to measure your data off in a circle.
loT Dataflow
To use a circle gauge in the var value = Math.floor( Math.random() * 100 );
dashboard, make sure the data type ~ Me&Pavioad={
S . yp tstamp: new Date().getTime(),
of a variable is set to numeric as data: value
shown before sending to the iot b
return msg;
datasource node.
You can configure the fields as shown while assigning their data source.
Name: The title of the chart. Text: The color code of the text on the
circle area.
Show: Check to show the title on the Value Unit: The unit of the measured
dashboard. value.
Color Value Range
Inner: The color code of progressive arc. Min: The minimum value allowed.
outer: The color code of the circle area. Max: The maximum value allowed.
nNxyor [
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4.4.1.6 Data Table
You can use a data table to present your data as if it was in a spreadsheet.
h1 h2 h3
1 68 i
25 44 78
33 52 54
Showing 1 to 3 of 3 entries
loT Dataflow
Ell s
To use a data table in the dashboard, msg.payload ={ _
make sure the payload is set as ;satf:F' new Date).getTime(),
shown on the right before sending to [1,68,79],
the iot datasource node. [29,44,78],
[33,52,54]
]
3
return msg;
Name: The title of the chart. Info Text Color: The html color codes for
the information texts.
Show: Check to show the title on the Data Area Transparent: Check to set the
dashboard. table to the background.
Header: Texts in the header field apply to | Ordering: Check to enable sorting of first
the headlines of the data table. The format | column data.
is header1, header2, header3, etc.
Chart Title Color: Set the chart title text First Column Data Sorting Order: Use
color. the drop-down menu to select ascending
or descending order for sorting.
Hide Information: Check to keep Row Font Size: The size of the content.
information from showing at the bottom
row of the table.
Header Text Color: The html color codes | Row Condition: Set the row css to depend
for the header texts. on condition.
Body Text Color: The html color codes for | Row Count Max: The available rows in the
the body texts. table for the last available pieces of data.
[ NEXAIOT -
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4.4.1.7 Gantt

Use a gantt to measure your data off in a Gantt chart.
e WOE M B0 W
el PO AL W0 WO
e 00 WOLONID NN
zees @AQ 0 DOOMAION 00 0
zres OO ROD 0O 00D 00 DIDNN

0'[]:1l5:09 DO:1IB:[JC| 00:1|?:00|

loT Dataflow

To use a gantt in the dashboard, function getRandomint(max) {

A t Math.fl Math.rand * Math.
make sure the name:value pairs in the ﬂ:)eof(rr:axs_ oor{Math.random() * Ma
data object are set as shown before
sending to the iot datasource node. function getStatus() {

switch (getRandomint(3)) {
. . case 0:
Yog can conﬁgure flelds as shown below return “SUCCEEDED”;
while selecting their data source. break;
case 1:
Name: The title of the chart. Lii? FAILED";
Show: Check to show the title on the default:
dashboard. return “RUNNING”
Task Names: Individual names of jobs to list '}
in the Gantt chart separated by colons. return “RUNNING”;
Task Status: Individual status descriptions }
paired with the respective html color code
db | var now = new Date();
separated by colons. var eDate = new Date();
Text color: The html CO|OI’ COde fOI‘ texts eDate_setSeconds(eDate'getSeconds() + 3)'
around the chart.
Tick Format: Set the chart’s X axis value var out = {
format to follow the d3 time format. LRI SR )
Time Domain Mode: The chart's X axis ,,endDate ;,eeate'to,,smng()’
h q taskName” : “Zone “ + (getRandom-
show mode. Int(5)+1),
Fixed Start Time: For Fixed Mode only. The “status” : getStatus()
fixed start time setting. }
Fixed End Time: For Fixed Mode only. The
fixed end time setting. msg.payload = { _
Tick Count: Show the X axis tick count. tstamp: now'g,EtT_'me()’
: data: JSON.stringify(out)
Max Data Count: Show the maximum :
data count setting. return msg;
QI0T =.
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e Note:
e Both “startDate” & “endDate” are in JavaScript default date format in
. full text string.
e “taskName"” & “status” have to be filled with corresponding values set in
configure fields of the edit chart.

4.4.1.8 Google Maps
Use Google Maps to disclose your desired location information to your
dashboard.

W]
poca Rar

wE e i

MNIS Y/ 1

@ Treasury Department
== Federal Credit Union...
=
The White|House|

@E\s
Off

it

MM e

+
The White
House -

I South Lawn
(3555452 HEEHE2018 Google  (EFIEY EHBREE

To apply Google Maps in the dashboard, assign a set of geographic
coordinate, a scale value, and a Google API Key in the respective fields to
configure the subject matter.

You can configure fields as shown below while selecting their data source.

Name: The title of the chart. Longitude: The angular distance of a place
east or west of the meridian at Greenwich,
England expressed in decimal degrees.

Show: Check to show the title on the Zoom: The scale of the map to display.
dashboard.

Latitude: The angular distance of a place | Google API Key: The application
north or south of the earth’s equator programming interface key to grant your
expressed in decimal degrees. access to Google Maps.

ot
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4.4.1.9 iFrame
Use an iFrame to bring your desired web content to your dashboard.

To use an iFrame in the dashboard, assign any data source in its Edit Chart.
In the URL field, enter the address of your web content.

You can configure fields as shown below while selecting their data source.

Name: The title of the chart.
Show: Check to show the title on the dashboard.

e Note:

\ Viewing restrictions vary from hosts. Not all subjects will be presented when
. viewing from remote hosts.

4.4.1.10 Customer
Use customer figures to make up your dashboard.

To use a customer in the dashboard, assign any data source in its Edit Chart.
In the Image Files field, enter the full file name of the desired image.

You can configure fields as shown below while selecting their data source.

Name: The title of the chart. Imagesources
Select Image: Click to select a desired
image in the drop-down list.

Show: Check to show the title on the Custom Upload: Click to launch File
dashboard. Explorer and select an image file to upload
to the dedicated folder.

Background: Check to set the selected
image as a maximized image in the
background of the dashboard.

e Note:
\ The desired image file should be stored in a dedicated folder such as {loT
. Studio installed folderfnode_modules\node-red-contrib-graphs\static\
images.

ot
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4.4.1.11 Gauge
Use a gauge to measure your data off in a semicircle.
loT Dataflow
EEE T o
To use a gauge in the dashboard, var value = Math.floor( Math.random() * 100 );
. msg.payload = {
make sure the glata type of a variable tstamp: new Date().getTime(),
is set to numeric as shown before data: value
sending to the iot datasource node. ¥
return msg;
You can configure fields as shown below while selecting their data source.
Name: The title of the chart. Configure
Decimals: Put the number of allowed
digits to the right of the decimal point here.
Show: Check to show the title on the Symbol: Put the unit of measure here.
dashboard.
Title: The title on top of the chart. Middle Mode: Check to set the gauge
progress from the middle of the arc.
Label: The name for the measurement of | Border Color: The html color code for the
the gauge. border around the arc.
Value range Text Color: The html color code for texts
min: The minimum value allowed. of the chart.
max: The maximum value allowed.
negooT [N
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4.4.1.12 Label

Use a label to make captions for the dashboard.

loT Dataflow

g =

To use a label, the payload can be set msg.payload ={

as shown on the right before sending ;Satfamf new Date(),

to the iot datasource node. content: “change label”,

color: “rgb(255,0,0)”,
fontSize: 30
}
b
return msg;

You can configure fields as shown below while selecting their data source.
Name: The title of the chart. Font Size: The size of the content.
Show: Check to show the title on the Font Size Fixed: Check to fix the size of
dashboard. the font so that it will not change along

with the area of the label modifications.
Content: The content of the label. Customer Div: Define your own parts of
the HTML document here.
Content Fixed: Check to fix the ratio of Customer CSS: Define your own applicable
the width and the length of the content. CSS styling here.
Font Color: The color value of the content
in HTML color code.
neqoT ... [M
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4.4.1.13 Light

Use light as an alternative alert sian based on the data source.

loT Dataflow

To use light in the dashboard, make
sure the payload structure is set as
shown on the right before sending to
the iot datasource node.

Reference code for each member in
data.

light | )

msg.payload = {
tstamp: new Date(),
data: {
color: 1,
turnOn: 1,
mode: 1

}
b

return msg;

Color: 1 = green, 2 = yellow, 3 = red
turnOn: 0 = off, 1 = on
mode: 0 = lasting, 1 = flashing

You can configure fields as shown below while selecting their data source.

Name: The title of the chart.

Light Type: Three light types are available:
red light, yellow light and green light.

Show: Check to show the title on the
dashboard.

Light Blinking: Check to set the light to
blink.

Chart Title Color: Set the chart title text
color.

ot
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4.4.1.14 Liquid Fill Gauge
Use a liquid fill gauge to measure your data off in a circle filled with
liquescence animations.
loT Dataflow
To use a |iquid fill gauge in the var value = Math.floor( Math.random() * 100 );
dashboard, make sure the data type ~ Ms&Pavioad =1
S . yp tstamp: new Date().getTime(),
of a variable is set to numeric as data: value
shown before sending to the iot b
t ;
datasource node. R
You can configure fields as shown below while selecting their data source.
Name: The title of the chart. Upper Bound: The value to split up
statuses of warning and critical.
Show: Check to show the title on the Color
dashboard. Normal/Warning/Critical: The html color
code for each status.
Value Range Text: The html color code for the display
Minimum: The minimum value to display. | number.
Maximum: The maximum value to display.
Lower Bound: The value to split up Circle: The html color code for the ring.
statuses of normal and warning.
negooT [N
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4.4.1.15 Progress Mask

Use a progress mask to measure your data off in a bar from a preferred
direction.

loT Dataflow

CEE —— TR — T

To use a progress mask in the msg.payload = {
tstamp: Date(),
dashboard, make sure the data type dsaf:f new Date()
of a variable is set to numeric as value: 50, // the value range from 0 to
shown before sending to the iot 100
datasource node unit: “S”,  // the value unit
) stroke:”#FF0000” // the stroke color

}
5

return msg;

You can configure fields as shown below while selecting their data source.

Name: The title of the chart. Opacity: The value of the transparent level
of the mask. From 0 to 1, the more the
value is, the more opaque the mask is.

Show: Check to show the title on the Text Size: The size of the content.
dashboard.

Type: The direction the mask progresses Value Unit: Put the unit of measure here.
toward.

Stroke: The html color code for the mask.

ot
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4.4.1.16 SelectBox
Use a select box to send the selection in the drop-down list back to the
workspace of loT Studio for further data processing.
SelectBox
a | ==
B
¥
100,120 [}
loT Dataflow
selectbox ‘ L
You can configure fields as shown below while selecting their data source.
Name: The title of the chart. Title: The title on top of the chart.
Show: Check to show the title on the Options: Put selectable items here.
dashboard. Separated by commons if more than one
item.
Datasources: Assign one or multiple
data sources as the target nodes for data
reception. No message payload is required
to send to the iot datasource node for use
with the select box.
neqoT ... [M
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4.4.2 Factory
4.4.2.1 Blower
Use blower figures to make up your dashboard.
Blower 1 Blower 2
To use a blower in the dashboard, assign any data source in its Edit Chart.
In the Type drop-down menu, select your desired figure.
You can configure fields as shown below while selecting their data source.
Name: The title of the chart.
Show: Check to show the title on the dashboard.
4.4.2.2 Corner
Use corner figures to make up your dashboard.
Round Angle Round Angle Round Angle Round Angle
Left Top Left Bottom Right Top Right Bottom
Right Angle Right Angle Right Angle Right Angle
Left Top Left Bottom Right Top Right Bottom
To use a corner in the dashboard, assign any data source in its Edit Chart.
In the Type drop-down menu, select your desired figure.
You can configure fields as shown below while selecting their data source.
Name: The title of the chart.
Show: Check to show the title on the dashboard.
negooT [N
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4.4.2.3 Heater
Use heater figures to make up your dashboard.
Heater 1 Heater 2 Heater 3
To use a heater in the dashboard, assign any data source in its Edit Chart.
In the Type drop-down menu, select your desired figure.
You can configure fields as shown below while selecting their data source.
Name: The title of the chart.
Show: Check to show the title on the dashboard.
negooT [N
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4.4.2.4 Joint

Use joint figures to make up your dashboard.

A L

T "
Joint 1 Joint 2 Joint 3 Joint 4
Joint 5 Joint 6 Joint 7 Joint 8
Joint 9 Joint 10 Joint 11 Joint 12

To use a joint in the dashboard, assign any data source in its Edit Chart. In

the Type drop-down menu, select your desired figure.

You can configure fields as shown below while selecting their data source.
Name: The title of the chart.
Show: Check to show the title on the dashboard.

134
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4.4.2.5 Mixer
Use the mixer figure to make up your dashboard.

«-

To use a mixer in the dashboard, assign any data source in its Edit Chart.

You can configure fields as shown below while selecting their data source.

Name: The title of the chart.
Show: Check to show the title on the dashboard.

4.4.2.6 Motor
Use motor figures to make up your dashboard.

Motor 1 Motor 2

To use a motor in the dashboard, assign any data source in its Edit Chart.
In the Type drop-down menu, select your desired figure.

You can configure fields as shown below while selecting their data source.

Name: The title of the chart.
Show: Check to show the title on the dashboard.

ot
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4.4.2.7 Pump

Use the pump figure to make up your dashboard.

To use a pump in the dashboard, assign any data source in its Edit Chart.

You can configure fields as shown below while selecting their data source.
Name: The title of the chart.
Show: Check to show the title on the dashboard.

ot
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4.4.2.8 Reduction
Use reduction figures to make up your dashboard.

Reduction 11

Reduction 12

-_ _F e

- | T | Te—-—

Reduction 1 Reduction 2 Reduction 3 Reduction 4 Reduction 5

T — T —

Reduction 6 Reduction 7 Reduction 8 Reduction 9 Reduction 10
— —— ——

Reduction 13

Reduction 14

I

Reduction 15

k

Reduction 16

Al

Reduction 17

N

Reduction 18

To use a reduction in the dashboard, assign any data source in its Edit
Chart. In the Type drop-down menu, select your desired figure.

You can configure fields as shown below while selecting their data source.

Name: The title of the chart.
Show: Check to show the title on the dashboard.

137
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4.4.2.9 Tank
Use the tank figure to make up your dashboard.

To use a tank in the dashboard, assign any data source in its Edit Chart.

You can configure fields as shown below while selecting their data source.
Name: The title of the chart.
Show: Check to show the title on the dashboard.

ot
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4.4.2.10 Tube
Use tube figures to make up your dashboard.

Tube 1 Tube 2 Tube 3 Tube 4

To use a tube in the dashboard, assign any data source in its Edit Chart. In
the Type drop-down menu, select your desired figure.

You can configure fields as shown below while selecting their data source.

Name: The title of the chart.
Show: Check to show the title on the dashboard.

4.4.2.11 Valve
Use valve figures to make up your dashboard.

-

"
Valve 1 Valve 2 Valve 3

Valve 4 Valve 5 Valve 6

To use a valve in the dashboard, assign any data source in its Edit Chart. In
the Type drop-down menu, select your desired figure.

You can configure fields as shown below while selecting their data source.

Name: The title of the chart.
Show: Check to show the title on the dashboard.

Q10T
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EEE
4.4.3 Icon
4.4.3.1 Icon Class 1
Use icons to decorate your dashboard.
Icon 1 Icon 2 Icon 3 Icon 4 lcon 5 Ilcon 6 lcon 7
CO v ma ®
Icon 8 Ilcon 9 Icon 10 Icon 11 Icon 12 Icon 13 Ilcon 14
Qx| Q@) | Q) [l | L
Icon 15 Icon 16 Icon 17 Icon 18 Icon 19 Icon 20 Icon 21
Icon 22 Ilcon 23 Ilcon 24 Icon 25 Icon 26 Icon 27 Icon 28
i
@ v BE fdE &
Icon 29 Icon 30 Icon 31 Icon 32 Icon 33 Icon 34 Icon 35
(o]
gl ™R = =
Icon 36 Icon 37 Icon 38 Icon 39 Icon 40 Icon 41 Icon 42
Icon 43 Icon 44 Icon 45
To use an icon in the dashboard, assign any data source in its Edit Chart. In
the Type drop-down menu, select your desired figure.
You can configure fields as shown below while selecting their data source.
Name: The title of the chart.
Show: Check to show the title on the dashboard.
(NEQIoT
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4.4.3.2 Icon Class 2
Use icons to decorate your dashboard.

Icon 1 Icon 2 Icon 3 lcon 4

lcon 5 Icon 6 lcon 7 Icon 8
To use an icon in the dashboard, assign any data source in its Edit Chart. In
the Type drop-down menu, select your desired figure.
You can configure fields as shown below while selecting their data source.
Name: The title of the chart.
Show: Check to show the title on the dashboard.
4.4.3.3 Icon Class 3
Use icons to decorate your dashboard.

& ‘ ¢

Icon 1 Icon 2 Icon 3 lcon 4
To use an icon in the dashboard, assign any data source in its Edit Chart. In
the Type drop-down menu, select your desired figure.
You can configure fields as shown below while selecting their data source.
Name: The title of the chart.
Show: Check to show the title on the dashboard.

negooT [N
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4.4.3.4 Icon Class 4
Use icons to decorate your dashboard.

'\-‘I'f
-
-—
-

Icon 2

vy

LY *
- -
- -
- -

* b

N
L fah
LY

Icon 1 Icon 3 Ilcon 4 Ilcon 5

To use an icon in the dashboard, assign any data source in its Edit Chart. In
the Type drop-down menu, select your desired icon.

You can configure fields as shown below while selecting their data source.

Name: The title of the chart.
Show: Check to show the title on the dashboard.

4.4.4 Media
4.4.4.1 Digi-Clock

Use a digi-clock to present your data in time format.

To use a digi-clock in the dashboard,
make sure the payload structure is set
as shown on the right before sending
to the iot datasource node.

var dt = new Date();
var h = dt.getHours();
var m = dt.getMinutes();
msg.payload = {
tstamp: dt,
data: {
hH: parselnt(h/10),
hL: h % 10,
mH: parselnt(m/10),
mL: m % 10,
1
b

return msg;

You can configure fields as shown below while selecting their data source.

Name: The title of the chart.
Show: Check to show the title on the dashboard.

ot
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4.4.5 Meter
4.4.5.1 Gauge
Present data in a meter gauge to measure your data off in the range of 0 to
100.
B o p—
Gauge Round 1 Gauge Round 2 Gauge Round 3 Gauge Horizontal 1
To use a meter gauge in the msg.payload = { '
dashboard, make sure the data type ZS:fam{p new Date().getTime(),
of a variable is set to numeric as value: Math.floor(Math.random()*100)
shown before sending to the iot }
datasource node. &
return msg;
You can configure fields as shown below while selecting their data source.
Name: The title of the chart.
Show: Check to show the title on the dashboard.
fnEQMQOT
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4.4.6 NVD3
4.4.6.1 Bullet Chart
You can use a bullet chart to display sufficient information and save space
without useless and distracting decoration. The bullet chart features a
primary measure, compares that measure to one or more other measures
to enrich its meaning, and displays it in the context of qualitative ranges of
performance.
Revenue
US$§, in thousands
0 50 100 150 200 250 300
loT Dataflow
To use a bullet chart in the var value = Math.floor( Math.random()* 300);
. msg.payload = {
dashboard, in msg.payload, make tstamp: new Date() .getTime(),
sure that there are variables as shown  data:{
before sending to the iot datasource ﬁt::i":‘evenge"r e
. . subtitle:”USS, in thousands”,
node where title andl subtitle stand ranges:[150,225,300],
for leads accompanying the chart; measures:[value],
ranges and markers, for scales; markers:[250]
measures, for amount; and color, for ’ }
contrast. return msg;
You can configure fields as shown below while selecting their data source.
Name: The title of the chart.
Show: Check to show the title on the dashboard.
Text Color: The color code of the label strings.
neqoT ... [M
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4.4.6.2 Line/Area Chart

A Line/Area chart displays data as a series of points connected by line

segments. You can link multiple values to a line/area chart with multiple

lines. The presentation of each line is not coupling but independent from
each other. While selecting the values to link to the chart, you can tick Fill
area under graph to tint the area under the line.
ik | SN |
/ \ =gos |
F I
2 Uf — \
g \
057 \ 1
-1 - ! \_/ -
1514 151430 1515 15:15:30
Time
loT Dataflow
— line area chart
To use a line/area chart in the var data=10;
msg.payload = {

dashb.oard, rnalke sure the types tstamp: new Date().getTimel),

of variables inside data are set to data: {

numeric as shown before sending to datal : data,

. . data2:d
the iot datasource node. The x-axis | ataz : data
of the chart is fixed with timestamp.

return msg;

You can configure fields as shown below while selecting their data source.
Name: The title of the chart. X Axis Label: The X axis label string.
Show: Check to show the title on the Y Axis Label: The Y axis label string.
dashboard.

Request data between now and... : show Range Selector: To show / hide the
Select from 5 different periods: second(s) | bottom range selector.
ago, minute(s) ago, hour(s) ago, day(s)
ago, and month(s) ago.
Maximum number of datapoints (leave | Text Color: The color code of the label
blank for no limit): Set the max data strings.
number to keep in.
fnEQMQOT
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4.4.6.3 Bubble Plot

You can present data as a collection of points with variables to determine

the coordinates on the horizontal axis and the vertical axis, which is ideal for

static data in a fixed time frame but not ideal for chronic records.
@ New Maxico @ New Hampshire @ New Jersey @ Naw York
@ New Day @ New Kids
100.00 _ — 3
) il : r
: v &=
50.00 e (:)_\
]
v
0.00: — | é A T ?
0.00 ¥ £0.00 100.00
loT Dataflow
bubble plot 1 I
bubble plot 2 |
bubble plot 3

To use a NVD3 bubble plot in the var shapes = [‘thin-x’, ‘cross’, ‘triangle-up’, ‘tri-

. angle-down’, ‘diamond’, ‘square’];
dashboard, make sure data in the var valueA = Math.floor( Math.random() * 100 );
msg.payload is associated with two  var valueB = Math.floor( Math.random() * 100 );

. . . msg.payload = {

numeric variables contributed to the tstamp: new Date().getTime(),

coordinate and a value size between data: {

. X : valueA,

0 angl 1 as articles as shown before v values,

sending to the iot datasource node. size: Math.random(),

You can put different html color | shape: shapes[0]

codes for each labeled value for %

contrast. return msg;

You can configure fields as shown below while selecting their data source.
Name: The title of the chart. Y Axis Label: The Y axis label string.
Show: Check to show the title on the Y Axis Value Minimum: The Y axis value
dashboard. range minimum.

X Axis Label: The X axis label string. Y Axis Value Maximum: The Y axis value
range maximum.
X Axis Value Minimum: The X axis value | Maximum Data Quantity: The maximum
range minimum. data quantity in chart.
X Axis Value Maximum: The X axis value | Text Color: The color code of the label
range maximum. strings.
(noor o
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4.4.6.4 Stack Area Chart

Use the stack area chart to present cumulated totals with numbers or

percentages for showing trends among related attributes over time.

@sStacked QStream QExpanded @ Stacked Area 1 Stacked Area 2
@ Stacked Area 3 Stacked Arza 4
@ Stacked Area § Stacked Area §
@ Stacked Area 7
123.12
100.00
80.00 -
: 7
fu 50.00 L/
4000 a8 -
0.00
06/30/2002 11/09/2004 01/11/2008 04/30/2012
Data
loT Dataflow
ENEERL — TI —  swocomenom | |

To use a stack area chart in the var data = [[ 1025409600000,

dashboard. inside d c 23.041422681023],
ashboard, inside data, make sure [ 1028088000000, 19.854291255832],

the first variable acts as the x-axis [ 1030766400000, 21.02286281168]];

and stored with time stamp, while msg.payload = {

the second variable, the y-axis, is set tstamp: msg.payload,

. data: dat

to a numeric value as shown before }-a a: data

sending to the iot datasource node. return msg;

You can configure fields as shown below while selecting their data source.
Name: The title of the chart. Y Axis Label: The Y axis label string.
Show: Check to show the title on the Text Color: The html color code for the
dashboard. text.

X Axis Label: The X axis label string.
AIOT -
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4.4.6.5 Bar
You can present data in rectangular bars vertically with the lengths analogous
to the values and choices to line up with multiple data sources. Click on the
circle before Grouped or Stacked for your desired presentation.
T @Grouped  OStacked  @NVD3 Barl NVD3Bar2  @NVD3 Bar3 ey OGrouped @Stacked  @NVD3 Bart NVD3 Bar2 @NVD3EBar3
i 0 . :
490 i ‘5 : 720 i 5 E
loT Dataflow
O GE - -
To use a bar in the dashboard, make  varvalueA = Math.floor( Math.random() * 100
. . ) - 50;
sure data includes at least a numeric var valueB = Math.floor( Math.random() * 100
variable or is labeled for each value ) - 50;
. var valueC = Math.floor( Math.random() * 100
as shown before sending to the )- 50;
iot datasource node. You can put msg.payload = {
- tstamp: Date().getTi
different html color codes for each dsafarT’[p new Date().getTime),
labeled value for contrast. { label: “A”, value : valueA },
{label: “B”, value : valueB },
{ label: “C”, value : valueC }
]
I
return msg;
You can configure fields as shown below while selecting their data source.
Name: The title of the chart. Max: The maximum value available on Y
axis.
Show: Check to show the title on the Ticks: The density of the scale on Y axis.
dashboard.
X Axis Label: The X axis label string. Format: The string format of Y axis.
Y Axis Label: The Y axis label string. Group Spacing: The spaces between each
column groups.
Min: The minimum value available on Y Text Color: The color code of the label
axis. strings.
QI0T =.
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e Note:
\ This function is used to format the number showed on Y axis. It takes
. a number as the only argument, and returns a string representing the
formatted result. The following is the general form of a specifier:

[[All]align][sign][symbol][@][width][,][.precision][type]

fill Any character

Fill the character in the blank and align the result according
to the following indicator:

e “>"-right alignment (Default behavior).
e "="-center alignment

[[fill]align] e “<"-left alignment

align
Example:
d3.format(“*=8")(1); /)" ****wxxqn

d3.format(” *A8")(1); /" *xHxxHxxr
d3.format(" *<8")(1); /)" 1 xFxHFxFx"

e "+" —Iltis used for both positive and negative numbers.
[sign] e "-" —1tis used only for negative numbers. (Default behavior).
e " "(space) — A space for zero or positive and a minus sign for negative.

e "$" (currency) — A currency symbol should be prefixed (or suffixed)
per your locale.

Example:

d3.format(”$,”)(1250); //"$1,250"
d3.format(”$,.2f")(1250);  //"$1,250.00"

[symbol]

e "#" (base) — For binary, octal, or hexadecimal output, prefix by
“0Ob”, 00", or "0Ox", respectively.

Example:
d3.format("#0b")(125); /"0b1111101"

d3.format("#00")(125); //"00175"
d3.format("#0x")(125); //"0x7d"

If the width parameter is prepended with a 0, then zeros will be added
in front of the string.

[e] Example:
d3.format("08")(1234); //"00001234"
d3.format(”08.21")(123.456);, //"00123.46"

To specify a minimum width that the output string of the formatter
needs to have.

[width] Example:

d3.format(“8")(1); " 1"
d3.format(”8, 2f")(1); /" 1.00"
d3.format(”"8g"”)(1e6); //" 1000000"

1
Il

i

ot
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The comma (“,"”) option enables the use of a comma for a thousand
separator.

Example:
d3.format("$,")(1250); /"$1,250"
d3.format(”$,.2f")(1250); //"$1,250.00"

[.precision]

The precision indicates how many digits should be displayed after the
decimal point for a value formatted with types “f” and “%", or before

and after the decimal point for a value formatted with types “g”, “r
and Ilpll.

[type]

e "e" — Exponent notation. Print the number in scientific notation
using letter ‘e’ to indicate the exponent.

e "f" — Fixed point notation. Displays the number as a fixed-point
number.

"o

e "g"” — Round to the significant digits.

Example:
d3.format(”.4g"”)(3.14159); //"3.142"
d3.format(”.4f")(3.14159); //"3.1416"

e “s” — Decimal notation with an Sl prefix, rounded to significant
digits.

Example:
d3.format(”s”)(10000); //“10k"
d3.format(”5s")(10000); //" 10k”
d3.format(”.5s")(0.0001); //"100.00p"

e "%" — Multiplies the number by 100 and displays it in fixed (‘f)
format, followed by a percent sign.

Example:
d3.format(” % ")(0.1234); //"12%"
d3.format(".2% ")(0.1234); //"12.34%"

e "p” — Multiplies the number by 100 and displays it in fixed ('r’)
format, followed by a percent sign.

e "b” — QOutputs the number in base 2.

e "0" — Qutputs the number in base 8.

e "d” — QOutputs the number in string format and ignore any non-
integer values.

e X" — Qutputs the number in base 16, using lower-case letters for
digits above 9.

e X" — Outputs the number in base 16, using upper-case letters for
digits above 9.

e "c"— Converts the integer to the corresponding unicode character
before printing.

ot
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HEE

4.4.6.6 Bar Horizontal

You can present data in rectangular bars horizontally with the lengths

analogous to the values and choices to pile up multiple data sources. Click

on the circle before Grouped or Stacked for your desired presentation.
@Grouped O Stacked @ Horizontal Bar 1 OGrouped @ Stacked @ Horizontal Bar 1
Horizontal Bar 2 Horizontal Bar 2
@ Horizontal Bar3 @ Horizontal Bar 3
A 17.00 A —
@ J 47.00 g
s 11.00 =
B — 3780 B i
-16.00
20 . L
? -21.00 o
46700 F7.00 -64.00 -50.00 50.00 64.00
' — 5 Group
loT Dataflow
1\::—:: bar horizontal_1 | D
:: - barhorizontal 2 | |
To use a horizontal bar in the var valueA = Math.floor( (Math.random()-0.5) *
. 100);

dashboard, make sure data includes var valueB = Math.floor( (Math.random()-0.5) *

a group with at least a numeric 100);

. . var valueC = Math.floor( (Math.random()-0.5) *
variable or is labeled for each value  j45).

as shown before sending to the msg.payload = {

. tst : Date().getTi .

iot datasource node. You can put dsa::F new Date().getTime()

different html color codes for each color: “rgh(31,119,180)",

group: [
labeled value for contrast. {label: “A” value : valueA ),
{label: “B”, value : valueB },
{label: “C”, value : valueC }
]
}
b
return msg;

You can configure fields as shown below while selecting their data source.
Name: The title of the chart. Y Axis Label: The Y axis label string.
Show: Check to show the title on the Text Color: The color code of the label
dashboard. strings.

X Axis Label: The X axis label string.
AI0T -
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4.4.6.7 Cumulative Line

Use the cumulative line chart when you have one important grouping
representing a chronic set of data and one value to show over time.

@ Re-scale y-axis @Series1  @Series2 @Series3 @ Series 4
150.0%
140.0% //'}/’\
120.0% NA\
i M LA L
Aol | AINTY/
= 80.0% JaN i /
VAAR N [\
& 6000 AN .
3 A W AL
]
£ 400% . -
2 s
B 200% ﬂ x\ [
o
0.0% A s D ? <
oF T v s, N
-20.0%
-40.0%
-60.0%
08/31/2002 11/09/2004 06/11/2006 01/1/2008 08/11/2009 02/29/2012

DateTime

loT Dataflow

()] mesampv t—  cumuamenet | |
:.—' | cumulative line 2 | o
. — cumuiativeline 3 | =8

To use a cumulative line in the var value = Math.floor((Math.random()-0.5) *
o 100);
dashboard, inside data, make sure e e = e B aeTinely
the first variable acts as the x-axis, msg.payload = {
. . . tstamp: now,
and stored with time stamp, while data:[[now, value]]

the second variable, the y-axis, is set %

to a numeric value as shown before "™ M€
sending to the iot datasource node.

You can set every first variable to the

same time stamp in order to compare

values of the second variables from

various data sources.

You can configure fields as shown below while selecting their data sources.

Name: The title of the chart. Y Axis Label: The Y axis label string.
Show: Check to show the title on the Y Axis Value Range: The Y axis value
dashboard. range from the least to the most.

Text Color: The color code of the label Maximum Data Quantity: The maximum
strings. data quantity in chart.

X Axis Label: The X axis label string.

ot
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HEE
4.4.6.8 Discrete Bar
Use the discrete bar to present categorical data visually and qualitatively.
5[}..{] -31.']']
400
41,00
200
-29.00
E:
® 00
& 26,00
200
-400
s0.0l 1400
A cC E
B D
Category
loT Dataflow
To use a discrete bar in the function getRandValue(offset, max) {
. return Math.floor((Math.random()-offset) *
dashboard, make sure data includes ..). ( U )
at least a numeric value or is labeled '}
msg.payload = {
for grouped values as shown before tstamp: new Date().getTime(),
sending to the iot datasource node.  data:
; [
You can put different html color {label: “A” value : getRandValue(0.5, 100) ],
codes for each labeled value for { label: “B”, value : getRandValue(0.5, 100) },
{ label: “C”, value : getRandValue(0.5, 100) },
contrast. {label: “D”, value : getRandValue(0.5, 100) },
{ label: “E”, value : getRandValue(0.5, 100) },
]
b
return msg;
You can configure fields as shown below while selecting their data sources.
Name: The title of the chart. Y Axis Label: The Y axis label string.
Show: Check to show the title on the Text Color: The html color code for the
dashboard. text.
X Axis Label: The X axis label string. Y Axis Value Range: The Y axis value
range from the least to the most.
neqoT ... [M
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4.4.6.9 Simple Line

A simple line displays data connected by non-linear segments. The
presentation of each line is not coupling but independent from each other.

@Line Sin Ling Cos
100.00
80.00 /\
60.00 \
40.00 \
20.00 JII/ \
E 0.00 \ / \
3 \ \
-20.00
-40.00 \ /
-50.00 \ / \
-80.00 / \
-100.00 \/ \
66 70 B0 ag a5
Time (s}
loT Dataflow
To use a simple line in the dashboard, if (context.i === undefined) context.i=0;

make sure data is set to a pair of
numeric values as shown before
sending to the iot datasource node.
The first variable acts as the x-axis,
while the second variable acts as the
y-axis.

msg.payload = {
tstamp: new Date().getTime(),
data: [
{ x: context.i, y: Math.sin(context.i*6)*100 }
]
b
context.i++;
return msg;

You can configure fields as shown below while selecting their data sources.

Name: The title of the chart.

Y Axis Format: The format of the Y axis
label string.

Show: Check to show the title on the
dashboard.

Y Axis Value Range: The Y axis value
range from the least to the most.

X Axis Label: The X axis label string.

Text Color: The html color code for the
text.

Y Axis Label: The Y axis label string.

Maximum Data Quantity: The maximum
data quantity in chart.

X Axis Format: The format of the X axis
label string.

154
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4.4.6.10 Line Chart with Finder
A line chart with view finder displays data as a chronic set of data points
connected by line segments and lets you check a certain period of the
presentation by dragging your mouse on the chart. The presentation of
each line is not coupling but independent from each other.
@®LVF5 LVFE @LVFT
454 n
400 i:' "II
350 I;I I'l A
i | '.I '”l
i
3 250 — il
% o0 I:I l', / v l
150 —+—1 I' / 1
.'”l [ ], / \
1001— — L -
0.50 ,’ " ;-“J \ / \
0.10 ,.‘J v \ ’Td,"__pw-a—.h—-.ﬂ_-'&—BM
1] 50 99
454 N\ Tima (s)
u,wL/“' - - T ﬂ
1] 50 a9

loT Dataflow

To use a line chart with view finder in  var data = [{*x":0,"y":0.17743331247475}
. A“x”:1,"y”:0.12145424904301763},{“X":2,

the dashbogrd, mal.<e sure data is set "70.13435301356948914)]

to a numeric value in msg.payload  var now = new Date().getTime();

as shown before sending to the iot ~ msg-payload ={

. tstamp: now,

dgtasqurce node. Inside da.ta, thg data: data

first variable acts as the x-axis, while 1},

the second variable acts as the y-axis. return msg;

You can configure fields as shown below while selecting their data sources.
Name: The title of the chart. Y Axis Label: The Y axis label string.
Show: Check to show the title on the Text Color: The html color code for the
dashboard. text.

X Axis Label: The X axis label string.
neqoT ... [M
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4.4.6.11 Pie

Showing data in a circle divided into slices to illustrate numerical proportion.
Typically, only one value will link to the chart.

® [ J

loT Dataflow

Oy 1

To use a pie in the dashboard, make
sure data includes at least a numeric
value or is labeled for grouped values
in msg.payload as shown before
sending to the iot datasource node.
You can put different html color
codes for each labeled value for
contrast.

@ &
pie L

function getRandValue(offset, max) {
return Math.floor((Math.random()-offset) *
max );
}
msg.payload = {
tstamp: new Date().getTime(),
data:
[
{ label: “A”, value : getRandValue(0.5, 100) },
{ label: “B”, value : getRandValue(0.5, 100) },
{ label: “C”, value : getRandValue(0.5, 100) }
]
I3

return msg;

You can configure fields as shown below while selecting their data sources.

Name: The title of the chart.

Donut: Check to set the chart to the donut
chart.

Show: Check to show the title on the
dashboard.

Donut Ratio: The width of the donut. The
bigger the value is, the lesser the area of
the donut is.

Text Color: The color code of the texts on
each proportional area.

Hide Upper Legend Bar: Check to hide
the legend.

Label Type: Select Key, Value or Percentage
as the label for each proportional area.

Colors: The color code of each
proportional area. Separated by commons.

Hide Pie Label: Check to hide the labels
on each proportional area.

156
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4.5 Set Up loT Studio with Modbus RTU Climate Sensors

Items to prepare:

1. A set of Modbus RTU temperature and humidity sensors.

2. A set of NexAloT gateway device.

3. Required cables such as the power cable and the serial cable.

Prerequisite:
Every item above is well connected and turned on.

4.5.1 Plan your flow

Steps

1. Log onto your device’s IP address for the IoT Studio page.

2. Add and connect 1 inject node, 1 modbus rtu node, 1 function node,
and 2 loT Datasource nodes to the workspace as shown.

{ loT Datasource L)
- - T :

loT Datasource

3. Double click the inject node, select

, and then click Ok.

4. Double click the modbus rtu node, and click

Click to select a port connected to your sensor.

In Settings, adjust each value according to the specification of your
Baud Rate Data Bits  Parity Stop Bits

sensor such as %% E‘ i’ E‘ Pma E‘ 1 E‘

Click Update.
Make sure you have an FC input that looks like

, and then click Ok.

5. Double click the function node.

Copy and paste the codes below into the Function field.
msg.payload.temp=msg.payload.sensor.results[0]/100;
msg.payload.humi=msg.payload.sensor.results[1]/100;
msg.payload.timestamp=new Date().getTime();

return msg;

Click Ok.

ot
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6. Double click an loT Datasource node.

Fill temp in the Name field.
Fill timestamp in Timestamp Field.
Fill temp in Data Field.
Click Ok.
% Name temp
[l Disable subcomponent discovery
Timestamp Field
msg.payload. timestamp
Data Field

msg.payload. temp

Double click the other loT Datasource node, and repeat the steps above

but fill humi in both the Name field and Data Field.

¥ Name humi
[[] Disable subcomponent discovery
Timestamp Field
msg.payload. timestamp
Data Field

msg.payload. humi

*Both of the names in the Name field will apply to dashboard configuration.

7. Click Deploy on the top right, and your flow should start running.

ot
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[ ] [
4.5.2 Configure Your Dashboard
Steps
1. Log onto your device’s IP address/dash for the dashboard page.
2. Click Eal IS EEIaeEteel on the top right of the page.
Cancel
3. Fill Sensor in the Name field. Click Done.
4. Click FEEEIEERE on the top right of the page. Fill temp in
the Name field.
Name
Select Gauge from the Plugin drop-down menu. Select +temp in
Datasources. Click Done and you should see the chart that reflects with
your datasource.
[ NEXAIOT -
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[ [ [ ]

5. Repeat step 4 but fill humi in the Name field. Select +humi in

Datasources.

Name

Plugin

Datasources
Click Done and you should see another chart that reflects with your
datasource.

6. Click HaSENENNSNRSRETN on the top right of the page. Fill Compare
in the Name field. Select Line/Area Chart from the Plugin drop-down
menu. Select both of the names in Datasources.

Name
neqoT ... [M
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[ ] [
Click Done and you should see the chart that reflects with both of your
datasources.
= =
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APPENDIX A: CREATE A VIRTUAL MIACHINE FOR
loT Stubpio IN GooGLE CLouD

1. Log in to Google Cloud.
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3. Click CREATE INSTANCE at the top of the page.

Platform & My st Project =

ﬁ} Compute Engine Vil instances 1 & WAEORT Via 3 miFmEEH

B iy RS e gty 1 e IIeS Comtale SwRste) [ T PACTe e Scttion (1 vEPU 3 Gl aemery] e

b bt rode W e - 28 Craation 1 e e ] i by e el ] 1

g o © inivilipln ¥ -

[

Google Cloud Platform &= My First Project =

L eate 2 Wh e Nams
tsudo
New V Slanc: Regivn Zooe
a . e l;?lf‘UZ‘ A b it (Oregon) = utweitld = You have NT39.272.00 frée trial credis remaining
Create a single VM instance from scratch
Machine trpe
New VM instance from template el ot
Crexta s Lagie VM inttancs feom 14CPU - 1 G mamany i
ST Lpgrace your Sccour 1o create INTIENCEs with ug ta 56 core: Thewnt Estimated costs
W Marketplace
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2V g T Daoiny a contaings image 15 Bnis VM instance Learn more
. 344m
rechinad Total 519.62/moth
B New 1008 standard persstent ciak
Image Coenpute Engine pricing 15

Dedian GNU/LInUY 9 (stréteh) Change
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5. Choose Custom under Machine type and set Cores to 2 vCPU and
Memory to 8GB.

Note: Please set at least 2 vCPU cores and 4GB memory. It's recommended
to use 2 vCPU cores and 8GB memory. The speed of git clone and data
deployment depends on the specifications of the VM and Internet
environment.

Name
test
Region Zone
us-centrall (lowa) - us-centrall-a -

Machine configuration
Machine family
General-purpose = Memory-optimized
ﬁ"m' workloads, optimized for cost and fiexibility
Generation

First kod

Powered by Skylake CPU platform or one of its predecessors

Machine type

Custom et

Cores

2 2  VCPU | 1-96

Memory

Extend memory

CPU platform and GPU

Container
Deploy a container image to this VM instance. Learn more

Boot disk

| —N  Mew 10 GB standard persistent disk
~ |

mage

ot
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6. Click Change to set up OS and disk.

Google Cloud Platform & My First Project w Q -

€& Create an instance

To create a VI instance, select one of the options: Name
iotstudio
New VM instance Region Zohe -
Create a single VM instance from scratch ’ EMERT] (EXEOi) T bEWESED = &
Wit $19.62 monthly esi

Customize to select cores, memory and GPUs

i That's about $0.02°
New VM instance from template hat's about $0.02

2 Pay for what you ut
Create a single VM instance from 1vCPU - 1 GB memory Customize
an existing template

Upgrade your account to create instances with up to 96 cores Item
1vCPU + 1 GB mer
¥ Marketplace
Deploy a ready-to-go solution anto E Container — s 10608 standend pat
a VM instance Deploy a container image to this VM instance. Learn more
d i Sustained use disc
Boot disk Total
ik New 10 GB standard persistent disk
(6\. Image Compute Engine pr
— Debian GNU/Linux 9 (stretch) Change
Less

Identity and APl access
Service account
Compute Engine default service account -

Access scopes

® Allow default access
Allow full access to all Cloud APIs
Set access for each API

7. Select Ubuntu 18.04 TLS as OS image. Choose SSD persistent disk
under Boot disk type and set disk size as 10 GB. Then, click Select.

Boot disk
slect an image or na ate s or attach an suisting
05 images dop apes  Custo " Ex

e 05 alpha 2121.0
Coreds b

107.1.0

Cerals stabl

le 207930

amideussr ot

Can't find what you're looking for? Explore hundreds of VM sciuticna in Mark

2 oot skt Size (GE)
| 550 persistent disk =] 1
Cancel
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HEE

8. Click Management, security, disks, networking, sole tenancy.

Google Cl

Platform My First Project «

& Create an instance

Region Zone
To create a VM instance, select one of the options: us-east] (South Carolina) = us-eastl-b - You
$19.€

Machine type

q Z i —-— e i -
New VM instance Customize to select cores, memoary and GPUS. That:
Create a single VM instance from scratch 1vCPU = 1 6B memory i Pay fi
De

Upgrade your account to create instances with up o 96 cores
New VM instance from template

Create a single VM instance from
an existing template Container
Deploy a container image to this VM instance. Learn more

I

Marketplace Boot disk

Deploy a ready-to-go solution onto = 5 3
pum— New 10 GB standard persistent disk

a VM instance h P

Image

Ubuntu 18.04 LTS Change

Identity and APl access

Service account
Compute Engine default service account -

ACCess scopes

® Allow default access
Allow full access to all Cloud APls
Set access for each API

Firewall

Add tags and firewall rules to allow specific network traffic from the Internet
Allow HTTP traffic

] Allow HTTPS traffic

| Management, security, disks, networking, sole tenancy

Your free trial credit will be used for this VM instance. GCP Free Tier [

cance

Equivalent REST or command line

ot
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HEN
9. In this step, we need to generate a key pair for the VM'’s SSH secure
connection by using the puttygen application.
i. Open PuTTYgen, which you can download at:
https:/puttygen.com/download.php?val=46
B2 PUTTY Key Generatar ? X
File Key Conversions Help
Key
Mo key.
Actions
Generate a public/private key pair
Load an existing private key file Loas:l
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
(®) RSA O DSA (O ECDSA () ED25519 () 55H-1(RSA)
MNumber of bits in a generated key:
ii. Choose RSA under Type of key to generate and type 2048 in the
Number of bits in a generated key’s text box. Then, click Generate.
EP PUTTY Key Generatar ? X
File Key Conversions Help
Key
Mo key.
Actions
Generate a public/private key pair 3.
Load an existing private key file Loas:l
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
1.JorsA | (@): OFEcDSA  (OED25519  (OS5H- (RSA)
MNumber of bits in a generated key: 2_
QI0T =.
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iii. Move the mouse randomly in the red box until the progress is complete.

g PUTTY Key Generator

File Key Conversions Help

? X

Key

Flease generate some randomness by moving the mouse over the blank area.

Actions

Generate a public/private key pair
Load an existing private key file
Save the generated key

Parameters

Type of key to generate:
RSA DSA ECDSA

MNumber of bits in a generated key:

(Generate
Load

Save public key Save private key

ED25519 55H-1 {R5A)

2048

iv. You need to modify the Key comment (do not use any special symbols)
as a remark for your public key. It will affect the composition of the key
and will also be used as the username to access the VM through SSH.

g PuTTY Key Generator
File Key Conversions Help

Key

? X

Public key for pasting into OpenS5H authorized_keys file:

sshsa AAAABINzaC lycZEAAAABJQAAAGEAS/BNPTDKTUCH A
+tgOvONzFEcEuBxoJKBbYIBY 2EBrGIUTIBTLCCYBWPb04g5A
+wJpOpdHyVAbfalmND D Wil SGNGwC EMBW 1ragVCMYb Diefg 1ryLzwu Piqui
+1cRnmweQ 11ULLE14bx 8ICEELop NAEMdnpsFILE S 5/n2mZ Wy MMLnUCZ5nIQWdng
m3uAW 134DJIW Srag| v

Key fingerprint: | sshsa 2048 c1:25:dc:c4:3%:ca:11h0:4bb5:08:ac 68:a9:6dfc |

Key comment: I iotstudio I
Key passphraze;

Confirm passphrase: | |

Actions
Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(@ RSA () DsA (O ECDSA () ED25519 (C)55H-1(RSA)

MNumber of bits in a generated key:

ot
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v. Save the private key, which will be used in loT Studio’s One Click
Configuration. Do not close PuTTYgen.

E® PuTTY Key Generator T X
File Key Conversions Help

Key
Public key for pasting into OpenS5H authorized_keys file:

sshsa AAAABINzaC 1ycZEAAAABIOAAAGEAS/BNPTDKTUCH A
ONzFEcEuBxoJ KBb Y16 2EBrGIUTJBTLCCYBWPb04g5A,|
dHyVAbfalmMND Dx Wil SGNGwCEMBW 1ragVC Mb Difq 1rVLzwuPiqui
1cRnmweQ11ULLE 1 4bxBICEELgpNAEMdnps FSLE S 5/n2mZWyMMLn UC 290 I3 Wdng
JuAW134DJIWSrAg v
Key fingerprint: | sshisa 2048 ¢1:25:dc:c4:39:ca: 11 bl:4b b 5:08:ac:68:a9:6d fc |
Key comment: |iot5t|.|dio |
Key passphrase: | |
Confirm passphrase: | |
Actions
Generate a public/private key pair . -G_enaate
Load an existing private key file Load
Save the generated key Save DI:Ib|‘iC ke_v . .Sa.vepriv-a"te key
Parameters
Type of key to generate:
(®) RSA (O DsA (O ECDSA (O ED25519 (O55H-1 (RSA)

MNumber of bits in a generated key:

vi. Copy the public key as shown in the red box below.

5’ PuTTY Key Generator 7 >
File Key Conversions Help

AAAABINZaC Tye 2 EAMAABJGAANG
oY F Ttdw KD IWBGUWNa6 75A3hum
2aWOnZmGMNo W3 VVESISCId4Hh 2P

KJd 2CZF T 7ttt SebWud sl Xaex Tamt DuXdiCt
BZ5BGFTCTPIECGEN
QBMiUgK4CFaXhLVoiFp 1 EcnXv6300

352

ey fingerprint : | ssh+sa
Key comment: |i0tstudio |
Key passphrase: | |

Confirm passphraze: | |

Actions

Generate a public/private key pair | Generate
Load an existing private key file [ Load

Save the generated key Save pL.]t;H-C key .Sa\repriuate k-ey
Parameters

Type of key to generate:

(®) RSA () DSA () ECDSA (O ED25519 () SSH-1(RSA)

Mumber of bits in a generated key:

ot
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HEE

10. Return to the browser. Choose Security and paste the public key into
the marked box.

Google Cloud Platform S My First Project «

& Create aninstance

Access scopes
To create a VM instance, select one of the options ® Allow default access

Allow full access to all Cloud APls
Set access for each API

New VM instance

>
Create & single VM instance from scratch
Firewall
Add tags and firewall rules to allow specific network traffic from the Internet
New VM instance from template Allow HTTP traffic
Allow HTTPS traffic
Create a single VM instance from
an existing temiplate, Management Disks Sole Tenancy
Shielded VM
! Marketplace Select a shielded image to use shielded VM features.
= iy
Deploy STeaditsg0 solUtion onto = TJm__-r all s_ezlm-,sj-m the most secure configuration.

a VM instance um _— ; e

SSH Keys
These keys all
Learn more

cess only to this instance, unlike project-wide SSH keys

Block project-wide SSH keys
Vinen checked, project-wide SSH keys cannot access this instance Learn more

2 TyqUtZ/ IS+ HM1TNMThhHQATUX2579Prok9871zx15
oldF nAzOCKSrzkz7MMpcNzQT thedTodWBWEMIn
MecBhSZZUQbwGKEmr IGKVXALDYUNYjbTOncBahjgaR

SQATEST Cy tNwBs1bRATWZHKK CAgnu/ rmpsZsTv+oivs | X
/ZMKr jEATCQESCHORRBY Tugi 5TadBRREKME3TVKIO
XLmgs JTE+4Egoic IP4NHGEHN1CFwgTGSK7xM)
=+ Add item
Less

Your free trial credit will be used for this VM instance. GCP Free Tier [7

Cancel

Equivalent REST or command line

ot
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11. Check both HTTP and HTTPS boxes in the Firewall section and click
Create below.

&«

Google Cloud Platform

Create an instance

To create a VM instance, select one of the options:

%

New VM instance

Create a single VM instance from scratch

New VM instance from template

Create a single VM instance from
an existing template

Marketplace

Deploy a ready-te-go selution onte
a VM instance

My First Project + Q o

Upgrade your account to create instances with up to 96 cores

Container
Depley a container image to this VM instance. Learn more
>
Boot disk
——  New 10 GB SSD persistent disk
Image
=/ | Ubuntu18.041TS Change
Identity and APl access
E Service account
Compute Engine default service account -

Access scopes

@ Allow default access
Allow full access to all Cloud APIs
Set access for each API

Firewall
Add tags and

all rules to allow specific network traffic from the Internet
v Allow HTTP traffic
M Allow HTTPS traffic

¥ Management, security, disks, networking, sole tenancy

Your free trial credit will be used for this VM instance. GCP Free Tier [7

Cancel

Equivalent REST or command line

12. The VM has now been created.

Google Cloud Platform

Compute Engine VM instances QcreatEinsTaNcE % O s

VM instances

= Columns =
Instance groups

Name = Zone Creation time Intemnal 1P Extemal IP Connect
Instance templates

& iotstudio swestl-h  May7,2019, 7122357 PM 1013802 (nic) 348320578700 SSH ~ H
Sale tenant nodes
Disks

ot
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13. Click the triple bar icon = and select VPC network -> Firewall rules.

Google Cloud Platform
i
# Home
¥ Pinsappearhere @ X
€ sa
e Spanner
$#  Memorystore
ma  Filestore
NETWORKING
»
| n NG haor | VPC networks
& Metwork services > External IP addresses
4} Hybrid Connectivity >
Routes
2 Network Service Tiers NPT
©  Network Security > SharedVPC
Serverless VPC access
STACKDRIVER

24 Monitoring

14. Click CREATE FIREWALL RULE.

Google Cloud Platform

I} vPC network Firewall rules CREATEFIREWALLRULE | (X REFRESH @ DELETE
&  VPCnetworks Firewall rules control incoming or outgeing traffic to an instance. By defuult,
Incoming traffic from outside your network is blocked. Learn more
5  External IP addresses Note: App Engine firewalls are managed here
EE  Firewall rules
= Filter . @  Columr
3  Routes
Name Type Targets Filters Protocols / ports. Action Priority N
4 VPCnetwork peering default-allon Ingress  hitp- IPranges: 0.000/0  topA0 Allow 1000 defz
hitp server
Pd  Shared VPC
defauit-allow- Ingress  hitps- IPrangss: 0.0.0.0/0  1cpd43 Allow 1000 defs
hitps server
3 Serveriess VPC access
default-allow- Ingress  Apply to 1P ranges: 0.0.0.0/0 lemp Allowe 65534 defe
lemp all
default-allow- Ingresa  Apply to 1P ranges: tepi0-6553% Allow 63534 defi
Intermal all 10,128.0.0/9 udp0-65535
lemp
default-allowrdp Ingress  Apply to 1P ranges: 0.0.0.0/0 tep33sg Allow 65534 defe
all
default-allowssh  Ingress  Apply to IF ranges: 0.0.0.0/0 tep.22 Allow B5534 defi

all

ot
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15. Name the firewall rule, choose Ingress under Direction of traffic,
select All instances in the network under the Targets drop-down
menu and type 0.0.0.0/0 under Source IP ranges. Under Protocols
and ports, select the second option, check the tcp box and enter 1880
and 48487. (loT Studio uses the 1880 port, while One-Click Agent uses
the 48487 port.)

Lastly, click Create.

Google Cloud Platform

& My First Project «

T

.,
£

¢ X &

VPC network

VPC networks
External IP addresses
Firewall rules

Routes

VPC network peering
Shared VPC

Serverless VPC access

& Create a firewall rule

Firewall rules control incoming or outgoing traffic to an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Name

ocdHin i 3

Description (Optionz

Logs
Turning on firewall logs can generate a large number of logs which can increase costs in
Stackdriver. Learn more
On
e Off

Network
default -

Priority
Priority can be 0 - 65535 Check priority of other firewall rules

1000

Direction of traffic
® Ingress 2

Egress

Action on match
@ Allow
Deny

Targets

All instances in the network 3. -

Source filter

IP ranges -

Source IP ranges

0.0.0.0/0 €

Second source filter

None -

Protocols and ports
Allow all

@ Specified protocols and ports

v tep: 1880,48487

udp:

Other protocols

Disable rule

6.

Cance'

ot
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16. Repeat the last two steps, but choose Egress under Direction of traffic.

= Google Cloud Platform

2* My First Project

u VPC network

Google Cloud Platform

Firewall rules

CREATE FIREWALL RULE * REFRESH

o* My First Project

VPC network

VPC networks

Y External IP addresses

Firewall rules
X!  Routes
op VPC network peering
b Shared VPC
g% Serverless VPC access

& Create a firewall rule

Firewall rules control incoming or outgoing traffic to an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Name

ocd-out 1

Description (Optional)

Logs
Turning on firewall logs can generate a large number of logs which can increase costs in
Stackdriver. Learn more
On
@ Off

Network
default -

Priority
Priority can be 0 - 65535 Check priority of other firewall rules
1000

Direction of traffic
Ingress 7
® Egress .

Action on match
@ Allow
Deny

Targets

All instances in the network 3. -

Source filter

IP ranges -
Source IP ranges
4.
0.0.0.0/0
Second source filter
None -

Protocols and ports

@ Specified protocols and ports
v tep:

1880,48487

udp :

Other pratocols

* Disable rule
6.

Cancel

ot
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17. You'll see the results below.

Google Cloud Platform 3+ My First Project =

G W

ho|

-

B

VPC network Firewall rules CREATE FIREWALL RULE C REFRESH
WPC networks Firew e, By default
Extemal IP addresses Note:
Firawall rules
3 Columns =
Routes
Name Type Tangets Filters Pratocols / parts Action Priceity Netwark ~
VPC network peering l Itstudis-port-cut Egress  Applytoall 1P rar tep: 18008983 Al 100 default |
Shared VPC default-allow-hig Ingress  htip-server 1P ranges: 0,0.0,0/0 T Allow 100 default
default-allowhtips Allow 1000 default
Serverlegs VPC access
| ianstudio-port Allow 1000 default l
default-aliew-iemp Allew 65534 default
default-allow-nternal Allew 65534 default
default-allow-rdp Ingress  Applytoall 1P ranges: 0.0.0,0/0 3389 Allows detault
default-allow-ssh Ingress  Applytaall 1P ranges: 0.0.0.0/0 tepi22 Allew detault

18. Return to the NexAloT One Click Deploy user menu to continue the
settings.

ot
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APPENDIX B: CREATE A VIRTUAL MIACHINE FOR
loT Stubio IN Azure CLouD

Q10T

Microsoft Azure

+ Create a resource

# Home

[E Dashboard

1= all services
FAVORITES

[#] Resource groups

All resources

Microsoft Azure

+ Create 2 resource

# Home

[E pashboard

‘= All services
FAVORITES

[@] Rresource groups
All resources

'_:} Recent

'S App Services

"'.‘ Virtual machines {classic)

I_J Virtual machines

SQL databases

&) Cloud services (classic)

B Security Center
Subscriptions

P Azure Active Directory

= Monitor

Copyright © 2019 NexAloT Co., Ltd. All Rights Reserved.

Azure

Gets

Recel

Home > New

New

1. Log in to the Azure portal and click Create a resource.

2. Search for “Ubuntu Server” and click Ubuntu Server 18.04 LTS.

nexcomfacto

B

Ly

earch the Marketplace

Azure Marketplace  Seeall

Get started
Recently created
Al + Machine Learning
Analytics
Blockchain
Compute
Containers
Databases
Developer Tools
DevOps

Identity

Integration

B S T T

176

Windows Server 2016 Datacenter

Quickstart tutorial

Ubuntu Server 18.04 LTS

Learn more

N EE @\E\E%ﬁ

Web App
Quickstart tutorial

SQL Database
Quickstart tutorial

Function App
Quickstart tutorial

Azure Cosmos DB
Quickstart tutorial
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3. Fill in the fields as shown below:

Microsoft Azure

nexcomfactory@nes

+ Create 3 resource

M Home

[ pashboard

1= All services
FAVORITES

[] Resource groups

8 Al resources

n}: Recent

:::3 App Services

'727‘ Virtual machines (classic)

g Virtual machines

B sql databases

& Cloud services {classic)

U Security Center
Subscriptions

&> Azure Active Directory

Monitor
) Cost Management + Billing
3 Help + support

‘Q' Advisor

DEFAULT DIRECTORY (|

Home * New > Create a virtual machine

Create a virtual machine

Basics Disks Metworking Management Advanced Tags Review + ceate

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use
your own customized image.

Complete the Basics tab then Review + create to provision a virtual machine with default parameters or
review each tab for full customization.

Looking for classic VMs? Create VM from Azure Marketplace

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

* Subscription @

| nexcomfactory ~ |
* Resource group @ .
| ocdtest 5 |
Create new

Instance details

* \irtual machine name @ s

| project] 2. \/|
* Hegion @

| [Asia Pacific) East Asia 3. LVl |

Availability options @

| No infrastructure redundancy required ~ |
* Image @
[ Ubuntu Server 1804 LT v |

Browse all public and private images

* Size @
Standard D2sv3
2 vepus, 8 GIB memory

Change size | /.

Administrator account

Authentication type @
(®) Password () SSH public key 5.

* Username @

| nexaiot \/|

* Password @

* Confirm password @

INBOUND PORT RULES

Select which virtual machine netwaork ports are accessible from the public internet. You can specify mare
limited or granular network access on the Networking tab.

* Bublic inbound ports @
() None

Allow selected ports

* Select inbound ports 6
HTTP, HTTPS, 55H, RDP “

These ports will be exposed ta the intemet. Use the Advanced controls to limit
¥k inbound traffic to known IP addresses. You can also update inbound traffic rules
later.

revious Next : Disks >

ot
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[ [ ] ]
e Select your Subscription and Resource groups under their respective
drop-down menus. You can click Create new if you'd like to create one.
e Under Instance details, input a name for Virtual machine name.
e (lick Change size and then select the VM size according to your
requirement.
Note: Please set at least 2 vCPU cores and 4GB memory. It's
recommended to use 2 vCPU cores and 8GB memory. The speed of git
clone and data deployment depends on the specifications of the VM and
Internet environment.
e Under Administrator account, provide a username and password.
Please remember it!
For the Authentication type, besides Password, you can choose SSH
public key, which accesses the VM more securely.
Generate SSH key pair through the puttygen application, which you can
download at: https:/puttygen.com/download.php?val=46
i. Open puttygen. Choose RSA under Type of key to generate and
type 2048 in the Number of bits in a generated key text box. Then,
click Generate.
BE? PUTTY Key Generatar ? *
File Key Conversions Help
Key
Mo key.
Actions
Generate a public/private key pair 3.
Load an existing private key file Load
Save the generated key Save puiblic key Save pn-«;te key
Parameters
1.Ejf - gen(ejr)m[?s:p. () ECDSA (ED25519  (O)55H-1(RSA)
Number of bits in a generated key: 2.4 ]
negooT [N
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ii. Move the mouse randomly in the red box until the progress is complete.

B? PUTTY Key Generatar ? X

File Key Conversions Help

Key

Flease generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:

RSA DSA ECDSA ED25519 55H-1 (RSA)
Mumber of bits in a generated key: 2048

iii. You need to modify the Key comment (do not use any special symbols)
as a remark for your public key. It will affect the composition of the
key. For example, change the default text from “rsa-key-190520" to

“jotstudio.”

B PuTTY Key Generator ? X
File Key Conversions Help

Key
Public key for pasting into OpenS5H authorized_keys file:

sshsa AAAABINzaC lycZEAAAABIGAAAGEAS/BNPTDKTUCH ~
+tgOvONzFEcEUBroJKBb Y16 Y 2EBGIUTIBTLCC YBWPL04g5A
+wJpOpdHyVAbfalmND Dx Wil SGNGwC EMBW 1ragVEMWYb Dl 1rVLzwu Piqui
+1cRnmwcQ 11ULLE 14bx 8CEELgpNAEMdnpsFILES5/n2mZ Wy MMLnLICZ9nlGWdng
m3uAW 134DJIW SrAg| v

Key fingerprint: sshsa 2048 c1:25:dcc4:39:ca:11b0:4bb5:08:ac:68:29:6dfc
Key comment: I iotstudio I
Key passphrasze:

Corfirm passphrase: | |

Actions

Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:
@ RSA () DSA (O ECDSA () ED25519 () 55H-1(RSA)

MNumber of bits in a generated key:

ot
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iv. Save the private key, which will be used in loT Studio’s One Click

Configuration.

E PuTTY Key Generator

File Key Conversions Help

Key
Public key for pasting into CpenS5H authonized_keys file:

sshsa AAAABINzZaC 1ycZEAAAABIGAAAQEAS/BNPTDKTUCH
NzFEcEuBxoJKBb Y16 2EBrGIUTJETLCCYSW b 04g5A|

cRnmwcG11ULLE14bxBICEEL:
JuAW 134DJIWSrAg

OpdHyVAbfalmNDDx Wl SGNGwWCEMEW 1ragVCMyb Difq 1rVLzwuPiqui
NAEMdnpsFILES5/n2mZWyMMLnUC Z9nIQWdng

Key fingerprint: |55h-rsa 2048 ¢1:25:dc:c4:3%ca: 11h0:4b b5:08:ac:68:a%:6d fc |
Key comment: |iot5t|.|dio |
Key passphraze: | |
Confirm passphrase: | |
Actions

Generate a public/private key pair

Load an existing private key file

Save the generated key [ ) Sé\re p_L;lBJic i(ejf
Parameters

Type of key to generate:

(®) RSA (O DsA (O ECDSA (O ED25519

MNumber of bits in a generated key:

Generate

Load

Save private key

(O 55H-1 (RSA)

v. Copy the public key as shown in the red box below.

g PuTTY Key Generator

File Key Conversions Help

[ X

ONzFEcEuBxoJKBb Y16Y2EBGIUTIB7LCCYE
X dHyVAbfalmMND Dx Wil SGNGwWCEMEW Trag
leRnmweQ 1IULBE1 4bxBICEELgpNAEMdnps FALES
3uAW 134DJIWSrAg

i/ n2mZWyMMLn UC 29013 Wdng

Key fingerprint :

| sshsa 2048 ¢1:25:dc:c4:3%ca: 11 b0:4b b 5:08:ac:68:3%:6d fc

Key comment: |iotstudio

Key passphraze: |

Confirm passphrase: |

Actions

Generate a public/private key pair
Load an existing private key file
Save the generated key ; Save E;lbllic key

Parameters

Type of key to generate:
(®) RSA (O DSA

Mumber of bits in a generated key:

(CJECDSA (O ED25519

Generate

Load

| Save private key

() 55H-1 (RSA)

ot
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vi. Return to the browser and paste the public key to SSH public key.

Administrator account

Authentication type @ -:'\:;Z- Password .é. SSH public key
* Username @ nexaiot w
* SSH publickey @ ssh-rza st g

AAAABINZaCTyc2 EAAAABIQAAACQEANNLyKeLND2dSgxFH/GLHF7NGTgnrRSOPU
SVXINPgpWMaddB/LwApvhFOVMhMS8+VEBeQg5KL+RmlICb438Q7anfqcGQEUEE

TNUTE JDCUL LTEQUTIY dTIU USITIY 350 REYS 1T ALUTE

e For the INBOUND PORT RULES, select Allow selected ports at
Public inbound ports and check all Select inbound ports.
e Keep the rest of the columns as default.

4. Go to Review + create tab and double check all the configurations.
Then click Create to complete setup.

Create a virtual machine

\/ Validation passed

Basics Disks MNetworking Management Advanced Tags  Review + create

PRODUCT DETAILS

Standard D2s v3 Pricing not available for this offering
by Microsoft '

Terms of use | Privacy policy
TERMS

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed above;
and (b) agree that Microsoft may share my contact, usage and transactional information with the provider(s) of the offering(s) for
support, billing and other transactional activities. Microsoft does not provide rights for third- party offerings. See the Azure
Marketplace Terms for additional details.

Basics

Subscription nexcomfactory
Resource group ocdtest

Virtual machine name projectl

(Asia Pacific) East Asia

Availability options Ngo infrastructure redundancy required

ot
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HEE

Wait until the Azure portal finishes building.

. CreateVm-Canonical.UbuntuServer-18.04-LTS-20190902113014 - Overview ® X
Deployment

(2 Seareh (ceiv || @oe © cancel (T O Refresn

O === Your deployment is underway

B3 inputs

2 inp E Deployment name: CreateVm-Canonical.UbuntuServer-18.04-1TS-...  Start time:  9/2/2019, 12:03:17 PM

= Outputs Subscription: nexcomfactory Correlation ID:  d2052ac7-0269-42e8-8a8d-5b577c456ad:

Resource group: ocdtest
Template
#  Deployment details (Download)

RESOURCE TYPE STATUS 'OPERATION DETAILS

Click Go to resource when complete.

Home » CreateVm-Canonical UbuntuServer-18.04-1T5-20190902113014 - Overview

*_ CreateVm-Canonical.UbuntuServer-18.04-LTS-20190902113014 - Overview

- -
Deployment
oot ‘ % @ Delete © |1 Redeploy € Refresh
&= D i .
Y @ Your deployment is complete
B inputs
i Deployment name: CreateVm-Canonical.UbuntuServer-18.04-LTS-... Start time:  9/2/2019, 12:03:17 PI
Outputs Subscription: nexcomfactory Correlation ID:  d2052ac7-0269-
Resource group:  ocdtest
Template

~ Deployment details (Download)

-~ Next steps

You'll see the VM's settings page.

g project1
Virtual machine

| o rch (Ctries) & w® Connect P Q! Restart W Stop = Capture [ Delete T Refresh
b ke
. a Resource group {change) Computer name

& Overview ocdtest project1
B Activity log Status Operating system

Running Linux (ubuntu 18.04)
zm Access control (IAM) . -

Location Size
& Tags East Asia Standard D2s v3 (2 vcpus, 8 GiB memory)

X Subscription (change) Ephemeral OS disk
X Diagnose and solve problems nexcomfactary N/A
i Subscription ID Public IP address
ettings 0efaf537-0257-422d-8b40-662692cb643b 23.100.91.203
£ Networking 1P address
| Disks
Virtual network/subnet
@ size ocdtest-vnet/default
DNS name
0 security Configure
= .

[ Extensions Tags (change)

3 . . Click here to add tags
% Continuous delivery (Preview)

B Auailabilibe cat

ot
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5. Next, open the ports for IoT Studio and One-Click Agent.
Click Networking in the left-hand menu and click the Add inbound
port rule button on the right side of the page.

o project! - Networking X
Virtual machine
|/-. Search (Ctri+/) ‘ € *» Attach network interface ¥k Detach network interface
B overview % ¥ Network Interface: project1153 Effective security rules Topology

Virtual network/subnet: ocdtest-vnet/default NIC Public IP: 23.100.91.203 NIC Private IP: 10.0.2.5 Accelerated

Activity |
W Activity log networking: Disabled

.-,.'. Access control (IAM)
& Tags Inbound port rules  Outbound port rules  Application security groups  Load balancing

XK Diagnose and solve problems @ Network security group project1-nsg (attached to network interface: project1153) Add inbound port rule

Impacts 0 subnets, 1 network interfaces

Settings
< PRIORITY NAME PORT PROTOCOL SOURCE DESTINATION  ACTION
| £ Networking |
300 HTTP 80 ep Any Any @ Allow
2 Disks

6. Add the port number 1880 for loT Studio and 48487 for One-Click Agent.
e Add inbound security rule

ocdtestnsg 104

4" Basic

* Source @

|Any v|

* Source port ranges @
. |

* Destination @

|Any V|

* Destination port ranges @
| 1880 v|

* Protocol

- uDp icMP )

* Action

@D o )

* Priority @

| 350 v]

* MName

| iotstudio v|

Description

ot
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e Add inbound security rule

ocdtestnsg104

4" Basic

* Source @

| Any

* Source port ranges @

#

* Destination @

| Any

* Destination port ranges @

| 48487

* pProtocol

- - o

[CMP

* Action
- o)

* Priority @

| 390

* Name

| OneChickAgent

Description

pE=

7. Return to the NexAloT One Click Deploy user menu to continue the
settings.

ot
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APPENDIX C: CReEATE A VIRTUAL MACHINE FOR
loT Stupio IN AWS CLouD

1. Log in to AWS Management Console and click Launch a virtual machine.
https://console.aws.amazon.com/console/home

AWS Management Console

AWS services Access resources on the go

Find Services Y Access the Management Console using the AWS
emer namen, b Conscle Mobile App. L (£

* Al services Explore AWS

Gpen Bistro for Elasticsearch
Build a solution

A 100% opes
Elstiesearch with

features Lesr

Bulld using virtual servers Cannect an loT device

AWS Marketplace

2. Search for “Ubuntu” and click Select to the right of the result Ubuntu
Server 18.04 LTS.

1. Choose AMI 2. Choose Instance Type 3 Configure instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

E i Cancel and Exit
Step 1: Choose an Amazon Machine Image (AMI)
An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance.
You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs

Q ubunty X
Quick Start (7) 1to 7 of 7 AMIS
My AMIs (0) ® Ubuntu Server 18.04 LTS (HVM), SSD Volume Type - ami- m
0c55b159cbfafe1f0 (64-bit x86) / ami-0f2057f28f0a44d06 (64-bit
AWS Marketplace (213) Army) ® 64-bit (x86)

54-bit (Arm)
Ubuntu Server 18.04 LTS (HVM),EBS General Purpose (SSD) Volume Type.

SommE Y aMIS (908) Support available from Canonical (hitp:/iwvww. ubuntu. com/cloud/services)

Root device type: ebs Virtualization type: hvm ENA Enabled: Yes

® Ubuntu Server 14.04 LTS (HVM), $SD Volume Type - ami- m

0e7589a8422e3270f

1 Free tieronly (7)

T 64-bit (x66)
Ubuntu Server 14.04 LTS (HVM), EBS General Purpose (SSD) Volume
Type. Support available from Canonical
(http:/fwwwr ubuntu.com/cloud/services)
Root device type: ebs  Virtualization type: hvm ENA Enabled: Yes
® Ubuntu Server 16.04 LTS (HVM) with SQL Server 2017 m
Standard - ami-30299955
64-bit (x86)

Microsoft SQL Server 2017 Standard edition on Ubuntu Server 16.04 LTS

T e AWM il o i i W T A i 0 M L s ChamEN
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3. Choose an instance type, which comprises varying combinations of
CPU, memory, storage, and networking capacity. Please choose the
appropriate mix for your applications.

Note: Please set at least 2 vCPU cores and 4GB memory. It's
recommended to use 2 vCPU cores and 8GB memory. The speed of git
clone and data deployment depends on the specifications of the VM and
Internet environment.

Choose A 2 Choose Instance Type 3 Configurs imtance 4 Aod Stomge 5 Aod Tag Configuie Securty Group
Step 2: Choose an Instance Type
Amazon ECT prowioes & wide selechion of instance types opamired 10 M aMeren] use Cases. INSLANCES ae virtual & & CAN FUN appIcaions. They Nave varying combinas af CFLL memarny, $iorage, and

TIetWOrang Capechy. And give you Ihe Dexibify 1o choose The approprate mee of resources ior your applications. Le. DO INSLANCE Types ANC Now tey Can mee! your co

puting neecs

Filtarby: Alinstancatypss ~  Currentgeneration ~  Showids Columns
Currantly sslected: 12 ke (Variabie ECUS, 2 vEPUS, 23 GH2. Intel Broatwet £5-2686v4, 8 Gill memary, EBS ansy)
E EBS-Optimized Available i
arnlly - Tpe = wCPUS () -  Memory!GE} - Instance Sioroge(GB) (1)~ : - Metwork Performance ({1« Suppost. ~
General purpose 12 nano 1 0s E8S only - Low 1o Mogerati
General puipase 12 ""_“I:_ 1 1 E85 only 2 Lew 1o Moderale Yes
Ganeral pumose 12 smatl 1 2 EBS only Law fo Moderate Yes
Ganeral pumase 12 medium 2 4 EBS anty - Low 6 hogerale Ves
. General puipase 2 targe 2 [ EBS only Low 1o Modarate Yes
General purpase 12 diarge 4 18 E8S oty : Noderte Yes
General purpase 12 2alirge [ H E85 anly — Yes

4. Change the tab to Configure Security Group. Choose Create a
new security group and name it. Click Add Rule to set the required
protocols for loT Studio.

1.Chosse AMI 2 Choose Instance Type 3. Confiqure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group | 7. Review

Step 6: Configure Securitty Grou

TUU Lalll LISdIE d HEW SELUIILY YIUup Ul SEIZLL U all EAIBLINY UHE USIUW. LEd 1 IS dUUUL AlHZUN CLL SELUNILY Yiuups

Assign a security group: I' Create a new security gmugl

Select an existing security group

Security group name: liotstudio
Description: for iotstudic default port
Type (i) Protocol (i) Port Range (i) Source (j Description (i)
[ssH v] [reP 1 B2 | [Custom v|f.0.0.000 e.0. SSH for Admin Deskiop

Add Rule

[ e

3

Cancel Previous Review and Launch |

ot
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Besides the default value SSH, add the following protocols:

Type (i) Protocol (i) Port Range (i) Source (i) Description (i)
SSH A ;TCP 22 Custom ¥ |10.0.0.0/0 e.g. SSH for Admin Desktop 6
HTTP v [TCP 80 Custom ¥ |0.0.0.0/0, /0 0
HTTPS v TCP 443 Custom ¥ |10.0.0.0/0, ::/0 Q
RDP v TCP 3389 Custom ¥ 110.0.0.0/0 o
Custom TCPF ¥ [TCP 1880 Custom ¥ |0.0.0.0/0 for loT Studio @
Custom TCPF ¥ TCP 48487 Custom ¥ |10.0.0.0/0 for One-Click Agent 0

(1880 for IoT Studio, 48487 for One-Click Agent)

Lastly, click Review and Launch.

5. Review your instance launch details and click Launch to assign a key pair
to your instance.

Choose AMI I Choose Wstance Trpe 3 Configersinstance & AddSworage 5 Acd Tags Confqure Sttty Growp 7. Hoview

Step 7: Review Instance Launch

+ AMI Details Edhl AM:

@  Ubunt Server 18.04 LTS (HVM), 550 Volume Type - ami-0c85b188chialedd
m Ubunty Server 18.04 LTS (HVM),EBS General Purpose {SSD) Violume Type Suppon avalable from Cancaical (htp e ubuntu com/cloud/senioes)

oot Davies Typs:abs  Virnumization byps: hvm

¥ Instance Type Edil instance lypa
Instancs Typs ECUs VCPUs Mamary (GiB) Instancs Storage (GB) EBS-Optimized Available Natwork Performance
t2.miero Variabie 1 1 EBS only Low 10 Mogerate

* Security Groups

Edil secunty groups

Sécurity group nams Katstuca
Description for lotstudio default port

Type (| Protesel (| Port Range | Source | Deseription |
88H TCP 2 0.00.00

b Instanra Natails

B snstan g =
S I

ot

Copyright © 2019 NexAloT Co., Ltd. All Rights Reserved. 187 loT Studio User Manual



Appendix C: Create a Virtual Machine for loT Studio in AWS Cloud I\B’\IOT

6. Select Create a new key pair in the drop-down menu and name it.
Click Download Key Pair. Store the key file in a secure and accessible
location. You will not be able to download the file again after it's
created. Click Launch Instances to complete the launch process.

Select an existing key pair or create a new key pair X

A Key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log inte your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI

'Cleate anew key pairl
£y pail

r name
Imstuum 1

Q “You have to download the private key file (*.pem file) before you can continue. Store
itin a secure and accessible location. You will not be able to download the file
again afier it's created.

Download Key Pair

Cancel JREIL LSS

The key pair consists of a public key that AWS stores and a private key
that the user stores. With this cryptography, you can access the VM
securely.

7. Click View Instances to manage your instance.

Launch Status

@  Your instances e now Gunching
h Sy extarer thrchen e Soen e (oSS TR e g

| @ Getnoted of estimated charges

TS T e an et o B (o v € i st D o s 3o

How I connect ko your instances

it PR W LT B € P S 8 b TSRS G Ty B Pt g I e Sy 4 D T T VU 0 9 L8 MU O VAR o STRINCEY @48 3431 TSR, B CONER 0 8GR A YA S50 OF WA YO A
T Pt et

ot
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8. You can monitor your instances’ statuses in this page. Once your instance
is in the running state and the Status checks have passed, you can
connect to it. Click the edit button to rename your instance.

S e . _ ! >
Launch Instance Connect Actions v
A o % @

Events
Tags 4 Q Filter by tags and attributes or search by keyward (] 1to1of 1
Reports
{ ] Name ~ Instance ID ~ | Instance Type ~ Availability Zone ~ Instance State ~ Status Checks = Alarm §
Limits
[ ] InTSludiu i-065c45bcd47f506ab 12 micro us-gast-2¢c @ running @ 2/2 checks None
| Instances

Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts

Capacity
Reservations

AMIs ¥
Bundle Tasks Instance: | i-065c45bcd47f506ab (loTStudio) Public DNS: ecfetatam4 us-east-2.compute.amazonaws.com [ = 4 -

Description Status Checks | Monitoring = Tags

NMOEES 0 W | mmesssenas | mmemsgmesionemscde dpeeeiiioeics s

Instance ID  i-065¢c4bbcd47f506ab Public DNS (IPv4)  ec us-east-
Snapshots 2.compute.amazonaws.com
Lifecycle Manager Instance state  running |Pvd Public [P “Seideitad
Instance type 2. micro IPvEIPs -
= Elastic IPs Private DNS  ipF2elhinif.us-

9. Prepare the puttygen application, which you can download at:
https:/puttygen.com/download.php?val=46

ot
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[ [ [ ]

10. After installation is complete, open puttygen to convert the key type
from .pem to .ppk. Under Type of key to generate, choose RSA.
Click Load to upload the key pair you downloaded in step 6. Click
Save private key and save the converted key file.

? PuTTY Key Generator ? »
File Key Conversions Help
Key
No key.
Actions
Generate a public/private key pair
Load an existing private key file 2
Save the generated key Save public key Save private key
3.
Parameters
e of key to generate:
| (@ RSA | l () DSA (CJECDSA (O ED25519 (C)55H-1 (RSA)
Number of bits in a generated key:
Note that the private key will be used in loT Studio’s One Click
Configuration.

11. Return to the NexAloT One Click Deploy user menu to continue the

settings.
negooT [N
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